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Abstract: The rapid proliferation of Internet of Things (IoT) devices has significantly increased the attack
surface of modern network infrastructures, necessitating intelligent and scalable intrusion detection sys-
tems. Federated Learning (FL) has emerged as a promising paradigm for distributed model training without
centralized data sharing; however, challenges such as energy efficiency, data heterogeneity, and privacy
preservation remain inadequately addressed. Existing studies often emphasize optimization objectives the-
oretically without validating them under realistic constraints. This paper proposes an energy-aware feder-
ated learning framework integrating Temporal Convolutional Networks (TCNs) for intrusion detection us-
ing distributed network traffic data. The framework incorporates differential privacy for secure model up-
dates and a conceptual energy-aware client participation strategy. Experiments are conducted on the
UNSW-NBI15 dataset under a controlled setting with fixed client participation and communication param-
eters. The results demonstrate that the proposed model achieves improved classification accuracy and stable
convergence behavior across communication rounds while operating under a fixed energy budget. How-
ever, energy consumption remains constant due to controlled experimental conditions, indicating that the
study evaluates performance under energy constraints rather than dynamic energy optimization. The find-
ings highlight the effectiveness of TCN-based federated models for intrusion detection in resource-con-
strained environments. Future work will focus on dynamic energy modeling, heterogeneous client environ-
ments, and comprehensive multi-objective evaluation.

Keywords: Federated Learning; Intrusion Detection System; Temporal Convolutional Network; Energy-Ef-
ficient Computing; Differential Privacy; IoT Security; Distributed Machine Learning.
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1. Introduction
The rapid proliferation of Internet of Things (IoT)
technologies and the evolution of cloud computing have

significantly transformed modern network infrastructures.

In particular, the adoption of multi-cloud environments,
where services and workloads are distributed across mul-
tiple cloud providers, has enhanced system scalability,
flexibility, and resilience [1]. However, this paradigm sim-
ultaneously introduces substantial security challenges due
to heterogeneous infrastructures, distributed traffic flows,

and cross-domain communication channels, which collec-
tively expand the cybersecurity threat surface [2]. As a re-
sult, ensuring robust and scalable intrusion detection in
such environments has become a critical concern.
Traditional intrusion detection systems (IDS), origi-
nally designed for centralized network architectures, are
increasingly inadequate in multi-cloud settings [3]. These
systems rely on aggregating network traffic data at a cen-
tral location, which raises significant concerns related to
scalability, privacy preservation, and communication
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overhead. Furthermore, centralized approaches introduce
single points of failure and are often incompatible with
data sovereignty regulations and organizational privacy
policies, particularly in distributed cloud environments [4],
[5]. These limitations highlight the need for decentralized
and privacy-preserving intrusion detection mechanisms
capable of operating efficiently across multiple domains.

Recent advances in deep learning have significantly
improved intrusion detection performance by enabling
automatic feature extraction and modeling of complex
spatial-temporal patterns in network traffic data [6]. Ar-
chitectures such as convolutional neural networks, recur-
rent neural networks, and hybrid models have demon-
strated strong classification capabilities on benchmark cy-
bersecurity datasets. Despite these advancements, most
deep learning-based intrusion detection models assume
centralized data availability, requiring the aggregation of
raw traffic data into a single training location [7]. This as-
sumption limits their applicability in multi-cloud environ-
ments, where data sharing is restricted due to privacy, reg-
ulatory, and operational constraints.

Federated Learning (FL) has emerged as a promising
paradigm to address these challenges by enabling decen-
tralized model training without requiring raw data shar-
ing [8]. In this approach, client nodes train models locally
on their respective datasets and share only model updates
with a central aggregator, thereby preserving data privacy
while enabling collaborative learning. This paradigm
aligns naturally with multi-cloud architectures, where
data remains confined within individual domains [9].
However, despite its advantages, FL introduces several
practical challenges that remain insufficiently addressed
in existing research.

These challenges include communication overhead,
computational energy consumption, statistical heteroge-
neity arising from non-identically distributed (non-IID)
data, and privacy risks associated with model updates [10],
[11]. In real-world multi-cloud deployments, iterative syn-
chronization among geographically distributed clients in-
curs non-negligible communication and energy costs [12].
Additionally, non-IID data distributions across clients can
lead to gradient divergence, slowing convergence and de-
grading global model performance. The integration of dif-
ferential privacy mechanisms, while enhancing security,
introduces additional noise into the training process,
which may further affect convergence stability and model
accuracy.

Existing studies often address these challenges in iso-
lation and frequently emphasize optimization objectives
theoretically without providing comprehensive empirical
validation [13]. For example, frameworks such as FL-
TEAR incorporate energy-aware strategies for routing in
Fog-Cloud-IoT environments, demonstrating improve-
ments in trust evaluation, energy efficiency, and commu-

nication  performance [14]. Similarly, federated

reinforcement learning-based approaches have been pro-
posed to jointly optimize security, efficiency, and privacy,
achieving high detection accuracy and reduced latency
under controlled experimental conditions [15]. However,
these approaches often assume dynamic optimization be-
havior without adequately validating system-level trade-
offs under realistic constraints, leading to a gap between
theoretical formulations and practical applicability.

Another limitation in current research is the limited
exploration of advanced temporal models within feder-
ated intrusion detection systems. Temporal Convolutional
Networks (TCNs) have demonstrated strong capability in
modeling sequential data due to their ability to capture
long-range dependencies through dilated convolutions
and residual connections. These characteristics make
TCNs particularly suitable for analyzing network traffic
sequences. However, their integration within federated
learning frameworks for intrusion detection remains un-
derexplored, particularly in the context of resource-con-
strained and privacy-sensitive environments.

To address these limitations, this paper proposes an
energy-aware federated learning framework that inte-
grates a TCN-based architecture for intrusion detection in
distributed multi-cloud environments. The framework in-
corporates differential privacy to ensure secure model up-
dates and considers energy efficiency as a design con-
straint. Unlike prior studies that assume dynamic optimi-
zation of multiple objectives, this work evaluates model
performance under a controlled experimental setting in
which client participation, communication frequency, and
computational workload are fixed. Consequently, energy
consumption remains constant across communication
rounds, and the study focuses on analyzing classification
performance under constrained resource conditions rather
than demonstrating explicit optimization trade-offs.

The contributions of this paper are reflected in the de-
sign and evaluation of a federated intrusion detection
framework that leverages Temporal Convolutional Net-
works for improved sequential pattern learning, integrates
differential privacy for enhanced security, and operates
within a controlled energy-aware setting. The study fur-
ther provides a comprehensive evaluation using standard
classification metrics to assess model performance under
distributed training conditions.

The remainder of this paper is organized as follows:
Section 2 reviews related work. Section 3 presents the pro-
posed methodology. Section 4 and 5 discusses the experi-
mental results and analysis. Section 6 concludes the paper
and outlines future research directions.

2. Literature Review

The rapid expansion of cloud computing has signifi-
cantly transformed modern information systems, enabling
scalable and distributed service delivery across geograph-
ically dispersed infrastructures [16]. In particular, multi-
cloud architectures, where services are deployed across
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multiple cloud providers, have gained prominence due to

their flexibility, redundancy, and performance advantages.

However, this distributed paradigm introduces complex
cybersecurity challenges [17]. The heterogeneity of plat-
forms, dynamic resource provisioning, and cross-cloud
communication channels expand the attack surface and
complicate centralized monitoring. Traditional intrusion
detection systems (IDS), which are primarily signature-
based or rule-driven, were originally designed for static
and centralized environments and often struggle to detect
sophisticated or zero-day attacks in distributed cloud eco-
systems [18], [19].

To overcome the limitations of conventional IDS, ma-
chine learning techniques were introduced to enhance
anomaly detection capabilities. Classical models such as
Support Vector Machines, Decision Trees, and Random
Forests demonstrated improved detection performance by
learning statistical patterns from network traffic features.
Nevertheless, these approaches rely heavily on manual
feature engineering and often fail to capture the high-di-
mensional and nonlinear characteristics of modern net-
work traffic data [20]. The emergence of deep learning fur-
ther advanced intrusion detection by enabling automatic
hierarchical feature extraction. Convolutional Neural Net-
works (CNNSs) effectively capture spatial relationships
among traffic features, while recurrent architectures such
as Long Short-Term Memory (LSTM) networks model
temporal dependencies in sequential data [21]. Hybrid
CNN-LSTM architectures have demonstrated strong per-
formance on benchmark datasets by jointly learning spa-
tial and temporal attack patterns. For example, a CNN-
based intrusion detection framework evaluated on the
UNSW-NBI15 dataset achieved high classification accuracy
while improving interpretability through visualization
techniques such as Grad-CAM, highlighting the relevance
of key traffic features in decision-making [22]. Despite
their strong predictive performance, these deep learning
approaches typically assume centralized data availability,
which limits their applicability in multi-cloud environ-
ments where data sharing is constrained by privacy regu-
lations and organizational policies.

Federated Learning (FL) has emerged as a promising
paradigm for distributed training without direct data ex-
change. By allowing client nodes to compute local updates
and share model parameters instead of raw data, FL pre-
serves data locality while enabling collaborative model
learning [23], [24]. Federated optimization algorithms,
particularly Federated Averaging (FedAvg), have been
widely adopted across domains including mobile compu-
ting, healthcare, IoT, and cybersecurity. In intrusion detec-
tion applications, federated CNN-based and anomaly de-
tection models have demonstrated competitive perfor-
mance compared to centralized approaches while reduc-
ing the exposure of sensitive network traffic data. How-
ever, most federated IDS frameworks primarily focus on

improving detection accuracy, often treating system-level
constraints such as communication overhead, energy con-
sumption, and client heterogeneity as secondary consider-
ations rather than integral components of the learning pro-
cess.

A major challenge in federated learning is statistical
heterogeneity resulting from non-identically distributed
(non-1ID) client datasets. In multi-cloud environments,
different cloud providers host diverse applications and
user populations, leading to skewed traffic distributions
across nodes [25]. This heterogeneity can increase gradient
divergence, slow convergence, and degrade global model
performance. Various techniques, including proximal reg-
ularization, control variates, and adaptive aggregation
strategies, have been proposed to mitigate these effects.
While such methods improve convergence behavior, their
integration into intrusion detection systems often lacks a
clear connection to practical deployment constraints such
as communication efficiency and energy usage.

Privacy preservation represents another important
research direction in federated learning. Although FL re-
duces the need for raw data sharing, model updates re-
main vulnerable to attacks such as gradient inversion and
membership inference. To enhance privacy, techniques
such as Differential Privacy (DP) and cryptographic meth-
ods have been incorporated into federated pipelines. Dif-
ferential Privacy introduces calibrated noise into model
updates to provide formal privacy guarantees; however,
this noise can increase training variance and affect model
accuracy. Existing studies often examine privacy and ac-
curacy in isolation, without fully considering how privacy
mechanisms interact with system-level constraints such as
communication overhead and computational resources.

Energy efficiency and communication cost are also
critical concerns in federated learning, particularly in geo-
graphically distributed infrastructures. Periodic synchro-
nization of model updates requires the transmission of
high-dimensional parameters, leading to significant band-
width usage and energy consumption [26]. To address
these challenges, several approaches have been proposed,
including communication compression, model quantiza-
tion, adaptive synchronization, and client selection strate-
gies [27]. While these methods demonstrate improvements
in efficiency, they are often implemented as heuristic opti-
mizations rather than being systematically evaluated
within the broader learning framework. Moreover, ex-
plicit modeling and empirical validation of energy behav-
ior in federated intrusion detection systems remain limited,
particularly in multi-cloud environments where resource
constraints directly influence scalability and deployment
feasibility [28].

The current literature on federated intrusion detec-
tion remains fragmented across multiple research direc-
tions. Deep learning-based approaches primarily empha-
size predictive accuracy, federated learning frameworks
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Figure 1. Temporal Convolutional Network (TCN) Architecture.

focus on privacy-preserving distributed training, and re-
source-aware techniques address communication and en-
ergy efficiency independently [29], [30]. As a result, many
existing systems achieve strong performance in isolated
aspects but lack a unified and realistic evaluation that re-
flects the combined impact of privacy, heterogeneity, and
resource constraints.

Motivated by these limitations, this study proposes
an energy-aware federated learning framework that inte-
grates Temporal Convolutional Networks (TCNs) for in-
trusion detection [31]. Unlike prior works that emphasize
theoretical optimization without sufficient experimental
validation, this approach focuses on evaluating model per-
formance under controlled and resource-constrained con-
ditions. By explicitly acknowledging fixed energy settings
and practical deployment constraints, the proposed frame-
work aims to bridge the gap between theoretical design
and empirical evaluation in federated intrusion detection
systems.

3. Methodology
3.1. System Overview

The proposed framework adopts an energy-aware
federated learning approach for privacy-preserving intru-
sion detection in multi-cloud environments. In this frame-
work, network traffic data are distributed across multiple
clients, where each client locally trains a Temporal Convo-
lutional Network (TCN) model. Instead of sharing raw
data, clients transmit model updates to a central server,
where global aggregation is performed. This decentralized
training paradigm preserves data privacy while enabling
collaborative learning across distributed environments.
Differential privacy mechanisms are incorporated during
local training to enhance the security of shared updates.
The overall training process is conducted iteratively across
multiple communication rounds, allowing the global
model to progressively improve its classification perfor-
mance under controlled experimental conditions.

\j

3.2. Dataset Description and Pre-processing

The experimental evaluation utilizes the UNSW-
NB15 dataset, which provides a comprehensive represen-
tation of modern network traffic and attack scenarios [29],
[32]. The dataset was generated using the IXIA Perfect
Storm tool within the Cyber Range Lab at the Australian
Centre for Cyber Security and includes both real and syn-
thetically generated attack traffic. It consists of nine attack
categories, including Fuzzers, Analysis, Backdoors, Denial
of Service, Exploits, Generic, Reconnaissance, Shellcode,
and Worms, with a total of 49 extracted features derived
using Argus and Bro-IDS tools [33]. For the purpose of this
study, the dataset is transformed into a binary classifica-
tion problem, where Class 0 represents normal traffic and
Class 1 represents attack traffic. Preprocessing steps in-
clude the removal of missing or corrupted records, one-
hot encoding of categorical features, normalization of nu-
merical attributes to zero mean and unit variance, and ran-
dom shuffling to reduce sampling bias. To simulate a fed-
erated learning environment, the dataset is partitioned
into multiple client subsets, ensuring that raw data remain
localized at each client.

3.3. Temporal Convolutional Network (TCN) Architecture

The core learning model in this study is based on a
Temporal Convolutional Network (TCN), designed to ef-
fectively capture sequential dependencies in network traf-
fic data. The TCN is particularly suitable for time-series
analysis due to its ability to model long-range temporal
patterns while maintaining computational efficiency. The
model takes as input a traffic sequence of size LxF, where
L denotes the sequence length and F represents the num-
ber of features. As illustrated in Figure 1, the architecture
consists of stacked TCN blocks with increasing dilation
factors. Each TCN block comprises a dilated one-dimen-
sional convolutional (Conv1D) layer, followed by a Recti-
fied Linear Unit (ReLU) activation and a dropout layer for
regularization. A residual (skip) connection is applied
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within each block to improve gradient flow and stabilize
training. The extracted feature representations are then
passed through a global average pooling layer to reduce
dimensionality, followed by a fully connected layer. Fi-
nally, a Softmax activation function is applied to classify
the input into normal and attack traffic. This design pro-
vides a balance between modeling capability and compu-
tational efficiency, making it suitable for intrusion detec-

tion in distributed and resource-constrained environments.

3.4. Federated Learning Process

The federated learning process involves iterative
communication between clients and a central server. Dur-
ing each communication round, selected clients perform
local training on their respective datasets for a fixed num-
ber of epochs using stochastic gradient descent. The result-
ing model updates are then transmitted to the central
server, where they are aggregated using a weighted aver-
aging strategy based on local dataset sizes. Differential pri-
vacy is enforced by applying gradient clipping and Gauss-
ian noise injection to local updates before transmission,
thereby limiting the risk of information leakage. Although
an energy-aware client selection mechanism and weighted
aggregation strategy are conceptually defined, they are
not dynamically activated in this study due to the use of
uniform client configurations and fixed participation set-
tings.

3.5. Energy Model

Energy consumption within the framework is defined
as a function of local computation, communication cost,
and the number of participating clients. Local computa-
tion energy is proportional to the size of the dataset and
model complexity, while communication energy depends
on the size of transmitted model parameters. However, in
this study, these factors are held constant across all com-
munication rounds by fixing the number of participating
clients, model size, and communication frequency. As a re-
sult, total energy consumption remains invariant through-
out the training process and serves as a controlled experi-
mental constraint rather than an actively optimized varia-
ble. This design allows the study to focus on evaluating
classification performance under fixed resource conditions
rather than demonstrating dynamic energy optimization.

3.6. Evaluation Metrics
The performance is evaluated using standard classifi-
cation metrics:

N ~ TP + TN "
CCUraCY = TP ¥ TN + FP + FN
b TP o
reClSlon—m

Recall = — 7 3)
A= TP Y FN

Precision - Recall
F1=2

(4)

"Precision + Recall

Both macro-average and weighted-average metrics
are also computed to evaluate model performance across
different class distributions.

4. Results

The proposed energy-efficient federated learning
framework integrated with a Temporal Convolutional
Network (TCN) was evaluated on the UNSW-NB15 da-
taset under controlled conditions. The results demonstrate
strong intrusion detection performance while maintaining
fixed energy consumption. Global model accuracy im-
proved consistently across five federated rounds, increas-
ing from 82.01% to 94.36%, indicating effective conver-
gence through iterative aggregation of distributed client
updates. Despite this improvement, total energy con-
sumption remained constant at 14,480,156,790 units due to
fixed client participation, communication frequency, and
computational workload, confirming that performance
gains were achieved without additional energy cost.

The model achieved an overall classification accuracy
of approximately 94%, with strong evaluation metrics in-
cluding precision (96.56%), recall (93.05%), Fl-score
(94.77%), specificity (95.96%), balanced accuracy (94.51%),
and a Matthews Correlation Coefficient (MCC) of 0.8873.
These results indicate a balanced trade-off between accu-
rate attack detection and low false alarm rates. Confusion
matrix analysis shows that the model correctly classified
7118 normal instances and 8421 attack instances, with 300
false positives and 628 false negatives. The low false-posi-
tive rate reflects effective minimization of unnecessary
alerts, while the moderate false-negative rate suggests
some missed attacks that may require further refinement.

The Receiver Operating Characteristic (ROC) curve
further confirms strong model performance, with an Area
Under the Curve (AUC) of 0.9825, indicating excellent sep-
arability between normal and malicious traffic. Overall,
the results validate that the proposed federated TCN
framework achieves high accuracy, stable convergence,
and robust detection capability under fixed energy con-
straints, demonstrating its suitability for privacy-preserv-
ing intrusion detection in distributed environments.

Table 1 presents the global model accuracy and total
energy consumption across five federated learning rounds.
The global accuracy consistently improves from 82.01% in
Round 1 to 94.36% in Round 5, demonstrating the effec-
tiveness of iterative federated training. The total computa-
tion and communication energy remains constant at
14,480,156,790 units across all rounds, indicating that the
energy-aware scheduling and weighted aggregation
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Figure 2. Confusion Matrix of the Federated TCN Model.

Table 1. Global Accuracy and Energy Across Federated Rounds.

Round Global Accuracy Total Energy
1 0.8201 14,480,156,790
2 0.8555 14,480,156,790
3 0.8990 14,480,156,790
4 0.9302 14,480,156,790
5 0.9436 14,480,156,790
Table 2. Classification Performance Report.
Preci-
Class sion Recall Score Support
0 (Normal) 0.92 0.96 0.94 7418
1 (Attack) 0.97 0.93 0.95 9049
Accuracy 0.94 16467
Macro Avg 0.94 0.95 0.94 16467
Weighted Avg  0.94 0.94 0.94 16467
Table 3. Additional Evaluation Metrics.
Metric Value
Specificity 0.9596
Negative Predictive Value (NPV) 0.9189
Matthews Correlation Coefficient (MCC) 0.8873
Balanced Accuracy 0.9451

mechanism efficiently manages client participation with-
out increasing system energy expenditure. This table high-
lights the framework’s ability to achieve high predictive
performance while maintaining energy efficiency in a
multi-client federated setting.

Table 2 summarizes the classification performance of
the federated TCN model on the test dataset. The model
achieves an overall accuracy of 94%, with high precision
and recall for both classes, demonstrating effective detec-
tion of normal and attack traffic. Additional metrics in Ta-
ble 3 indicate strong model reliability, including a specific-
ity of 95.96%, a balanced accuracy of 94.51%, and a Mat-

ROC Curve
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Figure 3. Receiver Operating Characteristic (ROC) Curve.

thews Correlation Coefficient (MCC) of 0.8873. These re-
sults confirm that the proposed framework maintains high
predictive performance while preserving energy efficiency
and privacy.

Figure 2 shows the performance of the energy-aware
differentially private federated TCN model on the UNSW-
NB15 test set. The confusion matrix shows 7118 true nega-
tives, 300 false positives, 628 false negatives, and 8421 true
positives. This indicates the model accurately identifies
the majority of normal traffic and effectively detects mali-
cious instances, with relatively few false alarms and mod-
erate missed detections. Key performance metrics include
accuracy = 94.36%, precision = 96.56%, recall = 93.05%, and
Fl-score = 94.77%, demonstrating strong discriminative
capability and reliability in detecting attacks while main-
taining a low false positive rate.

Figure 3 shows the ROC curve of the federated TCN
model on the UNSW-NB15 dataset. The curve rises
sharply toward the top-left corner, indicating high sensi-
tivity even at low false-positive rates. With an AUC of
0.9825, the model demonstrates excellent separability be-
tween normal and attack classes, indicating near-optimal
classification performance and robust detection under pri-
vacy-preserving federated learning.

5. Discussion

The experimental results demonstrate that the pro-
posed energy-efficient federated learning framework with
a Temporal Convolutional Network (TCN) achieves
strong performance in intrusion detection under con-
trolled and resource-constrained conditions [34]. The
steady increase in global model accuracy across federated
rounds confirms the effectiveness of decentralized train-
ing in learning meaningful patterns from distributed net-
work traffic data. This indicates that the federated aggre-
gation process successfully integrates knowledge from
multiple clients despite the absence of raw data sharing.
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A key observation from the results is the model’s abil-
ity to maintain high classification performance while op-
erating under a fixed energy budget. Unlike many existing
studies that assume dynamic optimization of energy con-
sumption, this work evaluates performance under con-
stant energy conditions. The findings show that accuracy
improvements are achieved without increasing computa-
tional or communication costs, suggesting that the pro-
posed framework is suitable for deployment in environ-
ments where energy resources are limited or strictly regu-
lated, such as IoT and multi-cloud systems.

The classification metrics further highlight the ro-
bustness of the model. High precision indicates a low
false-positive rate, which is critical in intrusion detection
systems to avoid unnecessary alerts and reduce adminis-
trative overhead. Similarly, the strong recall value demon-
strates the model’s capability to detect the majority of at-
tack instances. However, the presence of some false nega-
tives suggests that certain attack patterns may not be fully
captured, possibly due to the effects of differential privacy
noise or limitations in representing highly complex attack
behaviors [35].

The confusion matrix analysis reinforces these obser-
vations by showing that the model effectively distin-
guishes between normal and malicious traffic, with rela-
tively few misclassifications. The ROC curve and high
AUC value further confirm the model’s strong discrimina-
tive ability, indicating that it performs well across different
classification thresholds. This robustness is particularly
important in real-world scenarios where operating condi-
tions and decision thresholds may vary [36].

The integration of differential privacy introduces an
important trade-off between privacy and model perfor-
mance. While privacy-preserving mechanisms enhance
the security of model updates, they may also introduce
noise that affects convergence and accuracy. Despite this,
the model maintains high performance, suggesting that
the chosen privacy configuration achieves a reasonable
balance between security and utility [37].

Another important aspect of this study is the use of
Temporal Convolutional Networks within a federated
learning framework. The results indicate that TCNs are ef-
fective in capturing temporal dependencies in network
traffic data, contributing to improved detection perfor-
mance. Compared to traditional sequential models such as
recurrent neural networks, TCNs offer advantages in par-
allelization and computational efficiency, making them
well-suited for distributed and resource-constrained envi-
ronments [38].

However, the study has certain limitations. The ex-
perimental setup assumes homogeneous client configura-
tions and fixed participation, which may not fully reflect
real-world federated learning environments characterized
by client heterogeneity, intermittent availability, and var-
ying resource capacities. Additionally, the energy model is
static, meaning that the framework does not dynamically
adapt to changing energy conditions or optimize energy
consumption during training [39].

Future research should address these limitations by
incorporating dynamic energy-aware client selection,
adaptive communication strategies, and heterogeneous
data distributions. Further investigation into optimizing
the balance between privacy and performance is also nec-
essary, particularly in scenarios involving stronger pri-
vacy guarantees. Extending the framework to multi-class
intrusion detection and real-time deployment scenarios
would also enhance its practical applicability [40].

The proposed framework effectively bridges the gap
between theoretical design and practical implementation
by demonstrating strong intrusion detection performance
under realistic constraints. The integration of federated
learning, differential privacy, and TCN-based modeling
provides a promising direction for developing scalable, se-
cure, and energy-efficient intrusion detection systems in
modern distributed environments.

6. Conclusion

This paper proposed an energy-aware federated
learning framework integrating a Temporal Convolu-
tional Network (TCN) for privacy-preserving intrusion
detection in distributed environments. The model was
evaluated on the UNSW-NB15 dataset under controlled
experimental conditions with fixed energy constraints. Re-
sults demonstrate consistent improvement in global
model accuracy across federated rounds, achieving ap-
proximately 94.36% accuracy with strong precision, recall,
and an AUC of 0.9825, indicating excellent classification
performance. A key contribution of this study is the vali-
dation of model effectiveness under constant energy con-
sumption, showing that high detection performance can
be achieved without increasing computational or commu-
nication overhead. The integration of differential privacy
further ensures secure model updates while maintaining
performance stability. However, the framework assumes
homogeneous clients and static energy conditions, which
may limit real-world applicability. Future work will focus
on dynamic energy optimization, heterogeneous client en-
vironments, and adaptive federated strategies to enhance
scalability and robustness in practical deployments.
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