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Abstract: The rapid growth of peer-to-peer (P2P) online commerce has intensified concerns related to trust
and fraud, particularly in informal and social-media-driven marketplaces where buyers and sellers often
transact without prior relationships. Conventional online payment systems largely rely on trust-based
models that inadequately protect participants from fraudulent activities, leading to financial losses and
reduced user confidence. This study presents the design and implementation of an escrow-based peer-to-
peer online payment system (Escrow-BP2P) aimed at providing an escrow-mediated mechanism intended
to reduce fraud risks and enhance transactional trust in P2P transactions. The escrow-BP2P system intro-
duces a trusted third-party escrow mechanism that securely holds buyer payments until transaction condi-
tions are fulfilled and the exchanged goods or services are verified. The system architecture supports buy-
er, seller, and administrator roles, incorporating payment verification, transaction monitoring, dispute
handling, and controlled fund release. Object-Oriented Analysis and Design Methodology (OOADM) is
adopted to ensure modularity, maintainability, and system scalability, while the implementation utilizes
PHP and MySQL for web-based deployment. The solution is contextualized within the Nigerian e-
commerce environment, where online fraud remains a significant challenge. The escrow-BP2P framework
demonstrates how structured transaction mediation can improve transactional trust, minimize fraudulent
practices, and provide an escrow-based payment management platform for P2P online commerce. The
system offers practical insights for deploying trust-enhancing payment infrastructures in emerging digital
marketplaces.

Keywords: Peer-to-peer payments; Online escrow service; Fraud mitigation; Trust-based systems; E-
commerce security.
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1. Introduction

The rapid expansion of internet-based commerce has
transformed the way individuals and organizations ex-
change goods, services, and digital assets. Online mar-
ketplaces and digital trading platforms now facilitate
large-scale peer-to-peer (P2P) interactions, enabling eco-
nomic participation beyond traditional institutional
boundaries. These platforms span diverse domains in-
cluding data markets, crowd-sourced data trading, de-
centralized finance, and digital service provisioning, of-

fering new opportunities for efficiency, inclusiveness,
and scalability [1]-[4]. However, as transaction volumes
grow and intermediaries are increasingly removed, chal-
lenges related to trust, privacy, and transactional security
have become more pronounced.

Recent studies on data and digital asset marketplac-
es emphasize that trust deficiencies remain one of the
primary barriers to adoption in decentralized trading
systems [5]-[8]. Strategic behavior by buyers and sellers,
information asymmetry, privacy leakage, and transaction
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disputes undermine confidence and discourage participa-
tion [9]-[12]. In response, blockchain-based trading plat-
forms and cryptographically secured market infrastruc-
tures have been proposed to improve transparency, en-
force accountability, mitigate fraud [13]-[16] as well as in
certificate verification process [17]. Despite these advanc-
es, most existing systems focus on large-scale institution-
al markets or formal trading ecosystems, often neglecting
the realities of informal and semi-formal P2P commerce
prevalent in emerging economies and digital micro-
markets.

Parallel developments in decentralized payment
technologies, particularly payment channel networks
(PCNs), have introduced scalable and privacy-preserving
mechanisms for high-frequency micro-transactions.
Techniques such as Lightning Network, Sprites, Teechan,
and their successors offer low-latency payments with re-
duced blockchain overhead [18]-[22]. Extensive research
has investigated privacy, concurrency, routing efficiency,
and fault tolerance in these systems [14], [16], [23]-[27].
While these architectures significantly enhance payment
efficiency, they do not directly address trust deficiencies
arising from delivery uncertainty, quality disputes, or
fraudulent seller behavior in P2P marketplaces. Escrow-
based transaction mechanisms remain a well-established
approach for mitigating trust risks in electronic com-
merce. By temporarily holding funds until contractual
obligations are fulfilled, escrow services reduce counter-
party risk and foster confidence among transacting par-
ties. However, conventional escrow systems rely heavily
on centralized intermediaries, raising concerns related to
transparency, operational integrity, and accessibility. In
informal online commerce environments—particularly
within developing economies—centralized escrow ser-
vices are often unavailable, costly, or mistrusted, thereby
limiting their effectiveness.

This study proposes and evaluates an escrow-based
peer-to-peer online payment framework designed to en-
hance transactional trust and reduce fraud in decentral-
ized digital marketplaces. The proposed system inte-
grates semi-automated escrow management with admin-
istrative verification, transaction verification, and dispute
resolution workflows into a unified web-based platform
tailored for informal P2P commerce. Unlike blockchain-
heavy approaches, the framework emphasizes practical
deployability, operational simplicity, and regulatory
adaptability, while maintaining core security guarantees.

The primary contributions of this work are threefold:

i.  The design of a functional escrow-based P2P
transaction architecture potentially deployable in
low-resource environments.

ii. =~ The implementation of an integrated system
supporting secure payments, semi-automated re-
lease conditions, and dispute handling, and

iii. =~ A functional validation demonstrating the cor-

rectness of escrow enforcement, workflow execu-
tion, and dispute-handling processes.

Through overcoming the trust gaps in decentralized
online payments, this research contributes to a prototype
escrow-based framework that demonstrates how trust-
enhancing transaction workflows may be integrated into
peer-to-peer online commerce environments.

2. Literature Review
2.1. Digital Marketplaces and Internet Commerce Plat-
forms

The evolution of digital marketplaces has redefined
how economic value is created and exchanged across
online platforms. Contemporary data and service mar-
kets support dynamic trading, algorithmic pricing, and
automated contract enforcement [3], [5], [28]. Surveys of
data marketplaces highlight diverse business models
ranging from centralized broker-based platforms to de-
centralized peer-to-peer ecosystems, each presenting
unique challenges in governance, pricing, and trust man-
agement [2], [4]. Recent studies have further examined
data market mechanisms, including auction-based pric-
ing models, strategic buyer protection, and fairness-
aware negotiation protocols [6], [8]-[11]. While these ap-
proaches improve pricing efficiency and participant in-
centives, they rely heavily on trusted intermediaries or
sophisticated cryptographic mechanisms that remain dif-

ficult to operationalize in informal or resource-
constrained environments.
Blockchain-based marketplace platforms have

emerged as promising alternatives, offering tamper-proof
transaction logs and programmable smart contracts [13].
Such platforms provide improved transparency and au-
ditability but suffer from scalability limitations, transac-
tion latency, and usability challenges, particularly for
real-time consumer-to-consumer transactions [14], [15].
Consequently, while blockchain infrastructures advance
trust guarantees, their adoption in everyday peer-to-peer
online commerce remains limited.

2.2. Trust, Privacy, and Security in Online Transactions
Trust management constitutes a fundamental chal-
lenge in decentralized digital ecosystems. Comprehen-
sive surveys of decentralized trust aggregation mecha-
nisms emphasize the importance of reputation modeling,
behavioral risk analysis, and adaptive trust scoring in
mitigating fraud and transaction disputes [7]. Privacy-
preserving trading systems further integrate crypto-
graphic protections to safeguard buyer and seller identi-
ties, transaction metadata, and pricing strategies [1], [12].
In the context of digital asset trading and data markets,
researchers have proposed secure data negotiation mod-
els, privacy bargaining frameworks, and cryptographic
transaction enforcement protocols to balance fairness and
confidentiality [8], [10], [12]. These mechanisms signifi-
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cantly enhance privacy but often increase computational
complexity and system overhead, reducing their practi-
cality in real-time P2P trading scenarios. Additionally,
recent research on large-scale digital transaction plat-
forms underscores the persistent vulnerability of decen-
tralized markets to strategic manipulation, information
leakage, and collusion [6]. These findings reinforce the
need for practical trust-enforcing mechanisms that com-
bine security guarantees with operational simplicity.

2.3. Payment Channel Networks and Decentralized Pay-
ment Infrastructures

Payment channel networks (PCNs) have gained
prominence as scalable alternatives to on-chain block-
chain payments. Foundational works such as Teechan
and Sprites introduced trusted execution and off-chain
settlement mechanisms that significantly reduce transac-
tion latency and fees [18], [19]. Subsequent advancements
addressed multi-hop routing efficiency, concurrency con-
trol, and fault tolerance [20]-[22], [25].

Extensive cryptographic research has further ex-
plored privacy enhancement, anonymous routing, and
secure multi-channel coordination [14], [16], [26]. Notably,
mechanisms such as Sleepy Channels eliminate the need
for continuous third-party monitoring, improving system
efficiency and resilience [24]. Despite these innovations,
PCNs primarily optimize payment throughput and pri-
vacy, offering limited protection against transaction-level
fraud, delivery disputes, or deceptive seller behavior.
Thus, while PCNs excel in transactional scalability, they
inadequately address the trust asymmetry inherent in
peer-to-peer commerce, where payment finality must be
conditional upon service or product delivery.

2.4 Research Gap and Motivation

Despite extensive advances in decentralized pay-
ment systems and blockchain-based transaction plat-
forms, a critical gap remains between payment efficiency
optimization and transaction-level trust enforcement.
Existing payment channel networks primarily focus on
throughput, routing optimization, and cryptographic
privacy [14], [16], [18], [21], while blockchain-enabled
trading platforms emphasize transparency and immuta-
bility at the expense of usability and scalability [13], [15].
Moreover, advanced cryptographic trust mechanisms
and decentralized reputation models introduce signifi-
cant system complexity and computational overhead,
limiting their applicability in informal and low-resource
peer-to-peer commerce environments [7], [12]. Conse-
quently, there is a lack of practically deployable escrow-
based frameworks that directly address fraud mitigation,
delivery assurance, and transactional trust in everyday
online marketplaces. This study addresses this gap by
proposing a lightweight escrow-mediated payment archi-
tecture that integrates semi-automated trust enforcement

into peer-to-peer online commerce workflows, without
reliance on heavy cryptographic infrastructures. The
framework provides a pragmatic solution that balances
operational efficiency, security, and real-world deploya-
bility. While the reviewed blockchain and payment-
channel solutions emphasize cryptographic scalability
and privacy, the present study focuses on operational
trust enforcement through escrow mediation. These ap-
proaches are therefore complementary rather than com-
peting.

3. Methodology and System Architecture
3.1. Research Methodology

This study adopts an applied system design and im-
plementation methodology aimed at addressing trust and
fraud challenges in peer-to-peer (P2P) online payment
environments. Object-Oriented Analysis and Design
Methodology (OOADM) is employed to model system
components, interactions, and workflows in a modular
architecture that may support future scalability en-
hancements. OOADM facilitates the identification of sys-
tem actors, functional requirements, and relationships
between system modules, thereby supporting maintaina-
bility and extensibility of the proposed solution. The re-
search process comprises four key stages: requirements
analysis, system modeling, implementation, and evalua-
tion. Functional and non-functional requirements were
derived from common fraud scenarios observed in in-
formal P2P online commerce, including non-delivery of
goods, payment repudiation, and lack of dispute resolu-
tion. These requirements guided the design of a struc-
tured escrow-based transaction workflow that ensures
escrow-based payment management platform handling
and controlled fund release.

3.2. System Architecture

The proposed escrow-based P2P payment system,
known as escrow-BP2P, is designed using a three-tier
web architecture consisting of the presentation layer, ap-
plication layer, and data layer (Figure 1). This architec-
tural approach enhances system scalability, security, and
separation of concerns.

a) DPresentation Layer: Provides web-based user in-
terfaces for buyers, sellers, and administrators.
This layer handles user authentication, transac-
tion initiation, status notifications, and interac-
tion with escrow services.

b) Application Layer: Implements the core business
logic, including escrow management, transaction
validation, dispute handling, and payment au-
thorization. It enforces transaction rules that gov-
ern fund holding, verification, and release based
on predefined conditions.

c¢) Data Layer: Manages persistent storage of user
profiles, transaction records, escrow statuses, and
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Figure 1. Escrow-Based P2P Payment System Architecture.
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Figure 2. Actors and Responsibilities in the Escrow-Based P2P
Payment System.

audit logs using a relational database system.
Data integrity constraints and access controls are
applied to ensure secure and consistent data
management.

3.3. System Actors and Roles

The system defines three primary actors (Figure 2),

each with clearly delineated responsibilities:

a) Buyer: Initiates transactions, submits payments
into escrow, confirms receipt and satisfaction of
goods or services, and raises disputes where nec-
essary.

b) Seller: Lists goods or services, accepts escrow-
based payments, fulfills delivery obligations, and
responds to dispute claims.

c¢) Escrow Administrator: Acts as a trusted third
party responsible for transaction oversight, dis-
pute mediation, verification of claims, and au-
thorization of fund release or refunds.

This role separation ensures balanced protection for

all transaction participants and minimizes opportunities
for fraudulent behavior.

3.3.1. Escrow Transaction Workflow

The escrow transaction process follows a structured

sequence (Figure 3 and Figure 4):
i. A buyer initiates a transaction and submits pay-

ment into the escrow account.

ii. ~ The system verifies payment and locks funds
pending transaction completion.

iii.  The seller delivers the agreed goods or services.

iv.  The buyer confirms receipt and satisfaction with-
in a predefined inspection period.

v.  Upon confirmation, the escrow administrator au-
thorizes the release of funds to the seller.

In the event of a dispute, the escrow administrator
intervenes and determines the appropriate resolution
based on available evidence. This workflow ensures that
no single party unilaterally controls the transaction out-
come, thereby reducing fraud risks and enhancing trust.

3.4. Object-Oriented Analysis and Design Models
(OOADM)
3.4.1. Use Case Diagram of the Escrow-Based Payment
Framework

The functional interactions between system actors
and the proposed escrow platform are represented
through the use case diagram shown in Figure 5, which
captures the major services available to buyers, sellers,
and administrators within the transaction lifecycle. Three
primary actors are involved: the Buyer, Seller, and Es-
crow Administrator. Buyers and sellers interact with the
platform by registering accounts, authenticating, initiat-
ing transactions, monitoring transaction status as well as
participating in dispute resolution processes. The Escrow
Administrator supervises escrow operations by verifying
users, reviewing disputes, authorizing fund releases or
refunds, managing user accounts, and monitoring system
activities. The use case model demonstrates how the
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escrow mechanism facilitates trust and accountability
during peer-to-peer online transactions.

3.4.2. Activity Diagram of the Escrow Transaction Workflow

As shown in Figure 6, escrow funds remain locked
until either buyer confirmation or administrative dispute
resolution occurs, thereby reducing opportunities for
transactional fraud and enhancing trust between trading
parties. The activity diagram presented in Figure 6 illus-
trates the sequence of activities involved in the proposed
escrow transaction workflow. The process begins when a
buyer initiates a transaction and deposits funds into the
escrow account. The escrow system then securely holds
the funds while the seller proceeds with product delivery
or service fulfillment. Following delivery, the buyer eval-
uates the transaction outcome and either confirms suc-
cessful receipt or raises a dispute if concerns arise.

If the buyer confirms delivery, the escrow engine au-
thorizes the release of funds to the seller, thereby com-
pleting the transaction. Conversely, if a dispute is raised,
the transaction enters a dispute resolution phase where
the escrow administrator reviews the available evidence
and determines the appropriate action. Based on the out-
come of the review, the funds are either released to the
seller or refunded to the buyer. The workflow ensures
that neither party can unilaterally access the escrowed
funds, thereby promoting trust, accountability, and fraud
mitigation within the transaction process.

3.4.3. Class Diagram of the Proposed Escrow System

The structural design of the proposed escrow
framework is represented by the class diagram shown in
Figure 7, which models the key system entities, their at-
tributes, operations, and interrelationships.
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Figure 7 presents the class diagram of the proposed
escrow system, illustrating the major classes, attributes,
methods, and relationships that support escrow-based
transaction management. The User class serves as the
parent entity from which the Buyer and Seller classes in-
herit common user attributes and functionalities. Buyers
initiate transactions and deposit funds into escrow, while
sellers manage product listings, accept transactions, and
fulfill delivery obligations.

The Transaction class represents commercial ex-
changes between buyers and sellers and is closely associ-
ated with the Escrow class, which manages the holding,
release, and refund of funds. The Payment class records
payment-related information and maintains transaction
accountability throughout the escrow lifecycle. In cases of
transaction disagreement, the Dispute class captures dis-
pute details and supports resolution processes. Adminis-
trative oversight is provided by the Escrow Administra-
tor class, which manages disputes, authorizes fund re-
leases or refunds, and oversees user activities. Addition-
ally, the AuditLog class records system events and trans-
action activities to enhance transparency, traceability, and
accountability.

The class relationships demonstrate the object-
oriented structure of the proposed framework and illus-
trate how the various system components collaborate to
facilitate secure and trustworthy peer-to-peer online
transactions.

3.5. Implementation Environment

The system is implemented as a web-based applica-
tion using PHP for server-side processing and MySQL for
database management. These technologies were selected
for their reliability, widespread adoption, and suitability
for rapid deployment in resource-constrained environ-
ments. The system supports role-based access control,
secure session management, and transaction logging to
enhance accountability and traceability.

3.6. System Evaluation Approach

System evaluation is conducted through functional
testing and scenario-based validation. Key fraud scenari-
os, including payment non-release, false delivery claims,
and buyer repudiation, were simulated to assess system
robustness. Evaluation criteria include transaction cor-
rectness, escrow enforcement, system responsiveness,
and dispute resolution effectiveness. The results demon-
strate that the escrow-BP2P system effectively enforces
transaction rules and mitigates common fraud risks in
P2P online payments.

4. System Design and Implementation
4.1. System Design

The escrow-BP2P system is designed to enforce se-
cure transaction mediation through clearly defined sys-
tem modules and controlled interaction flows. The design
emphasizes modularity, role separation, and transaction
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traceability to ensure trust, accountability, and fraud pre-
vention. Object-oriented design principles are applied to
decompose system functionality into cohesive compo-
nents that manage user interactions, escrow operations,
and administrative oversight. At the core of the system is
an escrow management module that governs the lifecycle

o 14. Review Dispute
'L (Evidence & Details)

In Favor of In Favor of
Bu}er | Seller
1
1
[Refund Buyer Release Funds
to Seller

15. Notify Parties
(Decision Outcome)

of transactions, ensuring that payments are securely held
and released only when predefined conditions are satis-
fied. Supporting modules handle user authentication,
transaction management, dispute resolution, and audit
logging. The Figure 8 displays the input and output form
used in the design of the new system.
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Figure 9. Sub Menu Design of the System.

The interface is displayed immediately the user sup-
plies the correct username and password to the system.
Figure 9 shows the schematic of the sub menu design.

4.2. Functional Modules
The system comprises the following key functional
modules:

a)

b)

d)

User Management Module: Handles user regis-
tration, authentication, and role-based access
control for buyers, sellers, and administrators.
This module ensures that only authorized users
can initiate or manage transactions.

Transaction Management Module: Manages
transaction creation, status tracking, and valida-
tion. It records transaction details, associates
buyers with sellers, and enforces transaction state
transitions throughout the escrow lifecycle.
Escrow Management Module: Implements core
escrow logic, including payment holding, condi-
tion verification, and controlled fund release.
This module ensures that funds remain inacces-
sible to both parties until transaction completion
criteria are met.

Dispute Resolution Module: Provides mecha-
nisms for reporting disputes, submitting evi-
dence, and enabling administrator-led mediation.
Dispute outcomes determine whether funds are
released to the seller or refunded to the buyer.
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Figure 10. Sub Menu Implementation.
Table 1. Users Table.
Field Datatype Size Description
userID INT 11 user identification number(unique key for system user
Fullname VARCHAR 100 Full name of system user
Gender VARCHAR 6 Gender of system (either a male or female)
Address VARCHAR 255 Address of system user
Email VARCHAR 225 Email address of system user
phn_nmb VARCHAR 20 Phone number of system user
Username VARCHAR 11 Username of user name
PasswordHash VARCHAR 255 Secret login password of each user
access_lvl VARCHAR 9 Access or priority level of system user

e) Audit and Logging Module: Maintains transac-
tion logs and activity records to support trans-
parency, accountability, and post-transaction
analysis.

This modular design supports system scalability and
simplifies future enhancements, such as integration with
external payment gateways or semi-automated verifica-
tion services.

4.3. Database Design

A relational database schema is employed to sup-
port persistent storage of system data. Core entities in-
clude users, transactions, escrow accounts, disputes, and
transaction logs. Primary and foreign key constraints en-
force referential integrity, while indexing is applied to
frequently queried attributes to improve system perfor-
mance. The database design ensures reliable transaction
tracking and supports auditability of escrow operations.
The name, structure and description of the tables in the
database is shown in Table 1.

4.4. Transaction State Model
Transactions progress through a defined set of states,
including initiated, payment deposited, in delivery, in-

spection, completed, and disputed. State transitions are
controlled by system rules and user actions, ensuring
consistency and preventing unauthorized fund access.
This state-based model enables precise monitoring of
transaction status and simplifies exception handling dur-
ing disputes.

4.5. Implementation Details

The system is implemented as a web-based applica-
tion using PHP for server-side logic and MySQL for data
management. The implementation follows a layered de-
sign that separates presentation, business logic, and data
access components. Secure session handling and input
validation mechanisms are applied to mitigate common
web application vulnerabilities. Transaction operations
are logged to support traceability and dispute resolution.
There are different sub menu in the system, one of them
is the user sub menu implementation. The sub menu im-
plementation is shown in Figure 10.

4.6. Security Architecture of the Proposed Escrow Plat-
form

The security architecture of the proposed escrow
platform is illustrated in Figure 11, showing the interac-

Methods in Science and Technology Studies 2026, 2, 1

https://journal.futuristech.co.id/index.php/msts



Fasola et al, An Escrow-Based Peer-to-Peer Online Payment System for Fraud Reduction 125

. User Registration
am

e | s

HTTPS / TLS
Encrypted
Connection

Role-Based
Seller Access Control

Login & Secure |

Verification

Access |

O

._)

SECURITY a End-to-End @ Access Control &
CONTROLS Encryption (TLS) Authorization
Figure 11. Security Architecture of the Proposed Escrow Platform.

tion among users, authentication services, escrow man-
agement components, transaction storage, auditing
mechanisms, and administrative controls. As shown in
Figure 11, all transaction requests pass through an au-
thentication layer before reaching the escrow engine,
which coordinates transaction processing, database oper-
ations, and audit logging.

Figure 11 presents the security architecture of the
proposed escrow-based payment framework. The archi-
tecture comprises six major components: the User, Au-
thentication Layer, Escrow Engine, Transaction Database,
Audit Log Module, and Administrator. Users interact
with the platform through authenticated sessions man-
aged by the Authentication Layer, which verifies user
credentials and controls access to system resources. Once
authenticated, transaction requests are forwarded to the
Escrow Engine, which serves as the core processing com-
ponent responsible for managing escrow transactions,
enforcing transaction rules, and coordinating fund-
release decisions.

The Escrow Engine communicates with the Transac-
tion Database to store and retrieve transaction records,
user information, and escrow status data. Simultaneously,
all critical activities are recorded within the Audit Log
Module to provide accountability, traceability, and sup-
port dispute resolution. Administrative oversight is pro-
vided by the Administrator component, which reviews
disputes, authorizes exceptional actions, and monitors
platform activities. This layered architecture enhances
security, supports transaction integrity, and promotes
trust within peer-to-peer online commerce environments.
Such layered security architectures support authentica-
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tion, accountability, transaction integrity, and trust man-
agement, which are widely recognized as essential re-
quirements for secure electronic payment systems and
online transaction platforms [6], [15], [20].

4.7. Threat Model and Security Analysis

The proposed escrow-based payment framework is
designed to mitigate common security and trust-related
risks that occur during peer-to-peer online transactions.
To systematically evaluate the security posture of the sys-
tem, a threat model was developed based on potential
adversaries, attack vectors, and mitigation mechanisms.

4.7.1. Threat Assumptions
The framework assumes that:
i.  Users are authenticated before initiating transac-
tions.
ii. =~ The escrow server operates within a trusted ad-
ministrative environment.
iii. =~ Communication between users and the platform
occurs through secured channels.
iv.  Buyers and sellers may act dishonestly in pursuit
of financial gain.

4.7.2. Threat Categories
The threat categories, description as well as their
mitigation is shown in Table 2.

4.7.3. Security Mechanisms
The system incorporates several security controls to
enhance transaction integrity:
i.  Secure user authentication.
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Table 2. Threat Categories.

Threat Description Mitigation

Seller Fraud Seller receives payment but fails to deliver Escrow funds remain locked until buyer
goods. confirmation.

Buyer Fraud Buyer falsely claims non-delivery after Escrow administrator reviews evidence before fund
receiving goods. release.

Account Compromise
Transaction Manipulation
Unauthorized Access

Alteration of transaction records.

Unauthorized access to user accounts.

Unauthorized administrative actions.

Password hashing and authentication controls.
Database access restrictions and audit logging.
Role-based access control.

Table 3. Functional Testing Results.

Test Case Expected Actual Status
Outcome Outcome

User Registration Account Account Pass
created created

User Login Access Access Pass
granted granted

Escrow Creation Escrow Escrow Pass
initiated initiated

Fund Release Funds Funds Pass
released released

Dispute Submission = Dispute Dispute Pass
recorded recorded

Table 4. Scenario Validation Results.

Scenario Expected Result Outcome

Successful Transaction ~ Funds released Successful

Seller Non-delivery Funds retained Successful

Buyer Dispute Review initiated Successful

ii. ~ Password hashing using modern cryptographic
hash functions.
iii. = Role-based authorization.
iv.  Escrow-controlled transaction release.
v.  Session management controls.
vi.  Input validation and database query sanitization.
vii.  Audit logging of transaction activities.

Unlike blockchain-based payment systems that rely
on distributed consensus and advanced cryptographic
protocols, the proposed framework focuses on practical
trust enforcement through escrow mediation. This ap-
proach reduces implementation complexity while provid-
ing a mechanism for fraud mitigation in small-scale
online commerce environments.

4.8. Security Considerations
Security measures are integrated across system

components to protect transaction integrity and user data.

These include role-based access control, secure authenti-
cation mechanisms, and controlled escrow fund access.
By centralizing transaction mediation through the escrow
administrator and enforcing rule-based fund release, the
system minimizes opportunities for fraudulent manipula-
tion by buyers or sellers.

5. Results and Discussion
5.1. System Evaluation Results

The escrow-BP2P system was evaluated through
functional testing and scenario-based validation to assess
its effectiveness in enhancing trust and mitigating fraud.
A set of common fraud scenarios observed in informal
P2P online commerce was simulated, including non-
delivery of goods, false delivery confirmation, payment
repudiation, and delayed fund release. Each scenario was
executed across multiple transaction instances to verify
system behavior under normal and adversarial condi-
tions. The evaluation results demonstrate that the system
consistently enforced escrow rules across all tested sce-
narios. Buyer payments were securely held in escrow
until transaction completion conditions were satisfied,
preventing premature fund access by sellers. In cases of
successful delivery and buyer confirmation, funds were
released accurately and promptly to the seller. Where
disputes were initiated, the system correctly suspended
fund release and enabled administrative intervention,
ensuring that transaction outcomes were not unilaterally
controlled by either party.

Transaction logging and state tracking mechanisms
proved effective in maintaining transaction transparency
and accountability. Each transaction transition was rec-
orded and traceable, supporting auditability and dispute
resolution. No unauthorized fund release or transaction
state manipulation was observed during testing, indicat-
ing that the escrow logic reliably mitigates common fraud
vectors in P2P online payments.

5.2. Functional Testing Results

The evaluation focused on functional correctness
and workflow validation rather than performance
benchmarking. Therefore, the reported results demon-
strate successful implementation of the escrow workflow
but should not be interpreted as large-scale performance
measurements (see Table 3). Scenario validation results is
shown in Table 4. The graph of the functional testing suc-
cess rate is shown in Figure 12, while the graph for the
transaction workflow validation is shown in Figure 13.

5.3. Discussion
The evaluation results highlight the effectiveness of
escrow-based transaction mediation in addressing trust
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Table 5. Comparative Analysis of the Proposed Escrow Framework and Existing Escrow Models.

Feature Proposed PayPal Escrow Marketplace Escrow  Smart Contract Escrow
Escrow Holding Mechanism Yes Yes Yes Yes

Human Oversight Yes Limited Yes No

Human Dispute Handling Yes Yes Yes Limited
Administrative Oversight Yes Limited Yes No

Blockchain Requirement No No No Yes
Implementation Complexity Low Medium Medium High
Automation Level Semi-Automated Semi-Automated  Semi-Automated Fully Automated
Trust Enforcement High High High High

Trust Dependency Escrow Administrator Service Provider Marketplace Operator ~Smart Contract
Deployment Cost Low Medium Medium High

Suitability for small Business High Medium Medium Low

Success (%)
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Escrow Creation [IINNEGENEEEEEE 100
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Figure 12. Functional Testing Success Rate.
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Figure 13. Transaction Workflow Validation.

and fraud challenges in peer-to-peer online payments. By
decoupling payment submission from fund release, the
escrow-BP2P system reduces the incentives for fraudu-
lent behavior by both buyers and sellers. This finding
aligns with prior studies that identify escrow services as a
critical trust-enabling mechanism in online commerce,
particularly in environments characterized by high ano-
nymity and information asymmetry. Unlike reputation-
based trust systems that rely on historical user behavior,

the escrow-BP2P framework provides real-time transac-
tional protection that does not depend on prior interac-
tions or feedback scores. This feature is especially valua-
ble in informal and emerging marketplaces where user
identities are fluid and reputation mechanisms are unre-
liable. The structured transaction workflow ensures bal-
anced protection, enhancing user confidence and encour-
aging broader participation in P2P commerce.

The system’s role-based design and centralized dis-
pute resolution mechanism further contribute to fraud
reduction by introducing a trusted authority capable of
enforcing transaction rules. While this centralization may
raise scalability concerns in large-scale deployments, it
remains practical and effective for small-to-medium P2P
marketplaces and developing-economy contexts. Moreo-
ver, the modular architecture allows for future extensions,
such as automated dispute handling or decentralized es-
crow enforcement. The results finally demonstrate that
the escrow-BP2P system provides a practical and effec-
tive approach to enhancing trust and reducing fraud in
peer-to-peer online payments. The findings support the
adoption of escrow services as a foundational component
of secure P2P payment infrastructures, particularly in
environments where conventional trust mechanisms are
insufficient.

5.4. Comparative Analysis with Existing Escrow Models

To position the proposed framework within the
broader landscape of escrow-enabled transaction systems,
a comparative analysis was conducted against repre-
sentative centralized escrow platforms, marketplace-
mediated escrow services, and smart-contract-based es-
crow models. The comparison focuses on implementation
complexity, dispute resolution capability, trust enforce-
ment mechanisms, and operational requirements. The
results are summarized in Table 5.

Table 5 indicates that the proposed framework oc-
cupies a middle ground between conventional escrow
services and blockchain-based escrow systems. Unlike
smart-contract escrow solutions, the proposed frame-
work does not require blockchain infrastructure or ad-
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vanced cryptographic mechanisms, thereby reducing im-
plementation complexity and deployment costs. At the
same time, the framework retains human-mediated dis-
pute resolution capabilities, which may be beneficial in
situations involving ambiguous transaction outcomes.
These characteristics make the proposed approach par-
ticularly suitable as a prototype trust-enhancement
mechanism for small-scale peer-to-peer online commerce
environments.

6. Conclusion and Future Work

This study presented the design, implementation,
and evaluation of an escrow-based peer-to-peer online
payment framework aimed at enhancing trust and reduc-
ing fraud in decentralized digital marketplaces. Motivat-
ed by persistent trust deficiencies in internet commerce
systems and the limitations of existing blockchain and
payment channel-based solutions, the proposed platform
integrates semi-automated escrow management with
administrative verification, transaction verification, and
dispute resolution mechanisms into a unified operational
architecture. However, formal load testing and concur-
rency analysis were beyond the scope of this prototype
implementation. Functional testing and scenario-based
validation demonstrated that the proposed system cor-

rectly implements escrow transaction workflows, sup-
ports dispute-resolution processes, and provides mecha-
nisms intended to mitigate common transaction risks in
peer-to-peer online commerce. By decoupling trust en-
forcement from heavy blockchain infrastructures, the
framework achieves a pragmatic balance between securi-
ty, scalability, and deployability. This approach aligns
with emerging research trends emphasizing lightweight
trust-enhancing mechanisms for decentralized commerce
environments. The findings contribute to a prototype es-
crow-based framework that demonstrates how trust-
enhancing transaction workflows may be integrated into
peer-to-peer online commerce environments. Unlike pri-
or works that primarily optimize payment throughput,
privacy, or cryptographic security, this study focuses on
the operational realities of trust enforcement in informal
and semi-formal trading ecosystems.

Future research directions include integrating repu-
tation-based trust scoring mechanisms, exploring block-
chain-assisted escrow verification for high-value transac-
tions, and extending the platform to support cross-border
regulatory compliance. Further large-scale deployment
studies and user-centered evaluations are also recom-
mended to quantify long-term behavioral impacts and
adoption dynamics in diverse internet commerce contexts.
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