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Abstract: The two most important factors for location-based mobile navigation services are navigation
performance and trusted data governance, especially when location data is used repeatedly. Previous
studies have tended to focus on privacy concerns, perceived risk, trust, transparency, control, and service
quality separately or in settings other than consumer navigation, as is the case in this study. As a result,
the interaction between privacy risk perceptions and provider assurances in influencing mobile navigation
acceptance remains poorly defined. This conceptual study develops a trust- and privacy-based user ac-
ceptance framework by synthesizing the literature through a structured procedure and incorporating the
Technology Acceptance Model, Privacy Calculus Theory, and Trust Theory. The framework posits that
privacy concern increases perceived risk, while privacy concern and perceived risk reduce trust. In con-
trast, transparency, perceived control over location data, and service reliability can enhance trust. The
roles of perceived usefulness and user acceptance intention in the pathway to user acceptance remain un-
changed, suggesting that trust is an antecedent to perceived usefulness and user acceptance intention. The
framework fills the theoretical gap between privacy-risk assessment and trust-building service attributes,
and between trust in technology acceptance and repeated disclosure of the location setting. It also recog-
nizes the need for transparent data practices, meaningful location control, and reliable service performance
as provisional design priorities, which require future empirical validation. The propositions are to be used
as a starting point for further testing on platforms, providers, user groups, cultures, and regulatory
frameworks.

Keywords: Location-based mobile navigation services; User acceptance; Privacy concern; Perceived risk;
Trust; Data governance.
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1. Introduction

Location-based mobile navigation services assist in
planning routes, provide real-time guidance, locate sites,
estimate travel times, and are widely used for mobility.
Their value depends on users’ precise or approximate
real-time or historical location information, such as back-
ground location data or location and movement history.
Such data can be utilized to provide information about
routes, routines, typical locations, home and work loca-

tions, and general behavior [1]-[5]. However, mobile nav-
igation services will only be accepted if they are func-
tional and easy to use, and if users trust how service pro-
viders gather, store, share, and secure their location in-
formation.

The Technology Acceptance Model (TAM) focuses
primarily on perceived usefulness and perceived ease of
use in technology adoption [6]. The Unified Theory of
Acceptance and Use of Technology (UTAUT) and
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UTAUT2 further expand this view with respect to the
performance, effort, social, facilitating, motivational, and
behavioral factors [7], [8]. They are useful for laying a
solid foundation for understanding adoption. However,
the original models do not address the vulnerability that
arises when sensitive location information must be pro-
vided multiple times to deliver a service. The Privacy
Calculus Theory can be applied to determine whether or
not disclosure is beneficial, with respect to the potential
disclosure costs for the individuals [9], [10], and the Trust
Theory can be applied to explain the willingness of the
users to trust the providers, given their uncertainty and
vulnerability [11], [12].

The relevance of beliefs regarding privacy concerns,
perceived risk, trust, service quality, and technology ac-
ceptance has received empirical support in the context of
location-based and mobility-related services in previous
studies [13]-[21]. Evidence spans the general use of loca-
tion-based services, emergencies, and social networking,
Maa$, and navigation systems. Consumer mobile naviga-
tion is a special instance of double dependency, as it re-
quires a mobile navigation provider to deliver timely and
accurate navigation and for the user to take responsibility
for handling mobility information. Until now, prior mod-
els have not fully explained the mixed situation (negative
privacy assessments and positive provider assurances).

The unresolved issue is how privacy-risk factors,
trust-building attributes, and technology-acceptance be-
liefs can be organized into a coherent framework. Instead,
it is about putting in place the factors that raise privacy
concerns — in a coherent explanatory structure with the
build-up factors: trust and technology-acceptance beliefs
— in the case of mobile navigation. Evaluations that
heighten vulnerability are privacy concerns and per-
ceived risk. The factors of transparency, perceived control
over location data and service reliability, on the other
hand, are signals that can mitigate uncertainty and foster
trust. This can then be linked to the perceived usefulness
and acceptance intention (trust).

The conceptual study is about developing a frame-
work to build user trust and privacy in location-based
mobile navigation services. It merges these three theories
(TAM, Privacy Calculus Theory, and Trust Theory) and
puts forward eleven propositions that can be empirically
tested in the future. The framework makes three contri-
butions. It is not just privacy and trust added to TAM,
but also considers privacy risk factors as distinct from
trust-building factors. Second, it redirects attention away
from the hypothetical boundary of data vulnerability and
toward providers’ promises and technology acceptance
attitudes. Third, it is constrained by the framework, as it
is only a consumer navigation service that relies on users
to repeatedly or continuously reveal their location—
thereby creating a lack of empirical evidence for the
framework’s validity.

The remainder of the paper is organized as follows.
Section 2 — literature review is important and has identi-
fied a gap in the literature. In section 3, the conceptual
research design, the literature selection process, the con-
struct selection, and the theory integration and proposi-
tion development process are explained. The conceptual
framework and research propositions are given in Section
4. In Section 5, the theoretical importance, the tentative
practical implications, and the boundaries of the applica-
tion are discussed. The constraints of this study are dis-
cussed in Section 6, future research directions are given
in Section 7, and Section 8 concludes this paper.

2. Literature Review/Critical Synthesis
2.1. Location-Based Mobile Navigation Services

Location-based mobile navigation services are a
niche subset of digital services that provide opportunities
to make mobility decisions, estimate time of arrival, ac-
cess real-time navigation information, and search for
routes, relying on positioning, digital maps, traffic infor-
mation, and user inputs. In the case of navigation services,
location information is needed or recent; with other ap-
plications, it is not essential. Therefore, use of the service
is contingent on sharing location information.

Past mobile service acceptability studies have em-
phasized value, ease of use, trust, and circumstances for
adoption [22]. The same factors (privacy concern, person-
al innovativeness, perceived value, and perceived trust)
were also found in studies on location-based services [23]
and [24]. According to more recent studies in navigation
research [19]-[21], users’ attitudes toward the service
quality attributes of reliability, usefulness, ease of use,
and trust can also affect users’ intention to reuse or accept
the service. These studies are mainly oriented toward
navigation performance or system acceptance, without a
clear privacy—trust mechanism.

There is a need for both technical performance and
data stewardship in the navigation context. While a pro-
vider may implement excellent privacy measures, if the
routing, traffic data, or location data is incorrect, the pro-
vider will not convince users to trust those measures. If a
provider has good privacy protections but either users do
not trust the provider because the route information or
traffic is unreliable, or the provider does not provide suf-
ficient information to make users feel comfortable, then
the provider loses users’ trust. However, when users
think that too much or too little location information is
being disclosed, or that they are using location without
explanation, it can be rejected as lacking technological
soundness. Both of these aspects should be taken into
account by a context-specific acceptance framework.

2.2. Technology Acceptance Perspective
TAM states that the two most important beliefs re-
lated to technology acceptance are perceived usefulness
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and perceived ease of use [6]. Perceived usefulness is de-
fined as the user’s beliefs about how useful he or she ex-
pects a service to be, and perceived ease of use is defined
as the user’s beliefs about how easy he or she expects a
service to be to use. Usefulness in a mobile navigation
system can manifest as time savings, optimized routes,
congestion avoidance, and reduced travel uncertainty.
Easy-to-understand maps, easy route entry, clear voice
directions, and manageable settings can improve usabil-
ity.

According to UTAUT and UTAUT?, there are other
factors, including performance expectancy, effort expec-
tancy, social influence, facilitating conditions, hedonic
motivation, price value, and habit, which can be added to
the adoption view. The present model does not fully rep-
resent the UTAUT model, and these extensions are only
valid for technologies in the consumer market. It is spe-
cifically designed to highlight the connections among
privacy risk mechanisms, trust-building mechanisms,
and the basic TAM pathway.

TAM is thus still considered the focal acceptance-
outcome model. It is postulated that perceived ease of use
affects perceived usefulness, which in turn affects inten-
tion to accept. This pathway is extended by placing trust
before perceived usefulness and intention to accept the
technology in this framework.

2.3. Three conceptions of privacy — Privacy Calculus, Pri-
vacy Concern, and Perceived Risk

The general trust users lack regarding the collection,
storage, analysis, disclosure, and reuse of their personal
data is known as “privacy concern” [25]. The above are
especially relevant to Location-Based Navigation, where
accurate positioning data can be utilized to provide in-
formation for routine and sensitive areas, and can be pro-
cessed continuously or in the background. As opposed to
“actual risk”, perceived risk is more specific and is the
expectation of a negative event. In this instance, the ex-
pectation is that tracking is taking place, that they are
being profiled, that their data is being shared with third
parties (or that they are losing control).

According to the Privacy Calculus Theory, when a
person decides to disclose their personal information,
they would consider the cost in terms of their privacy
loss [9], [10]. Users are willing to disclose as long as the
benefits of disclosure (in the context of location-based
services: accuracy, personalization, and/or convenience in
finding information) are perceived to outweigh the risks.
However, not all the reasoning is sound and entirely log-
ical. Positive conflicting beliefs, routine, and lack of in-
formation are also factors affecting privacy decisions
[26]-[30], as is context.

The continued importance of privacy assessments is
demonstrated in recent studies. Users” motivation to pro-
tect their privacy affects their reactions to place-based

mobile applications [31], and privacy concerns remain
relevant in place-based advertising applications [32]. Re-
search on contact- or location-tracing applications has
found that privacy concerns, perceived benefits, institu-
tional trust, and situational factors can all be equally im-
portant in determining adoption of such applications
[26]-[29]. This corroborates the results of the present
study and suggests that privacy concerns and perceived
risk should be taken into account, but that they do not
necessarily have direct impacts and are not “settled” in
all situations.

The framework therefore distinguishes privacy con-
cern from perceived risk privacy and perceived risk. In-
crease perceived risk by introducing privacy concern as a
general concern — makes potential negative consequences
more salient. Both constructs are suggested to decrease
trust by increasing users’ vulnerability and uncertainty
about the service provider.

2.4. Trust in Privacy-Sensitive Digital Services

Trust is the intention to rely on another person in an
uncertain, vulnerable situation. For technology-mediated
services, there are generally implicit assumptions of
competence, integrity and benevolence that are supposed
to be trusted [11], [12]. Mobile navigation competence can
be described as the ability to provide accurate and timely
instructions; integrity and benevolence are properties of
an appropriate use of the user’s localization information.

Trust is conceptually distinct from perceived risk.
Reliance is acceptable when there is uncertainty because
of positive beliefs and perceived negative consequences;
this is trust. The two constructs are very closely related
but not alternatives or other units. Users’ privacy con-
cerns and risk perceptions can erode trust, whereas tan-
gible indicators of provider accountability, provider con-
trol, and technical reliability can positively impact trust.

Trust has been found to affect the acceptance of pri-
vacy-sensitive technologies across various settings, in-
cluding online [33], [34], health apps [35], [36], social me-
dia [37], biometrics and public data [38], and the health
industry. Notably, studies on trust adopt different per-
spectives and consider it either a direct antecedent, a
mechanism, or an outcome of privacy and assurance be-
liefs. Once again, this change highlights the need to ex-
plicitly state that there is a role for trust as a cause in this
model and not to use theory.

The suggested model places trust as a precondition
for both user acceptance intention and perceived utility.
It is not positioned as a mediator between acceptance in-
tention and perceived usefulness but as an intermediary
factor between perceived usefulness and intention. This
is a conceptual study and does not seek to test the possi-
bility of an indirect path in the sequence trust — perceived
usefulness — user acceptance intention.
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2.5. Transparency, Perceived Control, Data Governance,
and Service Reliability

Transparency relates to the amount of information
that users are provided with regarding location data
practices, which is clear, accessible, and comprehensible.
This may include information on the type and purpose of
the information gathered, how long it is retained, wheth-
er it is used in conjunction with other information,
whether it is transferred to a third party, and users’
rights. Transparency increases the accessibility of infor-
mation and can help the provider be seen as having in-
tegrity; however, transparency is not understanding or
trust.

Perceived control over location information is an in-
dividual’s belief in their ability to decide whether to
share it. May include consent to location (precise or im-
precise), restricting background tracking, deleting loca-
tion history, revoking consent, and restricting sharing
with third parties. Helplessness can be decreased and
disclosure decisions more informed with meaningful con-
trol and institutional privacy assurances [39]-[42]

In this context, privacy policies or data-usage poli-
cies, as governance mechanisms to underpin transparen-
cy and perceived control, are viewed as part of privacy
rather than as a separate construct. A policy is under-
standable, specific, accessible, and timely; it then contrib-
utes to transparency. Only contributes to a sense of con-
trol when linked to options and relevant privacy settings
[42]. Data-governance assurance is a concept that could
be studied as a standalone or a higher-order concept in
the future.

Service reliability is the consistency of navigation;
the service should be correct, on time, and available
throughout the service. This includes the quality of rout-
ing service, positioning stability, traffic information, the
accuracy of estimated arrival time, and the availability of
services. Reliability is a description of the observable evi-
dence of competence. So, it does not need to be a privacy
mechanism, but it can be used to build trust [16], [24].

Research in the fields of privacy-friendly location-
based services [40]-[42], informed consent [40], [43],
transparency—control mechanisms [44]-[45], personal
data categories [45], and geo-profile awareness [44] sup-
ports communication and user agency in governance.
However, it is not a universal rule that relationships will
be positive. Over-disclosure — or over-complexity of dis-
closure — can increase awareness of the risk, and complex
controls that people do not understand can be delusions
of agency. So, the suggested effects remain only specula-
tive and must be proven through empirical testing.

2.6. Mobile-App Continuance and the Need for Contex-
tual Boundaries

The intention to use the mobile application does not
guarantee continuous use, and apps are often used mul-

tiple times. The literature on mobile applications has been
surveyed, and it turns out that the customer experience,
service quality, value, trust, and continuance mechanisms
are emphasized [46], [47]. Navigation services do not just
depend on context; they are also highly routinized, mean-
ing that users might use the service when they are in a
hurry, in an unfamiliar place, or in a car.

The current model focused on initial or general user
acceptance intention rather than satisfaction, habit, or
continuance intention. This boundary allows maintaining
parsimony without combining the pre-adoption and
post-adoption constructs or separating them. The evalua-
tion of proposed acceptance relationships may be consid-
ered in the future for repeated use of the model.

2.7. Critical Synthesis and Research Gap

The literature reviewed shows that factors such as
technology acceptance beliefs, privacy concerns, per-
ceived risk, trust, transparency, control, and service qual-
ity will impact decisions regarding digital services. The
evidence needs to be disjointed and incomplete, however.
Performance and effort evaluations are typically high-
lighted in technology-acceptance studies, costs and bene-
fits of disclosure have been highlighted in privacy-
calculus studies, and vulnerability acceptance has been
highlighted in trust studies. These streams are parallel
but are generally considered separate in the modelling
process and modelled independently, without explicit
mention of each stream’s function.

The second one is related to the context. Much of the
historical data relates to e-commerce, social networks,
location-based advertising, health apps, contact tracing,
location-based services, and even MaaS. Although help-
ful beginnings, these studies are limited in that they do
not reflect the two-way aspect of consumer navigation:
both providing directions and listening to disclosures, as
well as the treatment of a revisited location.

Thirdly, there is the causal organization. Not all pre-
vious models differentiate constructs that make vulnera-
bility and mechanisms that can help decrease uncertain-
ty. Negative assessments include potential harm, privacy
concerns, and perceived risk. Signals of trust can be of-
fered by the service provider or the service itself, includ-
ing transparency, perceived control, and service reliabil-
ity. Being able to differentiate these groups will help ex-
plain the relationship between trust and TAM with re-
spect to privacy and service beliefs.

What has not been studied is not that privacy, trust,
or technology acceptance have never been studied, or
even that technology acceptance has never been studied,
but that privacy, trust, or technology acceptance have not
been sufficiently integrated into a coherent, context-
specific framework for consumer mobile navigation ser-
vices. What remains to be answered is how to integrate
such well-known objects into a unified causal space for
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Table 1. Critical comparison of relevant research streams.

R h R i

st::::: Typical context Primary emphasis e‘filzlree;::tatlve Limitation addressed by this study
Technology ac- General digital technol-  Usefulness, ease, per- [6]-[8] Limited explanation of vulnerability aris-
ceptance ogies formance, and effort ing from repeated location disclosure

Privacy calcu-
lus

Trust-based
adoption

Location-based
service privacy

Mobile naviga-
tion and service
quality

Proposed
framework

E-commerce, disclosure,
and location-based ser-
vices

E-commerce, digital
platforms, and privacy-
sensitive applications
Advertising, social net-
working, contact tracing,
and Maa$S

Navigation systems and
mobile navigation appli-
cations

Voluntary consumer
mobile navigation

Benefits versus privacy
costs

Competence, integrity,
benevolence, and will-
ingness to rely

Privacy concern, risk,
disclosure, control, and
institutional trust
Usefulness, ease of use,
reliability, trust, service
quality, and reuse
Privacy-risk factors,
trust-building factors,
trust, and the TAM

(9], [10], [26]-
(30]

(11], [12], [33]-
(38]

(191-{21]

Present concep-
tual synthesis

Often weakly connected to navigation
performance and service reliability

The causal position of trust varies across
models and contexts

Findings may not transfer directly to con-
sumer navigation

Privacy governance and trust-building
mechanisms are often secondary

Conceptual only; requires future empiri-
cal validation

pathway

the space-integrated mobile navigation service, as it re-
lates to a mobile user’s environment. A framework is
proposed in this paper that could solve the problem of
trust as a theoretical link among the privacy risk factors,
trust-building factors, and the TAM acceptance pathway.
Critical comparisons are shown in Table 1.

3. Methodology
3.1. Conceptual Research Design

In this paper, the approach is a structured conceptu-
al model development approach. The objectives are to
achieve complementary integration of theory, identify
constructs suitable to the context, identify relationships
among the constructs, and propose directions for future
empirical research. Design should be explicitly expressed
when conducting conceptual research, and it is important
to justify, on the one hand, the role of each of the theories,
and on the other hand, that the synthesis that is proposed
brings a value of explanation [48]-[50].

This paper is conceptual, not empirical or a formal
systematic review. No statistical test of causal relation-
ship was done, and the main data were not collected. A
structured literature search was conducted to guide theo-
ry development, proposition identification, and critical
synthesis.

3.2. Literature Identification and Selection Strategy.

The following search platforms, mostly interdisci-
plinary academic search databases, are used for the litera-
ture search: ScienceDirect, SpringerLink, IEEE Xplore,
ACM Digital Library, Taylor & Francis Online, and Ox-
ford Academic. The principal literature window was de-
fined as January 2020 to July 2026 to prioritize recent re-
search. However, seminal studies were retained when
necessary to establish the theoretical foundations of TAM,

Privacy Calculus Theory, information privacy, and Trust
Theory.

Search for application-context terms, such as “mo-
bile navigation”, “navigation app”, “location-based ser-
vice”, “location tracking” and “Mobility-as-a-Service”, as
well as privacy/trust terms, including “privacy concern”,
“perceived risk”, “trust”, “transparency”, “perceived
control”, “privacy policy”, “data governance” and “ser-
vice reliability”, and for acceptance terms, including “ac-
ceptance”, “adoption”, “behavioral intention”, “continu-
ance” and “reuse”. The development of the search strings
was customized for each source. Additionally, forward
and backward citation searches were conducted to identi-
fy seminal works and linked contemporary studies. Ra-
ther than calculating actual effects, the literature selection
was done for theoretical synthesis. As a result, the selec-
tion process was iterative and concept-driven, focusing
on identifying relevant constructs, theoretical connections,
and corroborating evidence to develop a framework. This
method aligns with standards for conducting thorough
conceptual literature evaluations that prioritize transpar-
ent searching, critical synthesis, and theory development
[51], [52]. An outline of the literature identification and
selection process is given in Figure 1.

3.3. Inclusion and Exclusion Criteria

Studies were considered if they: (1) contained a
study on acceptance or adoption or disclosure or use or
reuse or continuance, (2) included a study of a “Location
Based, Mobile, Mobility or other Privacy Sensitive Digital
Service”, (3) included a study of at least one of the con-
structs related to privacy, risk, trust, transparency, con-
trol, reliability, usefulness, and ease of use and (4) had a
clear conceptual or empirical explanation of the relation-
ship studied.
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Research question, article type,
and conceptual boundaries

4
N Define Scope

,'/ - \\‘ l

2 Academic databases and
4 publisher platforms; January
2020-July 2026 literature
window; backward and forward
citation searching

T Search Sources

N\ v
(3
A Title/abstract screening for

| Screen Relevance r------ » context, construct relevance, and

scholarly quality

.\ 4 )
4
Assess Full Text

A

Conceptual or empirical
explanation; exclude technical-
only and devlop duplicate
records

/ N \ 4
5

N Privacy-risk, trust-building, trust,
| Extract and Classify ------- > and acceptance-related

constructs

£ A\ \ 4

(| 6 |

N Synthesize theoretical roles,
| Integrate and Derive ------- »  specify mechanisms, and

develop research propositions

Figure 1. Literature identification and selection strategy.

Research papers not included were those that did
not consider a construct from the user’s perspective, fo-
cused exclusively on positioning algorithms, technical
security measures, or organizational constructs, were not
conceptually/methodologically detailed enough, or were
previously published. Regardless of the year of publica-
tion, seminal theoretical papers were kept when neces-
sary to lay the groundwork for TAM, Privacy Calculus
Theory, information privacy, and Trust Theory.

3.4. Construct Selection and Exclusion

The evaluation and comparison of the candidate
constructs were based on the following attributes: theo-
retical relevance, applicability to repeated location disclo-
sure, conceptual distinctiveness, support for multiple
research streams, and model parsimony. The evaluations
of privacy concern and perceived risk were kept as vul-
nerability-related evaluations. The trust-building attrib-
utes that were retained were transparency, perceived
control over location data, and service reliability. The
relationship between privacy-related assessments, ser-
vice-related attributes, and technology acceptance atti-
tudes was maintained as trust. User Acceptance, Per-
ceived Utility, and Perceived Usability: Since they clarify

users’ acceptance choices and intentions, items were re-
tained from TAM.

Those not included in the core framework were so-
cial influence, facilitating conditions, habit, hedonic mo-
tivation, price value, satisfaction, provider reputation and
personal innovativeness and privacy awareness. Such
constructs might be suitable but are outside the primary
theme of the model, namely the privacy-risk, trust-
building, and TAM constructs. They can be used as a con-
trol, a mediator, or a continuation in future empirical
studies.

3.5. Theory Integration

The knowledge in the framework is a logic of theory
synthesis, in which the various theories play different
roles in the explanation. TAM explains the relationships
among perceived ease of use [19], perceived usefulness,
and acceptance intention, addressing the acceptance-
outcome relationship [6]. According to the Privacy Calcu-
lus Theory [9], [10], repeated disclosure of a site results in
the development of an evaluation of potential benefits
and potential privacy costs. Trust Theory: Users will be
willing to be vulnerable if they hold positive beliefs about
providers’ competence, integrity, benevolence, and relia-
bility [11], [12].

These theories are complementary and explain dif-
ferent aspects of user decision-making. Privacy Calculus
Theory explains how users evaluate potential benefits
and privacy risks associated with location-data disclosure.
Trust Theory explains how users decide whether they can
rely on service providers under conditions of uncertainty.
TAM explains how usefulness and ease-of-use beliefs
influence acceptance intention. Therefore, the proposed
framework integrates privacy evaluation, trust formation,
and technology acceptance into a unified conceptual
structure. Trust serves as the theoretical bridge connect-
ing privacy and service-related factors with acceptance
outcomes, as illustrated in Figure 2 and Table 2 explain
the unique contribution of each theoretical foundation.

3.6. Proposition Development

All the propositions were developed in 5 stages:
identification of the theoretical foundation of the proposi-
tion, identification of the predictor constructs, identifica-
tion of the outcome constructs, incorporation of the
mechanism within the context of mobile navigation, and
a literature review that supports or challenges the mech-
anism. Then each relationship was clearly specified.

The effects are not substantiated; rather, the proposi-
tions are hypothetical predictions. No primary data or
statistical tests were used. Hence, the research directions,
indirect pathways, implications for practice, and bounda-
ry conditions presented here need to be confirmed
through future empirical studies.
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Privacy Calculus Theory

Evaluates expected benefits
against privacy costs

Constructs: Privacy Concern
and Perceived Risk

A

Privacy-Risk Evaluation
privacy-risk
signals

Repeated location disclosure creates
benefit-risk judgments

Figure 2. Theory integration logic.

Table 2. Unique contribution of each theoretical foundation.

Trust Theory

Explains reliance under uncertainty
and vulnerability

Constructs: Transparency, Control,
Reliability, and Trust

Trust Formation

Risk signals weaken trust; assurance
and performance signals strengthen it

Technology Acceptance Model

Explains performance and effort
beliefs shaping acceptance

Constructs: PEOU, PU, and User
Acceptance Intention

—— Acceptance Pathway
theoretical
—bridge 5, Tryst connects to usefulness and

intention; PEOU and PU retain their
TAM roles

Theory Unique explanatory role

Constructs and pathways retained in the framework

Privacy Calculus

Theory
required [9], [10], [26]-[30].
Trust Theory Explains willingness to rely on a provider under
uncertainty and vulnerability [11], [12], [33], [34].
Technology Ac- Explains how performance and effort beliefs shape
ceptance Model technology acceptance [6]-[8].

Explains how users evaluate expected service bene-
fits against privacy costs when location disclosure is uations as antecedents of Trust

Privacy Concern — Perceived Risk; privacy-risk eval-

Transparency, Perceived Control, and Service Relia-
bility — Trust; Trust — Perceived Usefulness and Ac-
ceptance Intention

Perceived Ease of Use — Perceived Usefulness and
Acceptance Intention; Perceived Usefulness — Ac-
ceptance Intention

4. Conceptual Framework and Proposition Development
4.1. Proposed Framework

The proposed framework comprises nine constructs,
broken down into privacy-risk factors, trust-building fac-
tors, a connecting trust construct, and acceptance factors.
The privacy-risk group comprises privacy concern and
perceived risk. The trust-building group comprises
transparency, perceived control over location data, and
service reliability. The factors that make up the ac-
ceptance group of the TAM are perceived usefulness,
perceived ease of use, and user acceptance intention.

The framework proposes that privacy concern and
perceived risk reduce trust, whereas transparency, per-
ceived control, and service reliability strengthen trust.
Trust subsequently increases perceived usefulness and
user acceptance intention. Perceived ease of use increases
perceived usefulness and user acceptance intention, and
perceived usefulness increases user acceptance intention.
The sequence trust — perceived usefulness — user ac-
ceptance intention indicates a potential indirect pathway,
but no mediation claim is made because the model has
not been empirically tested. Figure 3 presents the frame-
work and the expected directions of P1-P11.

4.2. Privacy Concern, Perceived Risk and Trust.
Privacy is the primary concern regarding the collec-
tion, storage, analysis, sharing, and secondary use of in-

formation about their locations. Perceived risk — Risk and
consequence are more context-specific. Those more pri-
vacy-conscious feel more strongly than others about con-
tinuous tracking, background access, location history,
and the sharing of that with third parties, getting the bet-
ter of mobile navigation. Thus, privacy concerns are more
likely to be a source of perceived risk, as concluded in [9],
[10], [25], rather than the reverse.

P1: Privacy concern positively influences perceived risk in lo-
cation-based mobile navigation services.

The service provider’s trust in the service user re-
quires several assumptions that the service provider will
act competently and responsibly — which is difficult for
the service user to see. High privacy concern indicates
uncertainty about whether providers will act in users’
interests regarding users’ interests. Therefore, if the user
is concerned about excessive data collection, they are less
willing to use the provider when there is excessive sec-
ondary or unauthorized use [13], [16], [17].

P2: Privacy concern negatively influences trust in location-
based mobile navigation services.

Trust is about being vulnerable; perceived risk is
about being salient with respect to the outcomes poten-
tially associated with that vulnerability. Users may be
less inclined to depend on the provider if they anticipate
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Figure 3. Proposal of a new user acceptance model taking into account trust and privacy.

tracking, profiling, data leaks, or a loss of control. There-
fore, it can be assumed that the riskier the perception, the
less trust there will be [9]-[12].

P3: Perceived risk negatively influences trust in location-based
mobile navigation services.

4.3. Transparency, Perceived Control, Service Reliability,
and Trust.

Information asymmetry can be reduced by making
information transparent to users, e.g., informing them
what information is being collected. For this purpose, for
how long, and whether it can be shared. Clarity and
straightforwardness can also be characteristics of respon-
sibility and integrity. Most data use and applications are
behind the scenes and invisible to the user, and mecha-
nisms to verify the provider’s trustworthiness are useful
[39]-[41].

P4: Transparency positively influences trust in location-based
mobile navigation services

Perceived control relates to users’ sense of control
over the collection of their location data and its use. Re-
moving some of the complexities of exposure can help
ease the feeling of loss of control with tips such as disa-
bling background tracking, using approximate location,
clearing the location history, revoking permission and
limiting sharing. Effective control seems crucial to im-
proving the user’s sense of control over the provider [10],
[39], [42].

P5: Perceived control over location data positively influences
trust in location-based mobile navigation services.

However, responsible data handling also goes hand
in hand with confirmed technical capabilities to win con-
sumer confidence in a mobile navigation provider. The

observable evidence of the provider’s ability to perform
the promised functions relates to the accuracy of the
routes provided, the stability of position, the timely pro-
vision of traffic information, service availability, and the
reliability of the estimated arrival time. Thus, it can be
expected that Consistent performance is therefore ex-
pected to support competence-based trust. to be compe-
tent [16], [19].

Pé: Service reliability positively influences trust in location-
based mobile navigation services.

4.4. The three components of trust, perceived usefulness,
and user acceptance intention.

Workability (ease of use) is an integral component of
the perceived usefulness that stems from the credibility
and real actions/options offered for the information and
recommendations the service offers. Even the most so-
phisticated navigation service might be deemed less ef-
fective if the user lacks confidence in the service and/or
its provider. Thus, trust can be applied to enhance use-
fulness assessments by making navigation output more
reliable and to build trust in navigation, thereby enhanc-
ing valued travel benefits [12], [20].

P7: Trust positively influences the perceived usefulness of loca-
tion-based mobile navigation services.

Place-based mobile navigation requires users to be
vulnerable, grant access to their location data, and trust
the navigation provider. Trust minimizes uncertainty
about data usage and enhances the service’s effectiveness
and reliability. It is assumed that users are more likely to
accept results based on their perceptions of the provider’s
competence, honesty, and responsibility [17], [18], [33].
P8: Trust positively influences user acceptance intention to-
ward location-based mobile navigation services.
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Information asymmetry, integrity signals, and institutional assurances [39]-[41]

Privacy-calculus and information-privacy reasoning [9], [10], [25]
User agency and privacy control [10], [39], [42]

Privacy vulnerability and trusting beliefs [13], [16], [17]

Risk and willingness to accept vulnerability [9]-[12]
Competence-based trust and navigation-service quality [16], [19]

Credibility and usefulness of service outputs [12], [20]
Reliance under uncertainty [17], [18], [33]

Theoretical basis and indicative evidence
Technology Acceptance Model [6]-[8]
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Technology Acceptance Model and navigation evidence [6], [19], [20]

Positive

Perceived Usefulness — User Acceptance Intention

P11

4.5. Perceived ease of use, perceived usefulness and the
intention to use.

If it is easy to learn and use, less cognitive and pro-
cedural effort will be required to learn and use a naviga-
tion service. Besides that, its intuitive route entry, guid-
ance, and map, along with user-friendly privacy settings,
allow users to enjoy the benefits of navigation more effi-
ciently. Therefore, perceived ease of use is likely to affect
perceived usefulness positively [6]-[8].

P9: Perceived ease of use positively influences the perceived
usefulness of location-based mobile navigation services.

Regardless of how beneficial the service’s features
are, it can be off-putting if its interfaces are complicated,
its permissions are unclear, or the route selection process
is tricky. On the other hand, an easy-to-learn-and-use
application reduces effort barriers. Therefore, it can be
expected that perceived ease of use will also positively
influence the intention to accept the software [6]—[8].

P10: Perceived ease of use positively influences user acceptance
intention toward location-based mobile navigation services.

The greater the users” perception that the navigation
service could benefit their travel route selection, reduce
travel uncertainty, provide timely traffic information, and
enable smart travel decisions, the more they accept the
navigation service. Perceived usefulness is the value of
the service from the user’s perspective, and it is hypothe-
sized that increasing the user’s intention to accept the
service is possible [6], [19], [20]. Table 3 presents a sum-
mary of the proposed research propositions.

P11: Perceived usefulness positively influences user acceptance
intention toward location-based mobile navigation services.

5. Discussion
5.1. Theoretical Contributions

The most significant aspect of the framework, in
terms of theory, is that it establishes trust as the link be-
tween privacy and service-evaluation beliefs and be-
tween existing technology-acceptance beliefs. A related
but different notion of privacy concern is vulnerability,
which is perceived risk. Integrity, user independence,
and ability encompass transparency, perceived control,
and service reliability. This separation can lead not only
to potential distrust of a navigation provider by the user
but also to potential trust-building.

The framework is not intended to replace the TAM
but rather to extend it. However, there is still perceived
usefulness — users must see whether navigation services
positively affect mobility decisions — and perceived ease
of use, which measures whether the navigation services
are easy to use and require little effort. However, for ser-
vices, which are likely to be location-based, the effort be-
liefs (and service performance) may be insufficient. Trust
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can affect users” beliefs about the accuracy of navigation
information and about being vulnerable when using it.

The integration also makes clear the role of each the-
ory. The Theory of Privacy Calculus is related to evaluat-
ing privacy; the Theory of Trust is related to reliance on
trust in vulnerable situations; and the Theory of Technol-
ogy Acceptance is related to technology acceptance. Se-
quential logic helps to solve the issue of the combination
of known elements without a theoretical basis.

5.2. Provisional Practical Implications

Due to the lack of empirical testing and practical
implications, propositions need to be considered with
caution. To gain trust, the navigation-service provider
should explicitly state the provider’s policy on how the
location information is used, give the user the option to
either grant or refuse access to the location information,
and give an accurate (and trusted) navigation.

Transparency should not be limited to publishing a
lengthy privacy policy. transparency should be easier to
understand. Should include brief explanations regarding
the use, retention, sharing and user decisions of data
when appropriate. Similarly, the feeling of control should
be communicated realistically, not in a way users cannot
understand. Reliability work should take into considera-
tion the reliability of the service (information) and the
reliability of the technical performance. These implica-
tions are tentative, as the proposed relationships have yet
to be tested with users and in behavioral outcomes.

5.3. Boundary Conditions

The approach is limited to consumer-facing, volun-
tary mobile navigation services that repeatedly or contin-
uously disclose location that is consumer-facing, in ser-
vices for mobile navigation. It can be multiple, for exam-
ple, in some governmental systems, the navigation sys-
tem in an organization, in emergency response systems,
in autonomous vehicles, or in other contexts where there
is no choice for the users.

Measures of relationship-proposed strength may
vary across different cultures, privacy regulations, pro-
vider reputation, operating-system governance, experi-
ence, task urgency, and privacy awareness. Another as-
pect of trust could be with public institutions, service
providers, platforms, and applications. These conditions
need to be indicated in empirical applications of the
model.

6. Limitations

There are few limitations to this study. The first is
that it is conceptual; there is no empirical test of any rela-
tionship. Secondly, the selected construct types align with
the literature reviewed and are linked to the included
constructs, but may not account for other factors such as
social influence, habit, satisfaction, facilitating conditions,

provider reputation, and privacy awareness. Thirdly, the
model is intended to guide use rather than predict per-
mission decisions or technology use/continued use.
Fourthly, there is no modelling of regulatory and/or plat-
form governance, service provider(s) culture and reputa-
tion, and/or prior experience. Finally, the causal ordering
proposed here is theoretically defensible, and other or-
derings might be defensible.

7. Future Research

Data from mobile navigation application users
should be used in future testing of the proposed meas-
urement and structural model. It is recommended to test
the validity of the measures and establish the direction,
strength, and significance of the hypothesized relation-
ships by using SEM (covariance-based) and PLS-SEM.

Two or more competing models are to be compared.
The direct path from perceived risk to intention to use,
the indirect path from trust to intention to use, and the
indirect path from privacy concern to trust via perceived
risk. These analyses should be empirical, not assumed
based on a conceptual framework.

Future longitudinal and behavioral studies are
needed to determine whether there is a correlation be-
tween intention to use and setting, sharing location,
adoption, and continued use. The different regulatory
environments, platforms, providers, age groups, levels of
privacy awareness, and previous navigation experi-
ence/digital literacy can be explored using cross-cultural
and multi-group analyses. Data-governance assurance
can also be investigated further as a higher-order con-
struct, an independent antecedent, or a moderator in fu-
ture studies.

8. Conclusion

This conceptual study provides a theoretical frame-
work grounded in trust and privacy to explain users’ in-
tention to accept location-based mobile navigation ser-
vices. The framework combines three theories: TAM, Pri-
vacy Calculus Theory, and Trust Theory, which take into
consideration both the functional value of navigation and
vulnerability caused by repeated disclosure of location
information. It suggests that privacy concerns and per-
ceived risk reduce trust, while transparency, perceived
control over location data, and service reliability increase
trust. Trust is seen as an antecedent of perceived useful-
ness and user acceptance intention; perceived ease of use
and perceived usefulness are kept in their proper place in
the technology-acceptance pathway.

The framework adds value by separating privacy-
risk assessments from trust-building mechanisms and
clarifying how these assessments and mechanisms might
tie into acceptance beliefs in a mobile-navigation context.
The suggested relationships are conceptual and not sup-
ported by empirical evidence. The propositions presented
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in this paper should be tested in the future using survey strength of the propositions across platforms, providers,
and behavioral data, as well as by investigating the user groups, cultures, and regulatory environments.

9. Abbreviations

Abbreviation = Meaning

MaaS Mobility as a Service

PEOU Perceived Ease of Use

PU Perceived Usefulness

TAM Technology Acceptance Model

UAI User Acceptance Intention

UTAUT Unified Theory of Acceptance and Use of Technology
UTAUT2 Unified Theory of Acceptance and Use of Technology
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