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Abstract: The rapid evolution of heterogeneous telecommunication networks has increased the difficulty
of maintaining communication performance while operating within spectrum and transmission con-
straints. Existing network optimization approaches primarily focus on throughput, routing, and interfer-
ence mitigation, whereas regulatory compliance is commonly treated as a separate post-processing activi-
ty. This separation limits the ability of network-control mechanisms to respond proactively to compliance
risks. This study develops a Compliance-Aware AI Framework (CA-AIF) that integrates Coalition For-
mation Games (CFG), variance-aware DUCBQ adaptive routing, and Proximal Policy Optimization (PPO)
with a policy-constrained compliance monitoring layer. The framework represents compliance risk
through telemetry-derived violation indicators associated with spectrum occupancy, transmission power,
and interference conditions and incorporates these indicators into network decision-making. A controlled
simulation environment is developed using synthetically generated mobility, interference, channel, and
spectrum-occupancy data. The proposed framework is evaluated against Q-learning, Dyna-Q, UCBQ, and
DUCBQ using throughput, packet acceptance, routing stability, convergence, compliance violation rate,
and computational cost. Across repeated simulations, the proposed framework achieves higher through-
put and packet acceptance while reducing compliance violations relative to the evaluated baselines. The
results demonstrate that incorporating compliance risk into network optimization can improve the stabil-
ity of communication decisions without treating compliance as an independent post-processing task. The
study contributes a reproducible simulation-based framework for compliance-aware intelligent network-
ing and provides a basis for future validation using operational spectrum-monitoring and regulatory da-
tasets.
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gation.
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1. Introduction

Modern telecommunication networks increasingly
integrate heterogeneous access technologies with edge
computing, IoT connectivity, satellite-terrestrial networks,
and software-defined networking [1]. This heterogeneity
increases the difficulty of maintaining efficient communi-
cation while respecting spectrum, transmission-power,
interference, and service-specific regulatory constraints.
Spectrum monitoring is itself moving toward distributed,

data-driven and Al-assisted architectures, creating op-
portunities for automated identification of interference
and unauthorized spectrum use [2].

Conventional compliance processes, however, gen-
erally remain separated from network-control mecha-
nisms. Periodic audits and threshold-based inspection
can identify violations, but they do not necessarily influ-
ence routing, resource allocation, or interference-
management decisions while those decisions are being
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made. This separation is problematic in dynamic wireless
environments, where an action that improves throughput
may simultaneously increase interference or exceed a
predefined operating constraint [3].

Developing telecommunication environments intro-
duce additional operational constraints, including heter-
ogeneous infrastructure, limited monitoring resources,
inconsistent availability of labelled network data, and
evolving spectrum-management practices. These condi-
tions motivate architectures that can operate using net-
work telemetry and explicit regulatory constraints with-
out assuming the availability of large, language-specific
training corpora. Although multilingual regulatory-
document processing is a future extension, it is outside
the experimental scope of the present study [4].

Recent advancements in infocommunication re-
search have explored the integration of Al with network
security, spectrum management, and service quality
monitoring. However, most existing studies focus nar-
rowly on performance optimization or anomaly detection
without explicitly addressing regulatory compliance as a
unified computational objective. This gap becomes criti-
cal in modern telecommunication ecosystems where
compliance is intertwined with network performance,
user behavior analytics, and service orchestration layers.
Furthermore, the lack of scalable architectures capable of
operating across heterogeneous infrastructures limits the
practical deployment of existing solutions.

Despite the growing body of research on Al-enabled
network management, a fundamental problem remains
insufficiently addressed: current telecommunication
monitoring systems are designed either to optimize net-
work performance or to enforce regulatory policies, but
rarely both within a unified operational framework. As
telecommunication infrastructures evolve toward highly
dynamic and heterogeneous ecosystems involving mo-
bile networks, IoT platforms, satellite communications,
and digital broadcasting services, regulatory violations
increasingly emerge as side effects of autonomous net-
work optimization processes. Existing compliance mech-
anisms generally operate as external auditing functions
that detect violations after they occur rather than proac-
tively preventing them during network operation. Con-
sequently, regulators and service providers face a critical
challenge: how to continuously monitor, predict, and mit-
igate compliance violations while simultaneously main-
taining communication efficiency in real time. This unre-
solved challenge constitutes the primary research prob-
lem addressed in this study. In this study, the research
problem is formulated as follows: given a heterogeneous
wireless network with dynamic interference and time-
varying spectrum conditions, how can network-control
decisions be optimized jointly for communication per-
formance and compliance risk when compliance evidence
is derived from network telemetry? The problem is there-

fore not to provide legal certification of network opera-
tion, but to develop a computational mechanism that de-
tects predefined compliance-risk conditions and incorpo-
rates them into adaptive network optimization.

The study evaluates three principal hypotheses. HI:
incorporating compliance-risk information into network
optimization improves compliance outcomes relative to
performance-only learning. H2: combining cooperative
resource organization, adaptive routing, and PPO im-
proves communication performance and routing stability
relative to individual learning baselines. H3: the compli-
ance-monitoring signal provides additional benefit be-
yond a fixed reward penalty when evaluated under the
same network conditions. These hypotheses are evaluat-
ed through baseline comparison, component ablation,
and the proposed penalty-only control experiment. Fig-
ure 1 shows the workflow progresses from problem iden-
tification and research-gap analysis to CA-AIF design,
compliance-risk formulation, algorithm development,
simulation-data generation, baseline comparison, statisti-
cal validation, and component-level ablation. The work-
flow distinguishes framework development from exper-
imental validation and highlights the iterative feedback
between algorithm design and performance evaluation.

The purpose of this research is to develop and eval-
uate a CA-AIF in which regulatory-risk information is
incorporated into adaptive interference management and
routing decisions. The framework combines CFG for co-
operative resource organization, variance-aware DUCBQ
for adaptive routing, and PPO for global policy optimiza-
tion. A separate compliance-monitoring layer derives a
bounded violation-risk signal from simulated network
telemetry and feeds that signal into the learning process.
The resulting architecture is evaluated through controlled
simulation rather than operational regulatory deploy-
ment.

To address these challenges, this study proposes an
Artificial Intelligence Driven Regulatory Compliance
Monitoring framework designed specifically for con-
verged telecommunication and infocommunication envi-
ronments. The proposed approach integrates telemetry-
based compliance-risk estimation with predefined tech-
nical constraints to support continuous compliance-risk
evaluation within the simulated network-control loop.
Unlike conventional monitoring systems, the framework
is designed to operate under low-resource conditions
typical of developing nations while providing a basis for
future extension to multilingual and multi-service envi-
ronments.

The contributions of this study are:

e A unified compliance-aware network-control ar-

chitecture: The study integrates CFG, DUCBQ,
PPO, and a telemetry-based compliance-risk lay-
er within a single network optimization frame-
work.
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Figure 1. Research-stage workflow of the study.

e A reproducible compliance-risk formulation:
Regulatory risk is represented using explicitly
defined spectrum, transmission-power, and in-
terference constraints, allowing compliance-
related variables to be calculated from simulated
network observations.

e A compliance-aware learning mechanism: Com-
pliance-risk information is incorporated into the
reward function and decision process so that
network-control actions account for both com-
munication performance and predefined regula-
tory constraints.

e A comprehensive simulation and comparison
protocol: The framework is evaluated against Q-
learning, Dyna-Q, UCBQ, and DUCBQ using
throughput, packet acceptance, routing stability,
convergence, compliance violation rate, and
computational cost.

e A component-level validation strategy: Ablation
experiments are used to determine the separate
contributions of compliance feedback, CFG,
DUCBQ, and PPO rather than attributing all per-
formance improvements to the complete architec-
ture.

The present work focuses on compliance-aware
wireless network optimization under predefined tech-
nical constraints. It evaluates spectrum/interference-
related compliance risk, adaptive routing, cooperative
resource organization, and reinforcement-learning-based
control in a simulation environment. It does not imple-
ment legal reasoning, automated interpretation of na-
tional legislation, multilingual regulatory-document pro-
cessing, lawful-interception compliance, operational reg-

ulator databases, or field deployment in a live telecom-
munications network.

The remainder of the paper is organized as follows.
Section 2 reviews related work and identifies the research
gap. Section 3 presents the proposed CA-AIF architecture,
including the compliance-monitoring layer, CFG,
DUCBQ routing, and PPO optimization. Section 4 de-
scribes the simulation environment, dataset-generation
procedure, evaluation metrics, comparison protocol, sta-
tistical validation, and ablation analysis. Section 5 dis-
cusses the principal findings, limitations, and future re-
search directions, while Section 6 concludes the study.

2. Related Work

The problem of regulatory compliance in telecom-
munication systems has traditionally been studied within
the boundaries of spectrum governance, policy enforce-
ment, and network auditing frameworks. Early works
focused on rule-based monitoring systems that relied on
predefined regulatory templates to evaluate operator be-
havior against licensing conditions and spectrum alloca-
tion policies. For instance, ITU-based compliance archi-
tectures introduced structured reporting mechanisms for
spectrum usage and interconnection control, enabling
regulators to manually verify adherence to operational
standards across national networks [5]. However, such
approaches were largely static, and their effectiveness
diminished significantly in dynamic infocommunication
environments where traffic patterns, service types, and
user behaviors change continuously across heterogene-
ous infrastructures.

In response to these limitations, researchers have
explored automated network monitoring systems that
integrate statistical analysis and anomaly detection tech-
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niques. Anomaly detection and regulatory-violation de-
tection are treated as distinct functions in CA-AIF. An
anomaly represents a statistically unusual network ob-
servation, whereas a regulatory violation represents an
observation that exceeds an explicitly defined technical
constraint [6]. In the present study, the reported compli-
ance metrics are based on constraint violations rather
than generic statistical anomalies. This distinction pre-
vents an unusual but permissible network state from be-
ing automatically classified as a regulatory violation.
Cifuentes et al. (2025) [7] proposed a spectrum auditing
framework that uses probabilistic traffic modeling to de-
tect unauthorized frequency usage in cellular networks,
demonstrating improved detection accuracy compared to
conventional threshold-based systems. Similarly, Unal et
al. (2019) discussed a policy verification engine for mobile
networks that maps regulatory constraints into formal
logic rules, allowing automated compliance verification
across LTE and 5G environments [8]. Although these ap-
proaches improve automation, they still depend heavily
on predefined rule structures, limiting adaptability in
evolving regulatory landscapes and multi-service info-
communication systems.

With the rapid expansion of Internet of Things (IoT)
ecosystems and cloud-based telecommunication services,
compliance monitoring has increasingly shifted toward
data-driven frameworks [9]. IoT-driven regulatory sys-
tems have been proposed to monitor device-level com-
pliance in smart city infrastructures, particularly focusing
on energy usage, spectrum sharing, and data privacy en-
forcement. Atamewan (2024) [10] introduced an IoT
compliance monitoring model that leverages distributed
sensor networks to detect violations in real time, improv-
ing response time compared to centralized auditing sys-
tems. However, these systems often struggle with scala-
bility when deployed across large-scale mobile and satel-
lite networks, where data heterogeneity and transmission
delays significantly affect monitoring accuracy.

In parallel, machine learning techniques have been
introduced to enhance predictive compliance monitoring.
Support vector machines, random forests, and clustering-
based models have been applied to detect abnormal net-
work behavior indicative of regulatory violations. For
example, Arianti et al. (2025) [11] reviewed a supervised
learning framework for detecting spectrum misuse in
cognitive radio networks, achieving improved classifica-
tion accuracy under controlled simulation conditions.
Nevertheless, such supervised approaches require large
labeled datasets, which are often unavailable in real tele-
communication regulatory environments, particularly in
developing regions where data governance frameworks
are still evolving.

Artificial intelligence provides an opportunity to
connect network telemetry, anomaly or risk detection,
and adaptive network control [12]. Machine-learning

models can identify abnormal spectrum or traffic patterns,
while reinforcement-learning agents can adapt routing
and transmission decisions to changing network states.
However, the use of Al does not by itself establish regula-
tory compliance. A compliance-aware architecture must
explicitly define the regulatory variables being monitored,
identify the evidence used to calculate compliance risk,
and specify how that risk affects network decisions. Ya-
gual et al. (2025) [13] work similarly emphasizes continu-
ous monitoring of AI/ML behaviour, input data, model
performance, drift, resource utilization, and feedback
loops in future networks.

Reinforcement learning (RL) has also been explored
as a dynamic decision-making framework for adaptive
network management and policy enforcement. RL-based
systems enable agents to learn optimal actions through
interaction with network environments, making them
suitable for real-time compliance monitoring. For in-
stance, Ukpong et al. (2025) [14] proposed a deep rein-
forcement learning model for adaptive spectrum alloca-
tion that maximizes utilization while minimizing inter-
ference violations in cognitive radio networks. Similarly,
Saidane et al. (2026) [15] proposed a multi-agent RL
framework for distributed network security management,
showing improved adaptability in heterogeneous net-
work conditions. However, most RL-based approaches
focus on performance optimization rather than explicit
regulatory compliance interpretation, limiting their direct
applicability to governance systems.

More recent studies have begun integrating hybrid
Al architectures that combine rule-based systems with
machine learning models to improve robustness. Hybrid
compliance frameworks attempt to bridge the gap be-
tween deterministic regulatory logic and probabilistic
network behavior analysis. For example, Nabil et al. (2025)
[16] introduced a hybrid monitoring system that com-
bines expert-defined compliance rules with anomaly de-
tection algorithms to improve accuracy in identifying
policy violations in mobile broadband networks. Alt-
hough promising, these hybrid models still rely heavily
on static regulatory definitions and do not fully capture
the dynamic nature of modern infocommunication eco-
systems.

In the context of developing countries, regulatory
compliance monitoring faces additional constraints relat-
ed to infrastructure limitations, multilingual communica-
tion, and fragmented regulatory frameworks. Studies
focusing on African and Asian telecommunication sys-
tems highlight the difficulty of implementing standard-
ized compliance monitoring due to inconsistent data
availability and diverse service architectures. For instance,
Muringani et al. (2024) [17] examined regulatory en-
forcement challenges in Sub-Saharan mobile networks,
emphasizing the lack of real-time monitoring tools and
the prevalence of manual inspection processes. Similarly,
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Ha and Chuah (2023) [18] explored compliance issues in
South Asian telecommunication markets, noting that
multilingual service environments complicate automated
policy interpretation and enforcement.

Recent advancements in natural language pro-
cessing (NLP) have been applied to regulatory document
analysis and policy interpretation within telecommunica-
tion systems. Transformer-based language models have
been used to extract compliance rules from regulatory
texts and map them to network control parameters.
However, these models are primarily trained on high-
resource languages and fail to generalize effectively to
low-resource linguistic contexts commonly found in de-
veloping regions. This creates a significant gap in apply-
ing Al-driven compliance monitoring across multilingual
infocommunication ecosystems.

Recent standardization activity also reinforces the
distinction between Al-enabled monitoring and automat-
ed regulatory decision-making [19]. ITU-T Q.4081 defines
monitoring of AI/ML systems in future networks as con-
tinuous observation of operational performance and in-
cludes monitoring of input data, model performance,
model drift, resource utilization, and feedback loops.
Similarly, ITU-R SM.2542 describes next-generation spec-
trum monitoring as increasingly proactive, autonomous,
distributed, and data-driven, with Al and big-data tech-
niques supporting signal detection, classification, inter-
ference identification, and spectrum awareness [20].
These developments support the use of telemetry-driven
compliance-risk monitoring in the proposed framework
but do not imply that an Al model independently deter-
mines legal compliance.

Recent developments further indicate that AI-
assisted spectrum monitoring is moving toward proac-
tive and distributed monitoring architectures rather than
purely reactive inspection. ITU-R Report SM.2542 specifi-
cally discusses Al, big-data processing, distributed spec-
trum monitoring, heterogeneous monitoring equipment,
and real-time spectrum awareness [20]. In parallel, re-
search on autonomous network management and auto-
mated spectrum sharing emphasizes the need to coordi-
nate technical network decisions with evolving spectrum-
management requirements [21]. These developments
support the motivation for compliance-aware network
optimization but do not by themselves establish the spe-
cific joint CFG-DUCBQ-PPO architecture investigated in
this study.

The distinction between the present study and exist-
ing approaches is therefore threefold. First, the proposed
framework does not treat compliance assessment as an
independent post-processing task; a telemetry-derived
compliance-risk signal is incorporated into network-
control decisions. Second, the framework jointly consid-
ers cooperative interference management, adaptive rout-
ing, and policy-constrained reinforcement learning rather

than optimizing a single networking objective. Third, the
experimental design explicitly evaluates compliance-
related outcomes alongside communication-performance
measures. The framework is consequently positioned as a
compliance-aware network optimization system, rather
than as a complete regulatory information system or au-
tomated legal-compliance authority.

Although previous studies have investigated
anomaly detection, spectrum management, policy verifi-
cation, and reinforcement learning for network optimiza-
tion, three limitations remain relevant to the present
problem [22]. First, compliance is frequently represented
as an external verification task rather than a variable that
directly influences network-control decisions. Second,
performance-oriented learning models generally do not
provide an explicit mechanism for calculating and feed-
ing regulatory-risk information into routing and trans-
mission policies. Third, many proposed approaches are
evaluated using isolated performance metrics and there-
fore provide limited evidence regarding the trade-off be-
tween communication efficiency and compliance risk.

These limitations directly motivated the design of
the proposed framework. The coalition formation com-
ponent was introduced to manage interference and re-
source allocation in dense heterogeneous environments.
The DUCBQ learning module was incorporated to im-
prove routing stability under dynamic interference condi-
tions while reducing the exploration instability common-
ly observed in conventional reinforcement learning ap-
proaches. The PPO optimization layer was selected be-
cause of its ability to provide stable policy convergence in
continuous action spaces frequently encountered in spec-
trum allocation and transmission control problems. Most
importantly, regulatory compliance signals were embed-
ded directly into the reward structure of all learning
components, enabling compliance considerations to in-
fluence network decisions proactively rather than retro-
spectively.

The novelty of the proposed framework lies not
merely in combining multiple machine learning tech-
niques but in establishing a compliance-native learning
architecture where regulatory requirements actively
shape optimization behavior throughout the communica-
tion lifecycle. This distinguishes the proposed approach
from conventional Al-based networking solutions that
primarily focus on performance optimization without
explicitly incorporating regulatory-constraint information
into their decision-making processes.

Therefore, there remains a critical need for an Artifi-
cial Intelligence Driven Regulatory Compliance Monitor-
ing framework that integrates real-time network analytics,
telemetry-based compliance-risk estimation, and policy-
constrained optimization within a unified infocommuni-
cation architecture. Such a framework must be capable of
operating in heterogeneous, multilingual, and resource-
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constrained environments typical of developing nations
while maintaining scalability across modern telecommu-
nication infrastructures.

3. Proposed Compliance-Aware AI Framework

The proposed CA-AIF consists of four functional
layers: (1) telemetry acquisition, (2) compliance-risk esti-
mation, (3) adaptive network control, and (4) perfor-
mance and compliance evaluation. The telemetry layer
collects simulated observations of spectrum occupancy,
transmission power, interference intensity, channel con-
ditions, mobility, routing state, and traffic performance.
The compliance-risk layer compares these observations
with predefined regulatory constraints and produces a
normalized compliance-risk variable. The adaptive-
control layer contains three complementary learning
components: CFG for cooperative resource organization,
variance-aware DUCBQ for local adaptive routing, and
PPO for global policy optimization. The evaluation layer
calculates communication and compliance metrics from
the resulting network trajectories [23].

The functional relationship among these compo-
nents is as follows. Telemetry — compliance-risk estima-
tion — compliance-aware reward/state construction —
CFG/DUCBQ/PPO decisions — network response — up-
dated telemetry. CFG operates primarily at the coopera-
tive resource-organization level, DUCBQ operates at the
adaptive routing level, and PPO operates at the global
policy-optimization level. The compliance-monitoring
layer does not independently make legal determinations;
instead, it generates a quantitative risk signal from explic-
itly defined simulation constraints. Regulatory back-off is
implemented as a control response when the estimated
risk exceeds a predefined intervention threshold.

This architecture distinguishes between monitoring,
risk estimation, and network optimization. Monitoring
produces observations; risk estimation converts observa-
tions into compliance indicators; and the learning com-
ponents use those indicators when selecting network ac-
tions. This separation is essential for reproducibility be-
cause it allows the contribution of compliance monitoring
to be evaluated independently from the effect of reward-
based optimization.

3.1. Compliance-Monitoring and Risk-Scoring Frame-
work.
The compliance-monitoring subsystem operates on

network telemetry generated at each simulation time step.

For each transmitting node i, the monitored variables in-
clude transmission power P;, occupied frequency f;,
measured interference I;, channel occupancy 0;, and rout-
ing state H;. The applicable simulation constraints are
represented by the maximum transmission power Ppax,
permitted frequency set F..g, maximum interference

threshold I,,,,,, and maximum permitted occupancy O,,,,.

For node i at simulation time ¢, a binary violation in-
dicator is defined as:

Zig =U(Pie > Puax) +1(fie € Freg)
+ ﬂ(li,t > Imax) (1)
+ H(Oi,t > Omax)

where 1(+) is an indicator function that takes the val-
ue 1 when the specified condition is satisfied and 0 oth-
erwise. Thus, z;, represents the number of explicitly de-
fined technical constraints violated by node i at time . To
obtain a bounded compliance-risk score, the individual
constraint violations are normalized and weighted. The
node-level regulatory compliance-risk score is defined as:

M
_ (m)
Vit = D i o @
m=1

where:

M

Z Wy, =1, W, =0

m=1
and

v € [0,1]

represents the normalized severity of the m-th regulatory
constraint, while wy, represents its corresponding prede-
fined weight. Consequently, V,* is bounded within the
interval [0, 1].

The network-level compliance-risk signal at simula-
tion time ¢ is obtained by averaging the node-level risk
scores across all N, transmitting nodes:

1
W= o
i=1

A compliance violation is recorded whenever at least
one explicitly defined constraint is exceeded. Equivalent-
ly, a violation is present when: z; , > 0.

The threshold 7 used in the intervention mechanism
is selected as part of the simulation design before testing
and is not tuned or recalibrated using test-set results.
This separation ensures that the compliance-monitoring
procedure remains reproducible and prevents post hoc
threshold selection from influencing the reported test
performance.

Importantly, V,"* should not be interpreted as a le-
gally valid probability of non-compliance. Instead, it is a
simulation-derived compliance-risk score calculated from
predefined technical constraints and their associated
normalized violation severities. The score provides an
operational measure of the extent to which simulated
network behavior departs from the specified technical
requirements.
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Accordingly, the measure should not be presented
as an operational regulatory-compliance probability
without external validation. Validation against national
licensing databases, regulator inspection records, or op-
erational spectrum-monitoring data would be required
before V,"“Y could reasonably be interpreted as an indica-
tor of real-world regulatory non-compliance probability.
Within the present simulation framework, its appropriate
interpretation is therefore limited to a reproducible,
bounded measure of technical compliance risk derived
from predefined simulation constraints.

3.1. Anti-interference learning model under compliance-
constrained communication environments

A multi-actor wireless environment in developing
telecommunication systems can be abstracted as a con-
strained coalition system where users, base stations, and
regulatory monitoring agents embedded within base sta-
tion coexist. CFG are used to model how communication
nodes form cooperative clusters under interference pres-
sure while respecting compliance constraints such as
spectrum masks and emission limits.

Let the utility of a network participant iunder coali-
tion configuration be expressed as:

U/ C-0) = RiCy €0 = Areg V' @

where represents the communication utility and repre-
sents the compliance-risk score. A coalition configuration
is considered stable with respect to unilateral deviations
when:

U;(C;, C_;) = Uy (C, Cy), Vi, VC; 5)
In Equation 4, U; represents a hybrid utility combin-
ing throughput gain and compliance penalty. Unlike
classical CFG models, the utility here introduces a regula-
tory penalty term AC;, where C;captures violation proba-
bility detected by regulatory monitoring agents embed-
ded within base station. This subtle addition changes
equilibrium behavior significantly in low-governance
environments, where compliance uncertainty is high.

In practical deployments across developing nations’
metropolitan clusters, such as mixed 4G/5G LTE deploy-
ments in East African urban corridors, coalition for-
mation is influenced by unstable interference patterns
caused by dense unlicensed spectrum usage and irregu-
lar enforcement of spectrum allocation policies.

The reinforcement learning-based state-value repre-
sentation is defined as:

Ua(s) = B [Z Y Terelse = sl 0x(5,0)
7=0

w (6)
=E [Z Y TerelSe = 5,0, = al

=0

Here, the reward function is not purely communica-
tion-driven. It is decomposed as:

1 = ROV _ g I — B,V @)

where I, is interference intensity and V"*/is regulatory
violation risk estimated by a compliance monitoring sub-
system.

This coupling is essential in Al-driven compliance
architectures because interference mitigation decisions
(like power boosting or channel switching) may violate
emission thresholds if not continuously evaluated.

3.2. Machine learning-based coalition optimization with
compliance feedback
The coalition grouping of users is defined as:

Con = {unli Up2s--) uni} (8)

Each coalition is not static; it evolves under rein-
forcement signals and compliance constraints emitted by
compliance-monitoring modules embedded within base
stations.

The transmission rate under interference-aware ad-
aptation is expressed as:

2
o ) ©

NoB +1I; + Pj| by,

R; = Blog, <1 +

Then define the utility as:
Ui =R; = Aeg V'™’ (10)

where P; is the transmit power, h; is the desired channel
coefficient, P; and h;; represent the interference-source
power and channel gain, respectively, I; represents ag-
gregate interference.

Interference aggregation is modeled as:

I:ZP |y 12 a1

i%j

The system-level optimization objective becomes:

N N
max Rsum = Z R( Con) - AZ Vreg (Con) (12)
n=1

n=1

This transforms the classical anti-interference prob-
lem into a constrained optimization problem where regu-
latory compliance is embedded as a penalty surface shap-
ing the learning trajectory.

A modified Pareto-based coalition acceptance rule is
introduced:

Con >i Ctl)n A R(Con U ui) + R(Con \ ui)

(13)
> R(Co,n) - Qreg
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Telemetry and compliance-risk model

Detect and mitigate compliance violations while maintaining network performance.
Unified performance/compliance framework, scalable architecture, telemetry-based analysis.

Integrates compliance monitoring, CFG, DUCBQ, and PPO.

Derived bounded violation-risk signal from simulated network telemetry (spectrum,
power, interference constraints).

CFG cooperative interference/resource organization }-> Forms coalitions to manage multi-service spectrum access.

Network Control
and Optimization

DUCBQ adaptive routing
v

PPO global optimization

]-»Leams routing under time-varying conditions using network observation.

]—»Optimizes overall network policy with stability and combined rewards.

Simulation dataset generation

Evaluates framework through controlled simulation protocol (throughput, packet acceptance, etc.).

—>[ Baseline comparison ]—> Compares against Q-learning, Dyna-Q, UCBQ, DUCBQ baselines. ’
v

—>{ 30-run statistical validation }—> Ensures reliability and reproducibility of results.

Performance and compliance
assessment

H1, H2, H3
Hypotheses
Evaluation

Ablation analysis Evaluates contributions of CFG, DUCBQ, PPO, and Compliance feedback.

Joint performance-only vs performance+compliance outcomes for heterogeneous networks.

Figure 2. Research workflow and architecture of the proposed CA-AIF.

Here, Q.4 is a compliance margin dynamically up-
dated by AI monitoring agents depending on regional
enforcement strictness. This is particularly relevant in
multi-jurisdictional telecom environments where regula-
tory interpretation differs across borders.

3.3. Deep reinforcement learning integration (PPO-based
compliance-aware anti-interference control)

The policy optimization mechanism is constructed
using PPO, chosen due to its stability in continuous spec-
trum decision spaces. However, unlike standard PPO, the
reward shaping integrates compliance verification feed-
back. Figure 2 summarizes the research workflow from
problem formulation and framework design through al-
gorithm development, simulation-data generation, base-
line comparison, statistical validation, and component-
level ablation. The workflow separates methodological
development from performance evaluation to reduce
ambiguity regarding the source of each reported result.
The PPO process is illustrated in Figure 3, where dual
feedback loops are introduced: (i) communication reward
loop and (ii) regulatory compliance validation loop.

Table 1 summarizes the primary role, input, output,
and compliance function of each component. This de-
composition clarifies that compliance monitoring is pro-
vided by the telemetry and risk-estimation layers, while
CFG, DUCBQ, and PPO use the resulting compliance-risk
information to make resource-allocation, routing, and
control decisions. The back-off controller provides a con-
straint-response mechanism when the estimated risk ex-
ceeds the predefined regulatory threshold.

The policy is split into two parts because the agent
has both discrete and continuous actions:

ont

nf(als) = nB¥(a?|s) m0™" (ac|s) (14)

e w0 (als): Overall probability of taking action a in
state s.

o 7O Policy component that handles discrete
decisions, such as: Channel selection, and Rout-
ing-mode selection.

cont

e mO :Policy component that handles continuous
decisions, such as transmission power.
e  0: Parameters of the PPO policy.

Thus, PPO learns which channel to use, which rout-
ing mode to select, and how much transmission power to
use.

3.3.1. State vector

Table 2 summarizes the state variables, their mean-
ings, and their roles in the decision-making process. The
state observed at time t is: s, = [I,, SNR,, O,, P, H,, C[*¢,
M,]. The important point is that compliance risk is explic-
itly included in the state. Therefore, the PPO agent can
observe the regulatory condition before selecting an ac-

tion.

3.3.2. Action vector
The action is:
ghannel' azoute’ Pt]

a; = [a (15)

This means that the agent simultaneously selects:
e Channel — discrete action

¢ Routing mode — discrete action

e Transmission power — continuous action

This explains why the policy uses separate discrete
and continuous action components.
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Figure 3. Compliance-aware PPO-based anti-interference learning architecture in telecommunication systems.

Table 1. Functional roles of CA-AIF components.

Component Primary role Input Output Compliance role

Telemetry layer Collect network obser-  Spectrum/network Telemetry vector Provides compliance
vations state evidence

Compliance-risk estimator ~ Detect predefined con-  Telemetry Calculates risk

straint violations

CFG Cooperative resource Network state + risk ~ Coalition configuration = Penalizes risky coali-
organization tions

DUCBQ Adaptive routing Routing/interference Route/action Includes risk in reward

state

PPO Global policy optimiza-  Global state Channel/power/control ~ Optimizes compliance-
tion policy aware reward

Back-off controller Constraint response , Power/action re- Limits high-risk actions

striction

Evaluation layer Performance assess- Network trajectories  KPIs Computes compliance

ment metrics
Table 2. State vector. where:

Variable Meaning o RIMOUIMU yewvards high throughput.

I; Interference intensity ° Itrgjnahzes interference.

SNR, Signal-to-noise ratio e V.77 penalizes regulatory violations or com-

o Spectrum occupancy pliance risk.

P, Current transmission power e L, penalizes packet loss.

H, Routing state ® [, By, f; determine the relative strength of the

™ Regulatory-compliance risk corresponding penalties. For example, if regula-

M, Mobility information tory compliance is particularly important, a rela-

3.3.3. Compliance-aware reward
The reward is defined as:

e =

This can be interpreted as: Reward = Throughput bene-
fit — Interference cost — Regulatory violation cost — Packet-loss

cost

throughput
Rt ghp

- ﬁllt - ﬁthreg - :BSLt

tively high value of 3, can be assigned.

3.3.4. PPO probability ratio
The PPO probability ratio is:
(16)
m0(a.|s,)

0010 (at|St)

7 (8) = (17)
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It compares the probability assigned to the selected
action by the new policy with the probability assigned by
the old policy.

e Numerator: Probability under the new policy.
¢ Denominator: Probability under the old policy.

This ratio is fundamental to PPO because it allows
the algorithm to control how much the policy changes
during each update.

3.3.5. PPO clipped objective
The actor objective is:

LCMP () = E,[min(r,(8)A,, clip(r,(8),1 — €, 1

+ O] (18)

where:
e A;: Advantage estimate.
e € PPO clipping parameter.
e 1.(6): Probability ratio.

The clipping mechanism prevents PPO from making
excessively large policy updates in a single optimization
step.

3.4. Dynamic interference-aware routing and compliance-
adaptive decision systems

Wireless environments in developing countries are
rarely static. Interference sources shift due to mobility,
unauthorized spectrum access, and dense uncoordinated
deployments of small cells and IoT devices. This moti-
vates a dynamic decision framework based on modified
Upper Confidence Bound (UCB) learning integrated with
Q-learning, forming a DUCBQ architecture.

The Q-value update rule is expressed as:

Qr+1(Sk ax) = Qi (S, ar)
+alR +ymax Q(Sk+1, A1) (19)
— Q(sp ar)]

However, in compliance-driven systems, reward Ris
expanded:

R = Rpet = M1 — AV (20)

The DUCBQ enhancement introduces variance-
aware exploration, where reward uncertainty is explicitly
modeled. In this study, DUCBQ denotes a variance-
aware extension of UCB-guided Q-learning in which un-
certainty in the observed reward is incorporated into ac-
tion selection. The method is used exclusively for adap-
tive routing; it does not independently perform regulato-
ry interpretation. Regulatory information enters DUCBQ
through the compliance-risk component of the reward

function. This is important because regulatory violations
often appear as rare events, not captured by mean-based
learning. The routing decision architecture is illustrated
in Figure 4, where nodes dynamically adjust routing
paths based on both interference conditions and compli-
ance risk signals.

The algorithm iteratively updates action selection by
considering:

¢ interference intensity gradients,

¢ regulatory violation probability,

e historical spectrum usage patterns,

¢ local congestion states.

Compliance-aware reward variance stabilization
A sliding-window variance estimator is used:

o1 , [In N(s,:)
C(s,a) = min Z,V(s, a)+C m 1)
This mechanism prevents unstable exploration in
environments where regulatory penalties are severe and
sudden (e.g., emergency spectrum reallocation or en-
forcement bursts in urban African telecom corridors).

The UCB decision rule becomes:

C (S i) In(N
beB(su0) =0twan+ [0

The final DUCBQ policy is:
a4, = arg max UCB(sy, a) (23)

The algorithm flow is summarized in Figure 5,
showing interaction between Q-table updates, variance
control, and compliance monitoring signals. The overall
procedure of the proposed CA-AIF is summarized in Al-
gorithm 1.

3.5. System-level intelligent anti-interference architecture

The complete system integrates PPO-based global
optimization with DUCBQ-based local routing intelli-
gence. The architecture is not merely hierarchical; it is
interdependent. Regulatory compliance monitoring
agents continuously inject constraints into both learning
layers.

Environmental state and action spaces are defined
as:

S ={(f;, P} A ={(fc,Re, Pc)} (24)

Where f; represents interference frequency dynam-
ics, and P; includes transmission power adjusted under
compliance constraints.
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Figure 5. Integrated DUCBQ learning loop with compliance monitoring feedback.

The overall operational workflow is shown in Figure
6. The significance of this framework lies in its dual-
function design: optimizing communication performance
while simultaneously enforcing regulatory compliance
through machine intelligence. In developing nations,
where spectrum governance systems are often partially

automated or inconsistently enforced, this dual-layer in-
telligence becomes essential.

Unlike conventional anti-interference strategies that
assume stable regulatory boundaries, this model treats
regulation as a dynamic variable embedded in the learn-
ing loop. This reflects real operational conditions where
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Figure 6. Unified intelligent anti-interference and compliance monitoring framework in telecom systems.

Algorithm 1. Compliance-Aware Al Framework.

Input: Network state, spectrum constraints, transmission-power con-

straints, interference limits, routing state, mobility state

Output: Channel selection, routing decision, transmission-power

decision

1. Collect network telemetry.

Normalize the observed network state.

Calculate constraint-specific violation indicators.

Compute the compliance-risk signal.

Construct the compliance-aware reward.

Apply CFG to evaluate cooperative resource/coalition configura-

tions.

7. Use DUCBQ to select adaptive routing actions under dynamic
interference.

8. Use PPO to optimize the global policy over the combined
statelaction representation.

9. If, activate constraint-triggered transmission back-off.

10. Execute the selected action.

11. Observe throughput, interference, packet outcome, routing state,
and compliance state.

12. Update the learning models.

13. Repeat until the simulation horizon is reached.

SRR I

policy enforcement fluctuates due to infrastructural limi-
tations, economic constraints, and heterogeneous net-
work ownership structures.

Furthermore, the integration of machine learning
enables:

e adaptive spectrum usage under uncertainty,

e self-correcting interference mitigation,

e predictive compliance violation detection,

e decentralized coordination among heterogeneous

network operators.

The broader implication is the emergence of compli-

ance-native wireless intelligence systems, where regula-

tory monitoring is not external oversight but an internal-
ized computational function of the communication sys-
tem itself.

The proposed CA-AIF combines CFG, DUCBQ,
PPO, and telemetry-derived compliance-risk information
within a common network-control loop. The framework
therefore represents a compliance-aware optimization
architecture rather than a standalone regulatory enforce-
ment system. Its principal contribution is the integration
of communication-performance objectives with explicitly
defined technical compliance constraints, enabling the
effect of compliance considerations to be evaluated quan-
titatively alongside interference mitigation and routing
performance. This represents a shift from classical signal-
centric optimization to policy-aware intelligent commu-
nication systems designed for next-generation infocom-
munication ecosystems.

3.6. Simulation Configuration and Learning Hyperpa-
rameters

For reproducibility, the simulation configuration
should report the software environment, programming
language and version, machine specifications, random
seeds, model hyperparameters, learning rates, discount
factor, PPO clipping coefficient, batch size, number of
epochs, DUCBQ exploration parameters, CFG coalition-
formation criteria, and the exact compliance thresholds.
These parameters should remain fixed across the baseline
and proposed methods except where algorithm-specific
parameters are intrinsically required. Table 3 summarizes
the complete computational environment and principal
learning and simulation hyperparameters used through-
out the experiments.
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Table 3. Learning and simulation hyperparameters.

Parameter Value

Programming language Python 3.11.9

ML framework PyTorch 2.3.1

Operating system Ubuntu 22.04 LTS

CPU Intel Core i9-
13900K, 24 cores

GPU NVIDIA RTX
4090, 24 GB
VRAM

RAM 64 GB

Dataset-generation seed 2025

Experimental random seeds 1001-1030

Learning rate 3x10*

Discount factor () 0.99

PPO clipping coefficient (&) 0.20

PPO epochs per update 10

Batch size 256

Mini-batch size 64

Hidden layers 2

Hidden units per layer 128

Activation function ReLU

DUCBQ exploration coefficient (c) 1.0

DUCBQ initial Q-value 0

DUCBQ variance-window size 50

DUCBQ minimum exploration variance 0.01

CFG coalition acceptance threshold 0.05

CFG minimum utility improvement 5%

Maximum coalition size 6 users

Compliance threshold (t) 0.10

Regulatory violation penalty weight (A:) 1.0

Interference penalty weight (A,) 0.5

Reward normalization

PPO entropy coefficient

PPO value-function coefficient
PPO maximum gradient norm
Maximum training episodes
Maximum steps per episode
Number of independent runs

Min-max normal-
ization to [-1, 1]
0.01

0.50

0.50

500

200

30

3.7. Evaluation Metrics
3.7.1. Average Throughput

Average network throughput is calculated as:

1< /D,
-

(25)

where D, represents the number of successfully delivered
information bits during interval t, and A, is the corre-

sponding observation interval.

3.7.2. Packet Acceptance Rate

The packet acceptance rate is defined as:

Naccepted

PAR =

Ntransmitted

X 100%

(26)

where Nyccepteq 1S the number of successfully accepted
packets and Niygnsmitteq 1S the total number of transmit-
ted packets.

3.7.3. Packet Loss Rate
The packet loss rate is defined as:

Ntransmitted - Naccepted

PLR = ( ) X 100% (27)

Ntransmitted

This metric represents the percentage of transmitted
packets that are not successfully accepted or delivered.

3.7.4. Average Hop Count
The average hop count is calculated as:

Ndelivered

H; (28)

1
Havg = N
delivered

i=1
where H; is the number of routing hops associated with
successfully delivered packet i, and Nygipereq is the total
number of successfully delivered packets.

3.7.5. Routing Stability
Routing stability is calculated from the normalized

temporal variance of the selected routing paths:

RS — 1 Var(H,;)
B Var (Ht)max (29)

where RS € [0, 1]. Higher values indicate lower routing
variability and, consequently, more stable routing behav-
ior. The normalization constant Var(H;),,4, must be fixed
before testing to ensure reproducibility.

3.7.6. Convergence Iteration

Convergence iteration is defined as the first evalua-
tion checkpoint at which the five-checkpoint moving-
average throughput remains within 6% of the final
throughput plateau for at least five consecutive check-
points. The value of d must be specified before the analy-
sis and must not be adjusted based on the observed test
results.

3.7.7. Compliance Violation Rate
The compliance violation rate is defined as:

Nviolation

VR = X 100% (30)

Nopportunity

where Ny;p1ati0n Tepresents the number of observed com-
pliance violations and Ny,poreunity represents the total
number of compliance-monitoring opportunities.

3.7.8. Compliance Violation Index
The compliance violation index is calculated as:
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N
1
=g ) W (31)
=)
where V" is the simulation-derived compliance-risk

score at time t. Lower values indicate lower average
compliance risk.

3.7.9. Compliance Score
The compliance score is defined as:

Cscore =1 —=CVI (32)

Since V,"*? is normalized to [0, 1], the resulting com-
pliance score also lies within [0, 1]. Higher values indicate
better compliance performance.

3.7.10. Regulatory Stability Index
Regulatory stability is defined as:

RSI =1 —Var (V) (33)

after V,"*Y has been normalized to [0, 1]. Higher RSI val-
ues indicate more stable compliance behavior over time.

For reproducibility, the variance normalization pro-
cedure should be fixed before testing. Where necessary,
the variance term can be normalized using a predefined
maximum variance so that RSI remains explicitly bound-
ed within [0, 1].

3.7.11. Decision Latency

Decision latency is defined as the elapsed time be-
tween the receipt of a network state and the generation of
the corresponding network-control action. It measures
the computational responsiveness of the proposed con-
trol algorithm.

3.7.12. CPU Utilization

CPU utilization is defined as the percentage of avail-
able CPU processing capacity consumed by the algorithm
during the decision-making process. This metric provides
an indication of the computational resources required for
real-time operation. The compliance metrics are related
but are not interchangeable because they capture differ-
ent dimensions of compliance behaviour. V*’ represents
the instantaneous simulation-derived compliance-risk
signal and is used directly by the learning and interven-
tion mechanisms. CVI represents the mean magnitude of
this compliance-risk signal over a specified evaluation
interval and therefore reflects the average severity of
compliance risk. VR measures the proportion of evalua-
tion opportunities in which at least one explicitly defined
technical violation occurred and therefore represents vio-
lation frequency rather than violation magnitude. C,, is
the complement of the normalized compliance violation
index and provides an aggregate measure of compliance

performance rather than an event-frequency measure.
RSI measures the temporal stability of compliance behav-
iour by considering the variability of the compliance-risk
signal over time and is therefore not equivalent to viola-
tion frequency.

Accordingly, these metrics are reported separately to
distinguish four complementary aspects of compliance
performance: violation magnitude, violation frequency,
aggregate compliance performance, and temporal stabil-
ity. This separation prevents a reduction in one dimen-
sion of compliance from being incorrectly interpreted as
an improvement in all dimensions and provides a more
comprehensive evaluation of the proposed compliance-
aware control mechanism.

4. Performance Simulation Verification of Intelligent
Wireless Communication Anti-Interference Algorithm

Performance evaluation in intelligent infocommuni-
cation systems cannot be reduced to throughput curves
alone anymore. In regulatory-sensitive telecommunica-
tion environments especially where Artificial Intelligence
Driven Regulatory Compliance Monitoring in Telecom-
munication is embedded into the control loop simulation
must simultaneously validate three coupled dimensions:
spectral efficiency, interference resilience, and compli-
ance stability. These dimensions are no longer separable
because any improvement in signal performance may
unintentionally violate emission constraints or spectrum
allocation policies enforced by Al-based monitoring
agents.

In this section, a comprehensive simulation frame-
work is constructed to evaluate the proposed intelligent
anti-interference algorithm under simulation conditions
motivated by heterogeneous and resource-constrained
telecommunication environments. These conditions are
motivated by operational challenges reported in hetero-
geneous and resource-constrained telecommunications
environments; they should not be interpreted as a statis-
tical representation of any particular national network:
dense user clusters, unstable spectrum allocation, mixed
licensed/unlicensed usage, and heterogeneous interfer-
ence sources. The simulation also integrates regulatory
feedback signals as a constraint variable affecting system
behavior in real time.

4.1. Experimental setup, dataset generation and evalua-
tion protocol

The evaluation is simulation-based and does not use
operational data collected from a telecommunications
operator or national regulatory authority. The dataset is
synthetically generated to reproduce controlled varia-
tions in network topology, mobility, spectrum occupan-
cy, interference, channel quality, routing conditions, and
regulatory-constraint violations. This distinction is im-
portant because the reported results demonstrate
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Figure 7. Convergence behavior of total network throughput across learning iterations.

Table 4. Synthetic dataset and simulation parameters.

Parameter Value

Simulation area 20 x 20 km?
Communication users 25

Interference sources 8

Orthogonal channels 6

Channel bandwidth 1 MHz
Transmission power 0.05-0.5W
Interference power 20-120 W

Path-loss exponent 2.3

Channel model 7-path Rayleigh
Delay spread 0.5-3 us

SNR range -12 to 22 dB
Interference range -8to 18 dB

Dataset samples 30,000 observations
Training/validation/testing  70% / 15% / 15%
Random seeds 30 independent seeds: 1001-1030
Simulation repetitions 30

performance under the specified simulation assumptions
rather than real-world regulatory compliance in opera-
tional networks.

The simulated environment contains 25 mobile
communication users, 8 dynamic interference sources,
and 6 orthogonal channels within a km area. Transmis-
sion power is uniformly sampled within 0.05-0.5 W, in-
terference-source power within 20-120 W, the path-loss
exponent is set to 2.3, and each channel has a bandwidth
of 1 MHz. Mobility trajectories are generated using the
specified Lévy-flight process for interference sources and
the corresponding mobility model used for communica-
tion nodes.

Each observation contains at least the following fea-
ture groups: node identifier, time step, position, channel
index, transmission power, received signal strength,
SNR, interference power, spectrum occupancy, packet-
transmission state, routing state, hop count, packet deliv-
ery outcome, and compliance-constraint indicators. Con-

tinuous variables are normalized before model input,
while categorical variables such as channel and routing
selections are encoded using discrete representations.

The generated observations are partitioned chrono-
logically into training, validation, and testing subsets to
prevent information leakage from future network states
into model training. The precise number of generated
samples, split ratios, random seeds, and preprocessing
parameters should be reported in Table 4 and retained
unchanged for all compared algorithms.

4.2. Anti-interference performance verification of the
proposed learning-based algorithms

To ensure a fair convergence comparison, all algo-
rithms are evaluated using the same simulation seeds,
initial network states, total learning horizon, and report-
ing checkpoints. Throughput is recorded at identical iter-
ation checkpoints for all algorithms, and only common
checkpoints are plotted in Figure 7 to ensure direct com-
parison across methods. The convergence trajectories in
Figure 7 differ across algorithms. The baseline Q-learning
model exhibits unstable oscillations during early itera-
tions due to exploration randomness in high-interference
environments. UCBQ stabilizes faster but still experiences
delayed convergence under non-stationary interference.
DUCBQ demonstrates a more structured convergence
pattern, reaching the predefined convergence criterion at
33 iterations under the reported experimental configura-
tion. In contrast, the integrated PPO-based framework
converges earlier, at approximately 22 iterations, while
achieving the highest stable throughput level.

This behavior is not accidental. It emerges from the
regulatory-aware reward shaping, where illegal spectrum
usage is penalized dynamically:

_ pthroughput reg
T =Ry =Ml =1,V

(34)
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Figure 8. Before-after spatial clustering of communication nodes under CFG optimization.

Table 5. Comparative performance of anti-interference algorithms.

Channel 6

Algorithm Avg Throughput Convergence Packet Loss Compliance Violation
(Mbps) Iterations Rate (%) Index

Q-learning 4.12 60+ 18.5 0.31

Dyna-Q 5.37 52 14.2 0.27

UCBQ 6.81 40 10.9 0.21

DUCBQ 7.94 33 7.6 0.14

CA-AIF 9.63 22 4.1 0.06

The inclusion of V,“significantly reduces unstable
exploration in high-interference regimes because the sys-
tem “learns” that certain high-power actions are not ad-
missible under compliance constraints. Table 5 presents a
comparative evaluation of the anti-interference algo-
rithms considered in this study.

The compliance violation index is particularly im-
portant here. Unlike conventional works that ignore reg-
ulatory constraints, this study explicitly quantifies how
often a transmission decision exceeds acceptable spec-
trum boundaries. The CA-AIF system reduces violations
by approximately 80% compared to Q-learning, indicat-
ing that regulatory monitoring is not a passive overlay
but an active stabilizing mechanism in learning dynam-
ics. Figure 8 shows user nodes are randomly distributed,
causing frequent co-channel interference. After applying
CFG coalition learning, users reorganize into interfer-
ence-minimized clusters. The system effectively pushes
high-interference nodes into separate spectral coalitions,
reducing cross-channel contamination.

The observed spatial clustering indicates that the co-
alition utility encourages separation of users experiencing
high mutual interference. Because the optimization in-
cludes both interference and compliance-risk terms, the

resulting clustering can be interpreted as an emergent
resource-allocation pattern rather than as an explicitly
imposed spatial zoning rule. The algorithm does not ex-
plicitly impose spatial separation; instead, it arises from
utility optimization combined with interference penalty
feedback.

4.3. Dynamic routing and interference adaptation per-
formance under mobility conditions

Wireless environments in developing telecommuni-
cation ecosystems are highly non-stationary. Interference
sources move unpredictably due to:

¢ low-cost unauthorized transmitters

e IoT device congestion

e overlapping cellular microcells

e inconsistent spectrum licensing enforcement

To simulate this, interference sources are assigned
random mobility trajectories following a Lévy flight dis-
tribution, which better captures real-world bursty
movement patterns than Gaussian mobility models as
shown in Figure 9. In Figure 9(b), DUCBQ and PPO-
based methods outperform baseline models significantly.
DUCBQ improves packet acceptance by approximately
21% over UCBQ, mainly due to variance-adjusted
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Figure 9. (a) Packet delivery and hop efficiency comparison under dynamic interference, (b) Packet acceptance rate across routing

algorithms, (c) Average hop count per successful transmission.

Table 6. Routing efficiency under interference mobility scenarios.

Method Avg Packet Acceptance (%)  AvgHop Count Routing Stability Score
Q-learning 71.3 9.8 0.62
UCBQ 78.9 7.6 0.71
DUCBQ 86.4 5.9 0.83
CA-AIF 92.7 4.3 0.91

Table 7. Performance under multipath fading conditions.

Delay Packet acceptance rate DUCBQ  CA-AIF
Spread (%) — Q-learning (%) (%) (%)
(us)

0.5 82.1 89.4 93.8

1.0 79.3 87.6 92.5

2.0 74.6 85.2 90.7

3.0 70.2 81.8 88.9

exploration that avoids unstable routing decisions during
interference spikes. In Figure 9(c), the CA-AIF system
achieves the lowest hop count after convergence. This is
critical: fewer hops imply reduced exposure to interfer-
ence accumulation and lower probability of regulatory
threshold violations. The lower hop count and higher
packet acceptance observed for the CA-AIF indicate that
the learned routing policy tends to select paths associated
with more favourable interference conditions. However,
the present experiments do not establish a direct causal
relationship between hop count and regulatory violation
probability. Table 6 summarizes the routing efficiency
under interference mobility scenarios. The stability score
integrates variance in routing decisions over time. High
values indicate predictable and regulation-compliant be-
havior.

4.4. Robustness under SNR degradation, interference es-
calation, and fading channels

To test system resilience, the signal-to-noise ratio
(SNR) is varied from -12 dB to 22 dB, while interference

power is independently varied from -8 dB to 18 dB. Mul-
tipath fading is modeled using a 7-path Rayleigh channel
with 3 us delay spread, representing dense urban reflec-
tion environments. Figure 10 presents the robustness
evaluation of the proposed framework under channel
degradation and interference escalation scenarios.

Figure 10(a) reports packet acceptance rate, rather
than a generic performance-retention measure. At an
SNR of —-10 dB, the CA-AIF achieves approximately 88%
packet acceptance under the corresponding interference
condition. Table 7 reports performance retention across
increasing delay spreads and therefore represents a dif-
ferent experimental dimension. The two results should
not be interpreted as identical measurements.

This is not simply robustness; it indicates that the
policy has learned interference-tolerant encoding and
routing patterns. From Figure 10(b), when interference
increases sharply, classical algorithms degrade almost
linearly. DUCBQ degrades sub-linearly, while PPO main-
tains stability due to its clipped policy update mecha-
nism:

LEMP(9) = min (1, (0) A clip(r:(6),1 — €, 1 + €)A,) (35)

This prevents abrupt policy shifts that would other-
wise amplify interference sensitivity. Table 7 presents the
system performance under multipath fading conditions.

Even under severe multipath distortion, the CA-AIF
maintains the reported level of packet acceptance,
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Table 8. Regulatory compliance performance comparison.

Method Avg Violation = Regulatory
Throughput Rate Stability
(Mbps) Index

Traditional anti- 6.2 0.28 0.63

interference

FHF-based 7.8 0.19 0.74

method

CA-AIF 10.1 0.05 0.92

indicating robustness to the evaluated delay-spread con-
ditions. Because these experiments vary channel condi-

tions rather than testing on temporally shifted or unseen
network distributions, they should not be interpreted as
evidence of temporal generalization.

4.4.1. Generalization to unseen interference conditions

To assess generalization beyond the conditions ob-
served during training, the model is trained using inter-
ference trajectories and channel conditions from one dis-
tribution and evaluated using a previously unseen distri-
bution characterized by different interference-source mo-
bility, interference intensity, and spectrum-occupancy
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patterns. No model parameters are updated during the
unseen-condition test. Performance degradation between
the in-distribution and out-of-distribution evaluations is
reported for throughput, packet acceptance, and compli-
ance violation rate. This experiment provides a stronger
basis for assessing generalization than changing only the
fading delay spread.

4.5. Compliance-aware intelligent anti-interference sys-
tem evaluation

The compliance component of CA-AIF evaluates
simulated network telemetry against predefined technical
constraints. It is therefore evaluated as a compliance-risk
monitoring mechanism within the simulation environ-
ment, rather than as an operational regulatory enforce-
ment system. The evaluation examines whether incorpo-
rating this risk signal into network-control decisions re-
duces predefined constraint violations while maintaining
communication performance.

Figure 11 presents the impact of user density and
coalition scaling on system throughput. As user density
increases, throughput initially improves due to enhanced
spectrum utilization before approaching saturation be-
cause of interference accumulation. From Figure 11(a), as
user density increases, throughput initially rises due to
better spectral utilization but later saturates due to inter-
ference saturation effects. However, the CA-AIF system
delays this saturation point significantly. From Figure
11(b), increasing coalition formation improves through-
put, but only up to a structural limit. Beyond that point,
interference coupling outweighs coordination gains.

The important observation is that regulatory-aware
learning shifts the optimal coalition size downward
slightly, prioritizing compliance stability over marginal
throughput gains. Table 8 provides a comparative analy-
sis of regulatory compliance performance.

To assess statistical reliability, each experimental
configuration was evaluated over 30 independent simula-
tion runs using independently initialized random seeds
and interference realizations. For each metric, the mean
and standard deviation are reported. The paired compar-
ison between CA-AIF and the strongest baseline is per-
formed using a paired two-sided -test because the same
experimental seeds and scenario realizations are applied
to both methods. The analysis reports the test statistic,
degrees of freedom, exact -value, 95% confidence interval
for the mean paired difference, and an effect-size meas-
ure such as Cohen’s. Where multiple baselines or multi-
ple metrics are tested simultaneously, the manuscript
should additionally report the selected multiple-
comparison correction procedure. Table 9 summarizes
the statistical comparison between CA-AIF and DUCBQ
across throughput, packet acceptance, compliance viola-
tion rate, and regulatory stability.

Statistical significance alone does not establish prac-
tical importance. Therefore, effect sizes are reported
alongside -values to quantify the magnitude of the differ-
ences between CA-AIF and the strongest baseline. Confi-
dence intervals are also reported to indicate the uncer-
tainty associated with the estimated performance differ-
ences.

4.6. Computational complexity & deployment feasibility

To assess real-world applicability, computational
load is measured under three operational scenarios:

e Low-load (10 users)

e Medium-load (50 users)

e High-load (120 users)

In addition to empirical decision latency, computa-
tional complexity is considered in terms of the dominant
operations of each learning component. For Q-learning,
the update complexity per state-action transition is ap-
proximately O(1) for a tabular implementation. UCB-
based selection requires evaluation over the available
action set and is therefore approximately O(IAl).
DUCBQ has additional variance-estimation overhead of
O(w) per decision, where w denotes the variance-
estimation window size. PPO introduces neural-network
forward and backward passes, with computational cost
dependent on the number of parameters and minibatch
size. CFG additionally requires evaluation of candidate
coalition utilities, with complexity dependent on the
number of nodes and coalition candidates. Empirical de-
cision latency and CPU utilization are therefore reported
alongside the algorithmic complexity discussion. Table 10
presents the evaluation of computational complexity
across different network load conditions.

Although PPO is computationally heavier than the
tabular baselines, the measured decision latency increases
from 2.6 ms under low load to 14.1 ms under high load in
the reported simulation. The present results therefore
indicate a moderate increase in computational demand
under the tested conditions; broader scalability claims
would require experiments involving substantially larger
network sizes and distributed implementations.

4.7. Ablation Analysis of Framework Components

To further validate the effectiveness of the proposed
architecture, an ablation analysis was conducted by selec-
tively removing major components of the framework and
evaluating the resulting performance degradation. Five
configurations are evaluated: (i) complete CA-AIF con-
taining CFG, DUCBQ, PPO, and compliance feedback; (ii)
CA-AIF without compliance feedback; (iii) CA-AIF with-
out CFG; (iv) CA-AIF without DUCBQ; and (v) CA-AIF
without PPO. The same seeds, simulation scenarios, and
evaluation criteria are applied to all configurations. The
CFG ablation is necessary because coalition formation is
responsible for cooperative resource organization and
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Table 9. Statistical validation of CA-AIF against DUCBQ.

Metric CA-AIF DUCBQ Mean Dif- 95% CI t df  Exactp- Cohen’s
Mean = SD Mean = SD ference value dz

Throughput (Mbps) 10.10 £ 0.42 7.94 +0.51 2.16 [1.96, 2.36] 22.31 29 <0.0001 4.07

Packet acceptance (%) 92.70 +£2.31 86.40 + 2.87 6.30 [5.26, 7.34] 12.41 29 <0.0001 2.27

Compliance violation rate  0.050+0.012  0.140+0.021  -0.090 [-0.098, -0.082] -22.89 29 <0.0001 -4.18

Regulatory Stability Index ~ 0.920+0.018  0.830 +£0.026  0.090 [0.080, 0.100] 18.63 29  <0.0001 3.40

Table 10. Computational complexity evaluation.
Algorithm Decision time — Decision time — Decision time — CPU utilization —
10 users (ms) 50 users (ms) 120 users (ms) 120 users (%)

Q-learning 1.2 3.8 9.6 41

UCBQ 15 4.2 10.3 44

DUCBQ 2.1 5.6 12.8 48

CA-AIF 2.6 6.4 14.1 52

interference reduction at the network-organization layer.
Its removal therefore tests whether the observed perfor-
mance gains can be attributed solely to adaptive routing
and PPO optimization or whether cooperative resource
organization provides an independent contribution.

The results revealed that removing compliance
feedback increased the regulatory violation rate from 0.05
to 0.18 while reducing routing stability by approximately
12%. Eliminating PPO optimization reduced average
throughput by approximately 15% and increased conver-
gence time by 37%. Similarly, removing DUCBQ resulted
in increased routing instability under dynamic interfer-
ence conditions and reduced packet acceptance perfor-
mance. These observations confirm that each component
contributes independently to overall system effectiveness
and that the best performance is achieved only when all
modules operate jointly within the proposed architecture.

The ablation study therefore provides additional ev-
idence that the observed performance gains are not at-
tributable to a single optimization component but arise
from the synergistic interaction between compliance-
aware learning, adaptive routing intelligence, and global
policy optimization [24]-[26].

All results presented in this section originate from
controlled simulation experiments. The term “real-time”
refers to the time-step-level operation of the simulated
control loop and should not be interpreted as evidence
that the framework has been validated under the latency,
measurement noise, data-access restrictions, and regula-
tory procedures of a live telecommunications network

4.8. Overall Discussion and Key Findings

Under the reported experimental configurations, the
principal findings demonstrate that the proposed CA-AIF
framework provides improvements in network perfor-
mance, compliance behaviour, routing stability, and
computational efficiency. In the primary algorithm-
comparison experiment represented by Table 4, CA-AIF
achieves an average throughput of 9.63 Mbps, compared
with 6.81 Mbps for UCBQ, corresponding to a 41.4% im-

provement in average throughput. This result indicates
that the proposed compliance-aware anti-interference
framework can improve communication performance
while incorporating regulatory considerations into the
control process. It should be noted that the 10.1 Mbps
throughput value reported in Table 8 belongs to the dedi-
cated compliance-evaluation scenario described in Sec-
tion 4.4 and therefore should not be directly compared
with the general algorithm-comparison results presented
in Table 4. The 9.63 Mbps and 10.1 Mbps values arise
from different experimental configurations and serve dif-
ferent evaluation purposes.

In terms of regulatory compliance, CA-AIF demon-
strates a substantial reduction in the measured compli-
ance-risk and violation indicators [27]. In the reported
configuration, the compliance violation index decreases
from 0.31 for Q-learning to 0.06 for CA-AIF, representing
a substantial reduction in average violation magnitude.
Across the evaluated scenarios, the framework achieves
up to an 80% reduction in regulatory violations, demon-
strating that compliance-aware control can substantially
reduce departures from the predefined technical con-
straints used in the simulation. These results should be
interpreted as improvements in the simulation-derived
compliance measures rather than as evidence of a legally
valid probability of regulatory compliance.

CA-AIF also achieves the lowest reported packet-
loss rate and the highest packet-acceptance rate among
the evaluated methods, indicating that the improvements
in interference management and compliance behaviour
do not come at the expense of communication reliability
[28]-[30]. Furthermore, the proposed routing mechanism
remains comparatively stable under the evaluated dy-
namic-interference and mobility conditions, suggesting
that the framework can maintain more consistent routing
behaviour when network conditions change.

The framework also demonstrates stable perfor-
mance under the evaluated —10 dB SNR conditions, indi-
cating robustness under challenging communication
conditions. Its behaviour under dynamic interference and
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mobility further supports the ability of the proposed con-
troller to adapt to changing network environments with-
out substantial degradation in the reported performance
measures.

The computational results indicate that the pro-
cessing demand increases predictably with network load.
Despite this increase, CA-AIF remains within the meas-
ured decision-latency range reported in Table 10. This
predictable computational scaling suggests that the pro-
posed framework has potential for deployment in envi-
ronments where timely network-control decisions are
required, subject to validation on representative opera-
tional hardware and real-world network conditions.

The experimental results indicate that CA-AIF pro-
vides a combined improvement in throughput, packet
reliability, regulatory-risk reduction, routing stability,
robustness, and computational scalability under the
evaluated simulation configurations. The results there-
fore support the effectiveness of incorporating compli-
ance information directly into the learning-based net-
work-control framework while maintaining the distinc-
tion between simulation-derived compliance metrics and
real-world regulatory compliance.

What differentiates this framework is not only per-
formance gain, but structural behavior: the learning sys-
tem continuously adjusts its network-control actions in
response to both communication-state variables and
compliance-risk signals, continuously adjusting not just
to physical interference but also to policy constraints em-
bedded in the telecommunication environment. This rep-
resents a shift from classical wireless optimization to
compliance-native intelligent infocommunication sys-
tems, where machine learning is simultaneously a com-
munication optimizer and a regulatory enforcement
mechanism.

5. Limitations and Future research
5.1. Limitations

Several limitations should be considered when in-
terpreting the results. First, the experiments are based on
synthetically generated network and interference data
rather than operational telemetry obtained from tele-
communications operators or regulatory authorities.
Consequently, the reported compliance results demon-
strate behaviour under controlled simulation assump-
tions and do not constitute evidence of operational regu-
latory compliance.

Second, the compliance-monitoring layer evaluates
predefined technical constraints rather than interpreting
complete national regulatory frameworks. The current
implementation therefore does not perform legal reason-
ing, regulatory-document interpretation, or jurisdiction-
specific compliance certification. Its compliance signal
should be understood as a quantitative representation of
predefined technical risk.

Third, the present experiments do not contain a mul-
tilingual NLP component, a language-specific regulatory
dataset, or a regional regulatory benchmark. Claims con-
cerning low-resource languages and multilingual regula-
tory processing are consequently limited to future ap-
plicability rather than experimentally demonstrated ca-
pability.

Fourth, the generalization experiments are restricted
to the network and channel conditions explicitly evaluat-
ed. Robustness to unseen regulatory regimes, abrupt pol-
icy changes, previously unseen network topologies, and
operational distribution shifts remains to be established.

The current implementation evaluates CFG,
DUCBQ, and PPO within a controlled simulation envi-
ronment. Large-scale distributed deployment, communi-
cation overhead among learning agents, model-update
latency, hardware acceleration, cybersecurity risks, and
failure modes of the compliance-monitoring subsystem
require additional investigation.

5.2. Future Research

Future research should focus on five directions.
First, the framework should be validated using opera-
tional spectrum-monitoring and network telemetry da-
tasets obtained through appropriate regulatory and oper-
ator partnerships. Second, the compliance layer should be
extended to support machine-readable regulatory poli-
cies and explicit mapping between policy clauses and
measurable network constraints. Third, multilingual NLP
models could be introduced to process regulatory docu-
ments in low-resource languages, followed by evaluation
using language-specific benchmarks. Fourth, transfer
learning, continual learning, and distribution-shift detec-
tion should be investigated to improve adaptation to un-
seen network and regulatory conditions. Finally, large-
scale testbed and field trials should be conducted to eval-
uate computational overhead, communication latency,
safety constraints, and deployment feasibility.

6. Conclusion

This study developed a CA-AIF for joint anti-
interference management and adaptive routing in heter-
ogeneous telecommunication networks. The framework
integrates Coalition Formation Games for cooperative
resource organization, variance-aware DUCBQ for adap-
tive routing, PPO for global policy optimization, and a
telemetry-based compliance-risk layer. Rather than treat-
ing compliance as an independent post-processing activi-
ty, the framework incorporates predefined technical
compliance constraints into network-control decisions.

Simulation experiments demonstrated that CA-AIF
achieved improved throughput, packet acceptance, rout-
ing stability, and convergence behaviour while reducing
the predefined compliance violations relative to the eval-
uated baseline methods. The results also indicate that
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compliance-aware optimization can be integrated with
interference management without necessarily sacrificing
communication performance. However, because the
evaluation uses synthetic data and predefined technical
constraints, the results should be interpreted as evidence
of simulation-based compliance-aware optimization, not
as evidence of legal or operational regulatory compliance.

Future work should validate the framework using
operational telemetry, formal regulatory-policy map-
pings, unseen regulatory and network conditions, multi-
lingual regulatory datasets, and large-scale testbeds.
These extensions are necessary to determine whether the
proposed approach can progress from a controlled re-
search framework toward deployable compliance-aware

intelligent networking.
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