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Abstract: Intrusion Detection Systems (IDS) deal with issues concerning the ever-escalating level of so-
phistication observed within cyber threats. Nonetheless, IDS performance is deteriorated by class imbal-
ance and excessively high-dimensional features, which cause biased classifier training towards major traf-
fic patterns. Thus, this research introduces an innovative hybrid clustering IDS approach that utilizes Min-
iBatchKMeans clustering and ensemble machine learning strategies to mitigate these challenges. The sug-
gested IDS approach utilizes the Synthetic Minority Over-sampling Technique for addressing class imbal-
ance problems, Fast Correlation-Based Filter for reducing high-dimensional features, and Hyperopt Tree-
structured Parzen Estimator for optimizing clustering and machine classifiers' parameters. Four super-
vised machine classifiers — Decision Tree classifier, Random Forest classifier, Extra Trees classifier, and
XGBoost classifier— were trained and validated on the NSL-KDD IDS dataset. Additionally, experimental
analysis indicated a superior detection accuracy for all classifiers, for which the best-optimized XGBoost
classifier and best-optimized Random Forest classifier provided 99.57% and 99.51% accuracy, respectively.
The proposed clustering-optimized machine IDS approach provided substantial improvements for identi-
fying minority class attacks, along with sustainability and high generalization capabilities. The obtained
outcomes support the research premise concerning the efficacy of cluster-aware sampling and ensemble
optimizations for designing more balanced, accurate, and adaptive IDS systems for effectively protecting

against ever-escalating real-life threats within the cyberworld.
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1. Introduction

Cyber-attacks come off as major threats to the securi-
ty of both individuals and organizations, given the in-
creasing level of interconnectedness associated with the
online world. An Intrusion Detection Systems (IDS) play
the important role of a cornerstone defense system, de-
tecting unusual patterns associated with activities ob-
served on networks. However, the high level of complex
patterns associated with high network data, specifically
its high dimensionality and dynamic patterns associated
with persistent threats, creates important challenges for
typical IDS models to effectively design new approaches
for the detection of unusual patterns [1]-[3].

Techniques utilizing machine learning algorithms
have shown enormous benefits in the enhancement of
IDS performance through the ability to identify prognos-
tic patterns from labeled databases [4], [5]. However,
these approaches can be associated with high imbalance
in their classes, in which attack instances are masked by a
large number of normal traffic instances, such that biased
classifiers are produced, as well as a reduced capacity to
detect rare attacks [6], [7]. Moreover, high-dimensional
spaces are less efficient with high chances of overfitting
problems in which feature selection/dimensionality re-
duction techniques are required to enhance performance
[8]-[10]. Various combination approaches like bagging,
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boosting, random forest algorithms, gradient boosting
algorithms, stacked deep networks simultaneously em-
ploy many base classifiers that combine their strengths in
making a more accurate prediction as well as addressing
the problem brought about by high imbalance in classes
through a combination of Misclassification Errors
Weighted, bootstrap sampling approaches [11], [12].
However, despite their enormous benefits, these ap-
proaches still may end up completely neglecting the sys-
temic structure pattern in the attack data.

One of the most essential questions in IDS study is
how best to integrate clustering approaches with expert
classifiers. This integration largely focuses on identifying
highly imbalanced minority attack classes in the study, as
shown by recent research.

Yin et al. [2] proposed the use of Birch clustering
with MLP, considering the cluster label information as
supplement features, and achieved an accuracy rate of
99.73% on the CICIDS-2017 dataset, considering the class
label information of the clusters as supplement features.
Faroogqi et al. [1] proposed an ensemble voting classifier
that integrates Decision Tree, Random Forest, and
XGBoost (Extreme Gradient Boosting) classifiers, coupled
with SMOTE, and demonstrated accuracy above 99.9%
on NSL-KDD, UNSW-NB15, and CIC-IDS databases.
Nassreddine et al. [4] combined the concept of correla-
tion-based and embedded FS, coupled with classifier
stacking of RF, Decision Tree, and XGBoost, and closely
approached the perfect accuracy level of ~99.9%. Zhu and
Liu [13] presented the design of an efficient framework
that applies the concepts of subspace clustering and en-
semble learning to the Internet of Things (IoT) intrusion
detection, demonstrating excellent gains over the bench-
mark classifiers. In addition, the use of ADASYN over-
sampling, an SMOTE variant, with RF on the CICIDS da-
tabases by Chen et al. [14] resulted in a remarkable en-
hancement of dataset recall and F1-score values, particu-
larly for the less frequent events. These works indicate
that the integration of ML-ensemble, or other specific
classifiers, with some proper oversampling and FS, out-
performs the other ML-approaches to some level, but
none of them explored the concept of biased classifier
designs on the individual clusters, as done in the pro-
posed model presented.

There is a limited body of IDS research that employs
both oversampling and ensemble methods to handle
class imbalance. Le et al. [15] observe that while “various
methods” (resampling methods, ensemble methods, etc.)
have been employed to deal with imbalanced IDS data,
“there exists a notable gap in the literature for effective
hybrid methodologies.” Some recent studies report very
high accuracy on the NSL-KDD data set. For example,
Faroogqi et al. (2024) [1] report 99.88% accuracy using a
DRX Voting Ensemble (Decision Tree, Random Forest,

XGBoost). Similarly, Nassreddine et al. [16] report
~99.99% accuracy using the SMOTE Tomek Resampling
method. However, none of these studies that report very
high accuracy use a clustering step in the process. A
small number of studies have also, utilized clustering
before a classification model is applied. For example, [17]
introduced a new approach called KCLSTM, which is a
hybrid approach that makes use of a CNN-LSTM model
for detection on the NSL KDD dataset. A similar ap-
proach is utilized by [18], who employed a K-means
model before a classification model using the XGBoost
algorithm on the NSL KDD dataset. However, this ap-
proach has been utilized to increase overall accuracy but
has yet to be utilized with sampling methods for each
individual cluster. Most importantly, the minority classes
of attacks (R2L and U2R on the NSL KDD dataset, classes
3 and 4) have yet to be addressed. Joshi et al. (2025) noted
that even though advanced models have been utilized on
the dataset, they have yet to be successful in detecting the
minority classes. “CNN-BiLSTM often misclassified Clas-
ses 3 and 4,” they noted. A similar result was found with
the XGBoost model. Overall, while various models have
been utilized on the dataset, none have employed a com-
bination of models to increase detection accuracy on the
minority classes.

In this study, we present a novel hybrid model for
Intrusion Detection Systems that uses MiniBatchKMeans
clustering and a separate ensemble model (e.g., XGBoost,
Random Forest) per cluster. Although K-means has been
explored in Intrusion Detection Systems (e.g., KCLSTM),
our contribution is combining clustering and ensemble
learning in a single model. The ensemble model learns
from a more homogeneous subset of data within each
cluster and uses a specialized decision boundary. Fast
Correlation-Based Filter (FCBF) feature selection ap-
proach within each cluster. The FCBF filter starts with a
full feature set and uses a symmetrical uncertainty crite-
rion (information-theoretic correlation measure) to filter
out irrelevant and redundant features. The process con-
tinues iteratively until a reduced subset of relevant fea-
tures is obtained. The reduced feature subset contains a
small number of relevant features that are useful for each
cluster. This improves each ensemble model by removing
noise and speeding up model training. After feature fil-
tering, we balance the class distribution for each cluster
by using SMOTE on the minority classes in the cluster.
This is like creating new instances of infrequent intru-
sions in a cluster. This is important to ensure that infre-
quent attacks have enough training instances in a cluster.
SMOTE has been shown to be highly successful; for ex-
ample, SMOTE Tomek Re-Sampling with the NSL KDD
dataset has an accuracy rate of almost 99.99%. Our ap-
proach is more accurate because we use SMOTE for each
cluster. Also, we use the Hyperopt library's "Tree-
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structured Parzen Estimator” (TPE) to optimize the hy-
perparameters for each cluster's model. This is important
to ensure that the model is tuned to the best possible pa-
rameters for the distribution in the cluster. This is im-
portant to ensure that we can detect infrequent attacks in
a cluster. By tuning the hyperparameters for each model
in a cluster, we ensure that we can detect infrequent at-
tacks in a cluster.

This paper contributes to the body of knowledge: 1)
Improving rare class detection: Our first goal is to signifi-
cantly improve IDS detection rates for the least repre-
sented classes in the NSL-KDD data set (such as Class 4:
U2R attacks). Regular global models perform poorly in
this regard (Classes 3/4 are “often misclassified” accord-
ing to Joshi et al.), so we specifically address this prob-
lem. Our goal is to significantly improve recall/F1 for
R2L/U2R attacks. 2) Cluster-aware training: Our model
benefits from the homogeneous nature of the data in the
clusters created by MiniBatchKMeans. Each model will
be trained on a more specific set of data, allowing it to
specialize in the detection of anomalies in that set. For
example, if one of the clusters is comprised mainly of one
type of attack, the model will be able to specialize in that
type of attack. 3) Balancing and reduction: In each cluster,
SMOTE will create additional examples of rare classes,
and FCBF will remove irrelevant features. The goal of
these operations is to enhance the detection of rare intru-
sion classes by providing sufficient positive examples of
each rare class and eliminating irrelevant features to help
each ensemble model better understand the nature of
rare intrusion classes.

The rest of this paper is organized as follows: Sec-
tion 2 presents an overview of existing work on cluster-
ing-based IDS systems, feature selection, and imbalanced
datasets. Section 3 presents an overview of our method-
ology for clustering, biased classifier design, feature de-
velopment, and optimization. The rest of this paper is
organized as follows: Section 4 presents an overview of
our dataset, experiment setup, and evaluation metrics,
and presents an overview of our research process and
comparison to existing approaches. Finally, we provide
an overview of conclusions and future work in Section 5
and Section 6.

2. Literature Review
2.1. Clustering-Based Intrusion Detection Using K-means
Clustering algorithms have emerged as significant
components in anomaly-related intrusion detection sys-
tems, and it has been identified that among the widely
used algorithms is the K-means algorithm due to its sim-
plicity and efficiency [19]. Many researchers have intro-
duced modifications of the algorithm in an attempt to
increase its precision and mitigate the problem of pro-
ducing false alarms.

A new K-means algorithm for anomaly detection
with adaptive determination of optimal clusters based on
the Calinski-Harabasz index was presented by Kherbache
et al. [20]. This showed enhanced efficiency for detection
as well as processing speed when compared to traditional
K-means and Support Vector Machine classifiers on NSL-
KDD and CICIDS2017 datasets. A collaborative approach
using PCA with K-means for dimensionality reduction
with enhanced clustering accuracy was presented by
Chapagain et al. [19]. Their approach showed enhanced
detection capabilities, a reduction in the rate of FP, as
well as improvement in processing speed.

Later improvements in clustering algorithm ap-
proaches were suggested in the work of Hu et al. [21],
who focused on developing an approach called multiple
kernel clustering (MKC) to meet the challenges of having
missing attributes in the Internet of Things (IoT) domain.
The approach focused on similarity calculations and not
rough imputation methods, thereby providing better ac-
curacy in the detection of anomalies in incomplete da-
tasets. On the other hand, Samunnisa et al. in [22] de-
signed a hybrid approach to combine clustering and clas-
sification techniques, also utilizing the RF classification
algorithm. The anomaly detection approach based on
threshold values was very accurate, with up to 99.85% on
the NSL KDD and KDD Cup 99 datasets.

Aamir et al. [23] worked in the area of semi-
supervised clustering, where the unlabeled network traf-
fic data was classified using PCA-based K-means and
Agglomerative algorithms. Finally, the labeled groups of
the data were classified using classification algorithms
like k-Nearest Neighbors (k-NN), Support Vector Ma-
chine (§SVM), and Random Forest classification. This end-
to-end solution showed remarkable accuracy of up to
96.66% and proved robustness against various forms of
attacks. Talking about the benchmarking analysis,
Maseer et al. [24] carried out a comparative study of ten
supervised and unsupervised algorithms like K-means,
Self-Organizing Map (SOM), and Expectation Maximiza-
tion (EM) on the CICIDS2017 dataset. They critically ana-
lyzed the shortfalls of past studies, where the research
contained shallow analysis and outdated data issues.
They concluded that K-means remained a competitor in
the unsupervised scheme of things but marked the need
for parameter adjustments and in-depth fusion.

Younisse & Al-Haija [25] concentrated on the use of
real-time K-means, specifically an online version for in-
trusion detection on the web. The results showed that the
online clustering algorithm attained the same level of
clustering purity as the offline algorithm when used for
normalized IoT traffic, which attained values above 93%
and F1 values of 94%.

Chormale et al. [26] focused on data streams that
evoke high velocity and volume, testing the efficiency of
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clustering-based Intrusion Detection Systems (IDSs) in a
difficult corporate environment. Their preliminary work
emphasized the flexibility and scalability of clustering
approaches in a setting that involves the surveillance of
packets in real-time.

The imbalance problem of datasets was overcome
by Wang et al. [27], who developed a multicriteria GANs-
assisted clustering-based Intrusion Detection System. The
generated synthetic data was used for speeding up the
learning of clusters by employing fuzzy C-means and
CNN-LSTM deep CNN architectures. The obtained re-
sults that were proven to be correct by employing the
dataset UNSW-NB15 had good generalizability and ap-
plicability to any type of attack scenario.

In general, all these studies exhibit the scenario of
intrusion detection via K-means clustering. In particular,
since traditional K-means clustering is affected by several
drawbacks, such as sensitivity to initialization, as well as
the requirement that the number of clusters must be pre-
defined, all these drawbacks have been alleviated by hy-
bridization (PCA, classifiers), by adaptive clustering
(Multiple Kernel Clustering, Weighted Fuzzy C-Means),
as well as by online machine learning. Benchmark da-
tasets like NSL-KDD and CICIDS2017 remain mostly
used, but new approaches tend towards more difficult
tasks like unbalanced datasets, real-time systems, and
missing attributes.

2.2 Biased classifier ensemble for network intrusion de-
tection

It has been observed that recent works have
demonstrated that there is potential to improve the per-
formance capabilities of intrusion detection systems (IDS)
by ensemble-based strategies, especially with regard to
the existing imbalance class issue in network traffic da-
tasets. The contribution by Thakkar and Lohiya [28] in
this regard was through the development of a bagging-
based deep neural network (DNN) model that assigns
more weight to the minority classes during training, thus
providing better accuracy and Fl-value performance ca-
pabilities to four prominent benchmark datasets. Related
to this, but with equal importance, was the contribution
by Ren et al. [29] with the Dynamic Under-sampling En-
semble Network (DUEN) model, which uses boost-based
strategies that utilize dynamic under-sampling, giving
preference to boundary regions, thus resolving imbalanc-
es and noisy issues, thereby enabling efficient identifica-
tion or detection of rare classes associated with attack
traffic.

After this, with respect to strategies related to IoT,
Musthafa et al. [5] have made contributions through bal-
ancing classes, along with feature selection represented
by ANOVA, followed by ensemble strategies involving
Support Vector Machines and LSTM networks, thus ena-
bling high detection accuracy with low false alarms.

Apart from those approaches that specifically deal
with tackling imbalance, other researchers have explored
ensemble architectures that specifically aim to maximize
overall efficiency. These works include the comparative
study by Hossain and Islam [30] involving different en-
semble models like Random Forest, Gradient Boosting
Machine, AdaBoost, and XGBoost, whose results consist-
ently showed that Random Forest delivered the best and
most accurate results. The study by Thockchom et al. [31]
adopted a light-weight base learner method composed of
Naive Bayes, Logistic Regression, and Decision Tree clas-
sifiers pertaining to the classification task, with an addi-
tional Stochastic Gradient Descent meta-classifier in favor
of more efficacious generalization. In terms of large-scale
intrusion detection in big data, Jemili et al. [32] proposed
Random Forest integrated with XGBoost, which achieved
an optimum accuracy rate of 97%. On the subject of op-
timization method-based approaches, Sarkar et al. [33]
proposed the use of cascaded meta-specialist classifiers
with the integration of data generation methods specifi-
cally pertaining to less common categories R2L & UZ2R,
which performed more accurately in their detection. Last
but not least, the utilization of evolutionary computation
was explored, as presented in the study by Akhtar et al.
[34], who established an efficient genetic ensemble meth-
od that was compared with common ensemble methods
such as Voting, Bagging, Gradient Boosting Machine
(GBM), and Bagger based on Random Forest, achieving
impressive reduction in mean squared error & mean ab-
solute error.

Taken collectively, these papers serve as a pointer
to how ensemble methods can be very useful in improv-
ing the efficacy of an IDS, particularly in dealing with
imbalances and heterogeneities in networks, without
emphasizing significantly how clustering can be utilized
as a preprocessing step in improving further the quality
of data prior to classification.

3. Proposed Method

This paper proposes a hybrid solution for intrusion
detection by integrating clustering-based sampling with
supervised machine learning classifier models. The over-
all process includes data preprocessing, balancing classes,
feature selection, clustering, training, and testing. The
overall process is depicted in Figure 1.

3.1. Data Acquisition and Preprocessing

The NSL-KDD intrusion detection benchmark
dataset, which removes redundancy issues related to the
original KDD'99 data set, was utilized in conducting ex-
periments [35]. The data was read from the CSV file, and
inconsistencies in it were checked. The categorical varia-
bles were encoded as numerical using Label Encoding to
make them compatible with machine learning models.
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Figure 1. Workflow of the Proposed Hybrid Intrusion Detection System Based on Clustering and Supervised Learning.

Each record in the NSL-KDD dataset represents a
single TCP/IP connection with 41 attributes (TCP fea-
tures, content features, traffic features based on time and
host information) and one label. Among the attributes,
there are three nominal attributes (protocol, service, flag),
some binary attributes (logged_in, is_guest_login), while
the rest of the attributes are numeric. There are five clas-
ses in the label set: one class for normal instances and
four classes for different kinds of attack instances: Denial
of Service (DoS), Probe, Remote-to-Local (R2L), and User-
to-Root (U2R). There are about 148,500 instances in the
NSL-KDD dataset in total: 125,972 instances in the train-
ing set and 22,543 instances in the testing set. There are 39
kinds of attack instances in total: 22 kinds in the training
set and 37 kinds in the testing set. Some examples of the
most common attack instances include smurf and nep-
tune for the DoS class, port sweep and satan for the Probe
class, guess_passwd for the R2L class, while the U2R
class includes instances of buffer_overflow. The class dis-
tribution is imbalanced in the NSL-KDD dataset. For ex-
ample, the percentage of the Denial of Service class is
much higher than the other classes in the attack instances.

3.2. Class Balancing

Owing to the imbalance present in intrusion detec-
tion datasets, the Synthetic Minority Oversampling
Technique (SMOTE) was used on the training dataset to
artificially create samples from minority classes. This al-
lowed the models to see an equal distribution of attack
and normal traffic samples.

3.3. Feature Selection

In this research, the Fast Correlation-Based Filter
(FCBFK) algorithm is used as a dimensional reduction
algorithm in order to improve the performance of the
proposed IDS. This is undertaken in a bid to improve
computational complexity by removing any redundant
attributes.

The method relies on the Symmetrical Uncertainty
(SU) measure, which evaluates the correlation between
features and the target class. It is defined as:

IG(X 1Y)

M

where:
o IG(X|Y)=HX)—H(X|Y) is the information
gain
e H(X) Is the entropy of attribute (H)
e IG(X|Y)is the conditional entropy of X given X

The SU values range between 0 and 1, with higher
values indicating stronger associations with the class la-
bel.

Procedure:

e SU Computation: For each feature in the dataset,
the SU score with respect to the class label was
computed.

¢ Relevance Filtering: Features whose SU values ex-
ceeded the predefined threshold § were selected as
relevant.

¢ Ranking: Based on SU values, the chosen features
were arranged in descending order.

¢ Redundancy Elimination: for each feature F;, the
SU score with other features F; was calculated. If

SU(F,F;) = SU(F;, C) )

then F; was considered redundant and discarded.

¢ Final Subject: The process continued until only the
most relevant and non-redundant features were re-
tained.

The NSL-KDD database was then employed to re-
duce the first 41 features by using the Fast Correlation-
Based Filter with k-selection, named as FCBFK. The pro-
cess was done by ranking the features through symmetric
uncertainty, where the top k(attributes) with high rele-
vance to intrusion classes were chosen.

The final set of selected subsets contains variables
like duration, protocol_type, src_bytes, dst_bytes, flag,
count, srv_count, serror_rate, rerror_rate, logged_in, hot,
num_access_files, and srv_rerror_rate. These variables
encompass behavior from network traffic volumes and
error rates to user or system-level activities like user
logins and access to system files. For example, the two
features, src_bytes and dst_bytes, are significant in iden-
tifying Denial-of-Service (DoS) attacks from normal ses-
sions, while logged_in and num_access_files are signifi-
cant in identifying Remote-to-Local (R2L) and User-to-
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Algorithm 1. FCBFK-MiniBatchKMeans-Based Feature Selec-
tion.

Input:
NSL-KDD dataset D = {(Xi, ¥i)}iq
Feature set F = {F1,F>,...,Fu1}
Class labels C&{DoS, Probe, R2L, U2R, Normal}
SU threshold 6
Number of selected features k
Number of clusters Ke
Sampling ratio o
Train-test split ratio r = 0.8
Output:
Reduced feature subset F*
Balanced training dataset S
Test dataset Dhest
Steps:
1. Compute SU(F;, C) for all 41 features
. Select relevant features Fr where SU = 6
. Rank Fr in descending order of SU
. Initialize F* = {}
. For each Fi in Fr:
Add Fi to F*
For each Fj after Fi:
If SU(Fi, Fj) = SU(Fj, C):
Remove Fj
6. Select Top-k features — F*
. Reduce dataset D using F*
8. Split D into D_train (80%) and D_test (20%)

G x W N

N

9. Apply MiniBatchKMeans on D_train — clusters

C1...CKc
10. For each cluster Cj:
Sji=ax I1Cjl

Randomly sample Sj instances
11. Combine all S5 — S

Return F*, S, D_test
End

Root (U2R) attacks. Likewise, the two features, count and
srv_count, are significant in identifying connection rate
totals characteristic of Probe attacks. Reducing the fea-
tures to the most significant ones resulted in a reduction
of the data dimensions with consequent improvements in
computational efficiency.

3.4. Clustering-Based Sampling

To counter class imbalances and to avoid domina-
tion by majority classes such as DoS during model train-
ing, there was a clustering-based sampling strategy. This
was achieved by using MiniBatchKMeans to split the da-
ta into k homogenous clusters:

MiniBatchKM
X={x,% 0} S C={CyCyy e, G} ()

where X denotes the training samples and C; represents
the j*" cluster.
From each cluster, a proportional number of sam-
ples was selected:
5y =a- |G 4)
where a is the sampling ratio and (; is the cluster size.

This ensures that each cluster contributes a balanced
subset of instances to the final training set:

S:OSJ (5)

j=1

Because the sampling performed here is proportion-
ally done from all the clusters, the diversity has been pre-
served, and there is a reduction in the over-
representation of frequent patterns. It gives a view of rel-
atively balanced sample distributions across attack cate-
gories: DoS, Probe, U2R, R2L, and Normal, which en-
hances the generalization capability of the classifiers that
are downstream. The algorithm for feature selection is
summarized in Algorithm 1.

Next, the data was divided into training and test
subsets at a ratio of 80:20 using the train_test_split func-
tion provided by scikit-learn.

3.5. Model Training

Four different supervised learning algorithms were
utilized in order to evaluate the detection capability of
the developed hybrid model for intrusion detection.
These algorithms are the Decision Tree (DT) Classifier,
Random Forest (RF) Classifier, which also uses a hy-
perparameter-optimized model for improved detection
capability, achieved through Hyperopt hyperparameter
optimization with a Tree-structured Parzen Estimator
(TPE), Extra Trees (ET) Classifier, and a hyperparameter-
optimized Extreme Gradient Boosting model, also
achieved through hyperparameter optimization, namely,
XGBoost Classifier. The respective models were devel-
oped on the preprocessed training data sets, and their
performances were also evaluated on a separate, un-
known test data set.

3.6. Performance Evaluation

Various performance metrics were also used to
evaluate the performance of the models. These include
Accuracy, Precision, Recall, as well as the F1 score. Con-
fusion matrices are also used to display errors in the clas-
sification process. Also, in a classification problem like
this, calculations for ROC AUC score are done. Every
performance metric was measured for comparison pur-
poses. The criterion for each of the measures is deter-
mined based on four basic criteria: True Positive (TP),
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Table 1. Hyperparameters of the Classifiers for Baseline.

Algorithm Key Parameters

Decision Tree (DT) criterion = "gini", max_depth = None, random_state = 42

Random Forest (RF) n_estimators = 100, criterion = "gini", max_depth = None, random_state = 42

Extra Trees (ET) n_estimators = 100, criterion = "gini", max_depth = None, random_state = 42

XGBoost (XGB) n_estimators = 100, learning_rate = 0.1, max_depth = 6, objective = "multi:softmax",
eval_metric = "mlogloss", random_state = 42

True Negative (TN), False Positive (FP), and False Nega-
tive (FN).

1) True Positive (TP): Indicates whether the model
correctly identified an atack when there was in-
deed an attacked.

2) False Negative (FN): Occurs when the model in-
correctly labels an instance record as not an at-
tack, despite it actually being an attack.

3) False Positive (FP): Indicates instances where the
model incorrectly identifies an attack when there
is actually no attack present.

4) True Negative (IN): Indicates when the model
correctly identifies that there is no attack and
there is indeed no attack.

Precision: is a quantitative measure that specifically
evaluates the accuracy of identifying positive instances,
by determining the proportion of anticipated positive
attack that are actually true. The question it addresses is:
"What is the proportion of true positive predictions
among all the predicted positive instances?" Equation 6
represents the mathematical formula for the precision
metrics.

TP

TP +FP ©)

precision =

Recall: Recall, sometimes referred to as sensitivity or
true positive rate, measures the accuracy of predicting
actual attack records. It provides the answer to the ques-
tion: "Out of all the true positive cases, how many were
accurately identified as positive?" The formula is dis-
played in equation 7:

Recall = — %)
et = TP Y FN

F-measure (or F-score): The F1 score is calculated as
the harmonic mean of precision and recall. The evalua-
tion of a classification model is conducted in a balanced
manner, considering both false positives and false nega-
tives. It is especially advantageous when working with
datasets that have an unequal distribution of data. Equa-
tion 8 presents the mathematical expression for the F-
score.

Y 5 Precision X Recall ®)
— = X
easure Precision + Recall

Accuracy: Accuracy is a widely used measure to as-
sess the overall effectiveness of a classification model.
Equation 9 demonstrates how the accuracy is calculated
by determining the ratio of correctly classified cases (in-
cluding true positives and true negatives) to the total
number of instances:

TP+TN
TP+TN +FP+FN

©)

Accuracy =

4. Experimental Results

The proposed approach was implemented in Python
3.9 using the scikit-learn, imbalanced-learn, and XGBoost
libraries, and experiments were conducted on a work-
station with an Intel® Core™ i7 processor, 16 GB RAM,
and Windows 10 OS. Using the NSL-KDD dataset, split
into 80% training and 20% testing sets, SMOTE over-
sampling, FCBF feature selection, and clustering-based
sampling were applied before classifier training. Four
models — XGBoost, Random Forest (RF), Decision Tree
(DT), and Extra Trees (ET),— were evaluated on 5,360
samples spanning seven target classes, with performance
measured using accuracy, precision, recall, and F1-score.
Hyperparameter tuning was carried out with Hyperopt,
and the baseline configurations for each classifier are
summarized in Table 1.

4.1. XGBoost Classifier

The XGBoost model was evaluated for intrusion de-
tection using both the baseline configuration and a hy-
perparameter-optimized configuration obtained through
Hyperopt. The optimization process selected a learning
rate of 0.7340, 70 estimators, and a maximum depth of 14
as the best-performing parameters.

Table 2 presents the comparative performance of the
baseline and optimized models. The baseline XGBoost-
model achieved an accuracy of 99.18%, precision of
0.9918, recall of 0.9918, and an F1-score of 0.9918. Class-
wise evaluation revealed strong performance across most
attack and normal traffic categories, although Class 4 (a
minority class with only 7 instances) exhibited a reduced
recall of 0.71, indicating occasional misclassifications.
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Figure 2. Confusion Matrices for Baseline (left) and Hyperparameter-Optimized (right) XGBoost Models in Intrusion Detection.
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Figure 3. Confusion Matrices for Baseline (left) and Hyperparameter-Optimized (right) Random Forest Models in Intrusion Detec-

tion.

Table 2. Comparative Performance of Baseline and Hyperparameter-Optimized XGBoost for Intrusion Detection.

Configuration Accuracy Precision Recall F1-score
Baseline 0.9918 0.9918 0.9918 0.9918
Hyperparameter Optimized 0.9957 0.9957 0.9957 0.9957

Table 3. Comparative Performance of Baseline and Hyperparameter-Optimized Random Forest for Intrusion Detection.

Configuration Accuracy Precision Recall F1-score
Baseline 0.994 0.994 0.994 0.994
Hyperparameter Optimized 0.9951 0.9952 0.9951 0.9951

Following  hyperparameter = optimization, the
XGBoost model achieved improved performance, with an
accuracy of 99.57%, precision of 0.9957, recall of 0.9957,
and an Fl-score of 0.9957. While the recall for Class 4 re-
mained at 0.71, all other classes either maintained or

slightly improved in detection performance. Notably,
minority classes such as Class 2 (19 samples) and Class 5
(251 samples) achieved perfect or near-perfect detection
rates.
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Figure 4. Confusion Matrices for Baseline (left) and Hyperparameter-Optimized (right) Decision Tree Models in Intrusion Detection.
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Figure 5. Confusion Matrices for Baseline (left) and Hyperparameter-Optimized (right) ExtraTreesClassifier Models in Intrusion De-
tection.

Table 4. Comparative Performance of Baseline and Hyperparameter-Optimized Decision Tree for Intrusion Detection.

Configuration Accuracy Precision Recall F1-score
Baseline 0.9931 0.9937 0.9931 0.9933
Hyperparameter Optimized 0.9937 0.9941 0.9937 0.9938

Table 5. Comparative Performance of Baseline and Hyperparameter-Optimized ExtraTreesClassifier for Intrusion Detection.

Configuration Accuracy Precision Recall F1-score

Baseline 0.9957 0.9957 0.9957 0.9957

Hyperparameter Optimized 0.9955 0.9955 0.9955 0.9955

The confusion matrices (Figure 2) illustrate the dis- sion types. Nevertheless, the optimized model reduced

tribution of correct and incorrect predictions for the base- false negatives in several classes, contributing to the ob-
line and optimized models, respectively. In both cases, served performance gain.
the majority of errors occurred in minority classes, un- These results confirm that hyperparameter tuning
derscoring the inherent difficulty of detecting rare intru- offers measurable benefits for XGBoost in intrusion de-
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tection, particularly in reducing misclassifications for less
frequent attack types. However, extreme class imbalance
continues to challenge the complete elimination of false
negatives in rare categories.

4.2. Random Forest Classifier Performance

The Random Forest (RF) model was also evaluated
for intrusion detection using both the baseline configura-
tion and a hyperparameter-optimized configuration ob-
tained through Hyperopt. The optimization process se-
lected n_estimators = 71, min_samples_leaf = 1,
max_depth = 46, min_samples_split = 9, max_features =
20, and criterion = 1 (entropy) as the best-performing pa-
rameters.

Table 3 presents the comparative performance of the
baseline and optimized models. The baseline Random
Forest model achieved an accuracy of 99.40%, precision
of 0.9940, recall of 0.9940, and an Fl-score of 0.9940.
Class-wise evaluation revealed strong performance
across most attack and normal traffic categories, although
Class 4 (a minority class with only 7 instances) exhibited
a reduced recall of 0.71, indicating occasional misclassifi-
cations.

Following hyperparameter optimization, the Ran-
dom Forest model achieved improved performance, with
an accuracy of 99.51%, precision of 0.9952, recall of
0.9951, and an Fl-score of 0.9951. While the recall for
Class 4 remained at 0.71, all other classes either main-
tained or slightly improved in detection performance.
Minority classes such as Class 2 (19 samples) and Class 5
(251 samples) maintained perfect or near-perfect detec-
tion rates.

The confusion matrices (Figure 3) illustrate the dis-
tribution of correct and incorrect predictions for the base-
line and optimized models, respectively. In both cases,
the majority of errors occurred in minority classes, un-
derscoring the inherent difficulty of detecting rare intru-
sion types. Nevertheless, the optimized model reduced
false negatives in several classes, contributing to the ob-
served performance gain.

4.3. Decision Tree Classifier Performance

The Decision Tree (DT) model was evaluated for in-
trusion detection using both a baseline configuration and
a hyperparameter-optimized configuration obtained
through Hyperopt. The optimization process selected a
minimum samples per leaf of 2, a maximum depth of 47,
minimum samples split of 3, a maximum feature count of
19, and the "gini" criterion (criterion = 0) as the best-
performing parameters.

Table 4 presents the comparative performance of the
baseline and optimized models. The baseline DT model
achieved an accuracy of 99.31%, precision of 0.9937, recall
of 0.9931, and an F1-score of 0.9933. Class-wise evalua-
tion revealed strong detection rates across most catego-

ries, though Class 4 (only 7 instances) exhibited reduced
precision (0.42) and recall (0.71), indicating that rare in-
trusion types remain challenging to classify accurately.

Following hyperparameter optimization, the DT
model achieved a slight improvement, with an accuracy
of 99.37%, precision of 0.9941, recall of 0.9937, and an F1-
score of 0.9938. Class 4’s recall remained at 0.71, though
its precision improved modestly to 0.45. Other minority
classes, such as Class 2 (19 samples) and Class 5 (251
samples), maintained perfect or near-perfect classification
rates.

The confusion matrices (Figure 4) depict the distri-
bution of correct and incorrect predictions for the base-
line and optimized models, respectively. As with other
classifiers, the majority of misclassifications occurred
within minority classes, reflecting the impact of severe
class imbalance. While the optimization yielded only in-
cremental overall performance gains, it did enhance pre-
cision in certain underrepresented classes.

4.4. Extra Trees Classifier Performance

The Extra Trees Classifier was assessed for intrusion
detection using both a baseline configuration and a hy-
perparameter-optimized configuration identified via Hy-
peropt. The optimization process selected 53 estimators, a
maximum depth of 31, a minimum of 1 sample per leaf, a
minimum split size of 5 samples, 20 maximum features,
and the “entropy” criterion as the optimal parameters.

In the baseline configuration, the model achieved an
accuracy of 99.57%, precision of 0.9957, recall of 0.9957,
and an F1-score of 0.9957. Class-wise evaluation demon-
strated near-perfect performance for most categories, in-
cluding minority classes such as Class 2 (19 samples) and
Class 4 (7 samples). However, Class 4 recorded a recall of
0.71, indicating that rare intrusion types remained chal-
lenging to detect perfectly.

Following hyperparameter optimization, the model
attained an accuracy of 99.55%, precision of 0.9955, recall
of 0.9955, and an F1-score of 0.9955 (Table 5). While this
configuration slightly reduced the overall accuracy com-
pared to the baseline, performance across most classes
remained nearly identical. The recall for Class 4 persisted
at 0.71, and all other classes maintained high detection
rates.

The confusion matrices (Figure 5) visualize the cor-
rect and incorrect predictions for the baseline and opti-
mized models. In both cases, errors were concentrated in
minority classes, underscoring the challenge of extreme
class imbalance. Nonetheless, the ExtraTreesClassifier
consistently delivered strong results, confirming its ro-
bustness for intrusion detection.

4.5. Discussion
The experimental results demonstrate that the eval-
uated classifiers achieved high overall detection perfor-
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Figure 6. Comparative of Algorithms’ Results.

mance for intrusion detection, with accuracies consistent-
ly exceeding 99% in both baseline and optimized configu-
rations. The Decision Tree classifier provided strong
baseline results but was slightly outperformed by the
ensemble-based methods, namely XGBoost, Random
Forest, and Extra Trees. These ensemble models benefited
from aggregating multiple decision paths, which contrib-
uted to improved generalization and slightly higher pre-
cision and recall values.

Across all classifiers, misclassifications were concen-
trated in minority attack categories, particularly Class 4,
which contained only seven instances in the test set. De-
spite near-perfect detection for the majority of classes,
such as normal traffic (Class 0) and larger attack catego-
ries (Classes 1 and 3), recall for Class 4 remained at 0.71
for most models, indicating the persistent difficulty of
detecting rare intrusion types. Minority classes with
slightly more samples, such as Class 2 (19 samples) and
Class 5 (251 samples), achieved perfect or near-perfect
detection in optimized configurations.

Hyperparameter optimization via Hyperopt led to
measurable improvements in most classifiers, with
XGBoost and Random Forest showing the largest gains.
In particular, optimized configurations reduced false

0.9957
0.9957
0.9957
0.9957

0.9918
0.9918
0.9918
0.9918

0.992 0.993 0.994 0.995 0.996

M Precision W Accuracy

negatives in several minority classes, contributing to
higher weighted Fl-scores. However, the results also
highlight that extreme class imbalance continues to be a
limiting factor, as even the best-performing models did
not fully eliminate errors in rare categories. Overall, the
findings confirm that ensemble methods, when properly
tuned, provide robust and reliable performance for the
majority of intrusion categories in the dataset.

4.6. Comparative Analysis

The comparative evaluation of the performance of
XGBoost, Random Forest, Decision Tree, and ExtraTrees
shows (see Figure 6) that the classification performance of
all these models was very good, with accuracy, precision,
recall, and F1-score values greater than 99%. The similari-
ty of values for these four metrics shows that none of the
models has bias towards false positives or false negatives.
This is particularly important for intrusion detection sys-
tems (IDS), as false negatives and false positives may af-
fect the reliability of the IDS.

4.6.1. Effect of Ensemble Learning
The results clearly demonstrate that ensemble-based
approaches outperform the results of the single Decision
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Tree model. At the baseline configuration, the highest
results were obtained by the ExtraTrees model (0.9957),
followed by the Random Forest model (0.9940), whereas
the results of the Decision Tree model were significantly
lower (0.9931). This is in accordance with theoretical ex-
pectations that ensemble methods reduce variance and
increase generalization ability due to the combination of
multiple weak classifiers. The results of the Random For-
est and ExtraTrees models demonstrate the robustness of
bagging-based approaches in handling high-dimensional
intrusion detection problems.

4.6.2. Impact of Hyperparameter Optimization

Hyperparameter optimization had varying results
for the different models. XGBoost recorded the best re-
sults, with the greatest improvement from 0.9918 to
0.9957, a difference of +0.0039. This suggests that boost-
ing-based models are highly sensitive to model configu-
ration.

Random Forest recorded a moderate improvement,
+0.0011, which implies that, although the model can be
improved with configuration, it is already quite stable.
Decision Tree recorded the least improvement, +0.0006,
which supports the limited capabilities of individual
trees. A notable observation was the negative improve-
ment recorded for the ExtraTrees model, -0.0002, which
implies that the model is already quite stable in its de-
fault configuration and may be sensitive to overfitting.

4.6.3. Model Ranking After Optimization

Finally, after hyperparameter tuning, the optimized
model with the best performance is XGBoost (0.9957),
which is almost equal to the maximum baseline perfor-
mance achieved by the ExtraTrees model. Random Forest
is close but with a slightly lower performance (0.9951),
while the worst model is the Decision Tree model.

From the results obtained, it can be concluded that
models based on boosting can perform almost equally or
even better than bagging models. However, the differ-
ence in performance is small, which means that the
choice of model may also depend on efficiency.

5. Conclusion

This study proposed a hybrid intrusion detection
framework that combines MiniBatchKMeans clustering,
biased Random Forest classifiers, Fast Correlation-Based
Filter (FCBF) feature selection, SMOTE oversampling,
and hyperparameter optimization using Hyperopt TPE.
On the NSL-KDD dataset, the technique reported accura-
cy levels higher than 99% consistently, where ensemble
techniques like optimized XGBoost and Random Forest
surpassed individual classifiers. Complementing the
technique with cluster-based sampling assisted in main-
taining data diversity and enhanced detection of some of

the minority classes, whereas feature selection and reduc-
tion in dimension assisted in higher computational effi-
ciency without losses in performance. In light of these
encouraging outcomes, the recognition of highly rare in-
trusion classes, especially Class 4, proved to be difficult
because of extreme class imbalance. This indicates the
importance of even higher-level imbalance-processing
mechanisms and dedicated learning for the underrepre-
sented classes. Beyond this work, upcoming research will
consider adaptive online clustering, GAN-based over-
sampling, and testing on current large-scale network da-
tasets for the purpose of increased real-time applicability
and resilience to dynamically emerging cyber-attacks.

6. Limitations and Future Work

Despite the excellent empirical results achieved by
the proposed clustering-based hybrid IDS framework, it
is necessary to point out the following limitations:

1) Dependence on the NSL-KDD Dataset: The ex-
perimental validation of the proposed framework
was performed using the NSL-KDD dataset. Alt-
hough the NSL-KDD dataset has addressed the
redundancy problems inherent in the KDD’99
dataset, it does not capture the network traffic
characteristics of the present day. It does not con-
tain encrypted network traffic, zero-day exploits,
advanced persistent threats, or realistic network
traffic distributions. Hence, the applicability of
the model in real-world scenarios, especially in
enterprise or cloud environments, might be re-
stricted.

2) Extreme Minority Class Scarcity: In spite of the
integration of the SMOTE technique along with
the clustering-based sampling technique, ex-
tremely scarce minority classes, such as Class 4,
which had only seven instances in the test da-
taset, achieved low recall values, i.e., 0.71 for the
majority of the classifiers. Although the over-
sampling technique using SMOTE is employed,
the complete absence of genuine diversity in the
attack scenarios might affect the quality of the
oversampled data.

3) Static Clustering Strategy: The MiniBatchKMeans
clustering approach was used in an offline man-
ner with the number of clusters fixed in advance.
However, in real-world network environments,
the situation is dynamic and constantly changing.
New types of cyber-attacks are constantly being
developed. The static clustering approach may
not perform well in such dynamic environments.

4) Computational Complexity: The proposed
framework includes different components such
as clustering, SMOTE oversampling, FCBF fea-
ture selection, and hyperparameter tuning using
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the Hyperopt approach. Although the inclusion
of these different components is beneficial for the
improvement of the overall system’s perfor-
mance, the complexity may increase the compu-
tational time required for the training process.

To address the aforementioned limitations and fur-
ther improve the proposed framework, the following re-
search directions are recommended:

1)

2)

Evaluation on Modern and Large-Scale Datasets:
Future research should extend the evaluation of
the proposed framework on recent and large-
scale datasets for intrusion detection, including
CICIDS2017, CICIDS2018, UNSW-NB15, and re-
al-time traffic data. This would improve the gen-
eralizability of the proposed framework.

Advanced Minority Class Learning: Due to the
difficulty in dealing with very rare class instances
(e.g., U2R), the following research direction can
be considered in the future such as GAN-based

synthetic data generation, Cost-sensitive learn-
ing, Optimizing Focal Loss, etc. These methods
might be more effective in modeling rare attack
behaviors than the traditional SMOTE algorithm.
3) Adaptive and Online Clustering: In order to
make the model more applicable in real-time
scenarios, the following can be incorporated in
future works such as Incremental clustering algo-
rithms, Online MiniBatchKMeans, or Mecha-
nisms for concept drift detection. This would al-
low the IDS to adapt the clustering structures ac-
cording to the changing network conditions.
Explainability and Interpretability: In order to make
the model more understandable and increase the chances
of it being used, the model can incorporate various Ex-
plainability and Interpretability techniques such as SHAP
or LIME. This would allow the security analysts to better
understand the features and the model.
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