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Abstract: The spread of fake news on social media platforms has created a dilemma for the world commu-
nity by spreading false information and eroding public confidence. Fake news spreads quickly and seriously
harms society. Predicting and identifying fake news is crucial for preserving the integrity of information
ecosystems in the wake of an epidemic of multiple high-profile disinformation efforts. In order to detect
fake news, this work suggests a hybrid deep learning algorithm called Convolutional Neural Network -
Gated Recurrent Unit (CNN-GRU), which combines the Convolutional Neural Network (CNN) and Gated
Recurrent Unit (GRU) learning algorithms in an efficient manner. Models for identifying fake news were
developed using deep learning-based methods, such as CNN, GRU, and CNN-GRU deep learning algo-
rithms. Four standard performance metrics—accuracy, precision, recall, and F1-score —were used to evalu-
ate the models. Nevertheless, the CNN-GRU deep learning-based detection model outperformed models
created with CNN and GRU, achieving the maximum accuracy of 98.77%, 98.68%, 98.73%, and 98.71% for
precision, recall, and F1-score, respectively. With a combined accuracy of 98.77%, precision of 98.68%, recall
of 98.73%, and F1-score of 98.71%, the CNN-GRU deep learning-based false news detection model performs

better than the two other deep learning-based models.
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1. Introduction

A part of machine learning called deep learning is in-
spired by how a human brain operates and is organized. It
enables computer systems to generate outcomes by learn-
ing from previously available examples [1]-[4]. This pow-
erful capability has allowed deep learning to achieve
groundbreaking milestones that were previously unimag-
inable. It serves as the driving force behind many modern
innovations, including self-driving cars, voice-controlled
devices like smartphones, smart appliances, and televi-
sions [5]. In deep learning, computer systems are trained
to classify tasks directly from data in various formats, such
as images, text, or audio. Deep learning models consist-
ently deliver state-of-the-art accuracy and performance,
often surpassing human capabilities [6]-[9].

Microblogging and social media platforms have wit-
nessed exponential growth over the past decade, with Fa-
cebook alone surpassing 2 billion monthly active users
worldwide. These platforms have become primary
sources of information, with users dedicating significant
time to them daily [6], [7], [10]-[12]. However, the advent
of social media has raised concerns about the increasing
dissemination of misleading and false information, partic-
ularly during critical events such as elections. The previ-
ously uploaded files have expired and are no longer acces-
sible. If you'd like me to continue working on your docu-
ment, kindly re-upload the files or provide specific sec-
tions for immediate assistance.

Fake news refers to falsified information that mimics
genuine news articles or content, although no universally
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accepted definition exists [13]. It manifests in various
forms, including misleading content, fabricated reviews,
rumors, and political propaganda [14], [15]. The rapid dis-
semination of fake news on social media, far outpacing tra-
ditional media, presents significant challenges for detec-
tion [7], [10], [16], [17]. The COVID-19 epidemic has com-
pounded this issue even more, during which the spread of
misinformation reached alarming levels [3], [18], [19].

While manual fact-checking systems exist, their scope
and timeliness are limited [20]-[23]. The vast volume of in-
formation created, shared, and commented on across so-
cial media platforms makes the detection of misinfor-
mation an increasingly challenging task. To address this
issue, researchers are developing innovative approaches,
including deep-learning models, to analyze textual data
and determine the authenticity of news [24]-[26].

The battle against fake news remains ongoing, with
technological solutions playing a pivotal role in safeguard-
ing the integrity of information in the digital age [9], [26]-
[28]. As social media platforms continue to evolve, the de-
mand for efficient and reliable false news detection and
prevention methods grows. Such advancements are cru-
cial for ensuring the dissemination of accurate information
and preserving public trust in online platforms [17], [27],
[29]

In today’s social media-driven world, the rapid
spread of fake news presents a significant concern, under-
mining information integrity and distorting public percep-
tion [14], [30]. The complexities of fake news, requiring ad-
vanced algorithms capable of distinguishing genuine in-
formation from fraudulent textual content [13], [14]. Tra-
ditional text-based methods often fall short in addressing
the dynamic nature of social media posts, motivating the
development of hybrid deep learning approaches [15],
[16], [30]-[32].

Convolutional Neural Networks (CNNs), renowned
for their image recognition capabilities, struggle with se-
quential data and long-range relationships [16], [33], [34].
Conversely, Gated Recurrent Units (GRUs) are proficient
at modeling temporal dependencies but face challenges in
processing visual data [24], [28], [35], [36]. This necessi-
tates a comprehensive solution that leverages the syner-
gies between CNNs and GRUs to overcome their respec-
tive limitations.

The proposed Hybrid CNN-GRU model addresses
these challenges by combining the strengths of both archi-
tectures. While the GRU component captures sequential
and temporal dependencies in the textual input, the CNN
component extracts local n-gram-like features from the
narrative flow of social media posts. This integration aims
to create a sophisticated and accurate classification system
for detecting fake news, effectively addressing the short-
comings of traditional approaches.

This study aims to create a hybrid deep learning

model competence to detect and classify news as either
real or fake on social media channels, especially X (for-
merly known as Twitter). The specific objectives include
designing and implementing a hybrid CNN-GRU model
that integrates the strengths of CNN and Gated GRU for
effective fake news classification.

The study involves the use of a dataset to build and
train models based on the Hybrid CNN-GRU architecture,
as well as standalone CNN and GRU models. Each mod-
el's performance will be assessed and compared using ac-
curacy as the primary metric, with additional considera-
tion of how the hybrid model outperforms the individual
CNN and GRU models in classifying fake news.

2. Related Work

Various strategies for detecting fake news have been
used in the literature, demonstrating the efficiency of a
variety of deep-learning algorithms. The growing
frequency of disinformation on social media platforms
needs better detection methods, prompting the
development of hybrid models that integrate various deep
learning architectures.

In [6] Naive Bayes classifiers were applied, resulting
in an 87% classification accuracy, which increased to 92%
with enriched corpora. However, they underlined the sig-
nificant costs of training and labeling data, implying that
future research should focus on developing more cost-ef-
fective model training methods.

In [10], they made considerable progress in false news
classification by optimizing and merging CNN and LSTM
approaches. Their study centered on strengthening model
architecture, implementing sophisticated optimization al-
gorithms, and improving feature engineering to better
capture the intricacies of disinformation. The hybrid
CNN-LSTM model they constructed outperformed earlier
state-of-the-art approaches regarding efficiency and accu-
racy, demonstrating the possibility of fine-tuning existing
deep-learning techniques for this complicated problem.
Their algorithm obtained an outstanding 93.85% accuracy
on a broad collection of news stories, a 2.5% increase over
the previous best-performing model. This study is part of
a larger trend in the field of false news detection, in which
researchers are increasingly focusing on fine-tuning and
integrating existing models rather than creating whole
new structures. This method acknowledges the changing
nature of misinformation and the need for increasingly ad-
vanced, context-aware categorization systems. Research-
ers like Emmy et al. are pushing the frontiers of perfor-
mance and accuracy by optimizing existing models, as
well as tackling difficulties like model interpretability and
real-time detection capabilities. Emmy et al. revealed a
considerable accuracy improvement, highlighting the ap-
proach's potential to enhance the sophistication of fake
news identification.
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Figure 1. Methodology.

In the work of [7] C-DSSM and Deep CNN models
were used. They made a big contribution to the detection
of fake news with their automated hybrid deep neural net-
work model for social networks. This novel approach com-
bines several neural network topologies to capitalize on
their complementary qualities, resulting in a more robust
and accurate classification system. The model obtained an
astonishing 92.60% accuracy on their test dataset, suggest-
ing a significant advance above previous techniques. By
combining different neural network types, such as convo-
lutional and recurrent layers, the researchers were able to
capture both local and sequential patterns in social media
information, improving the model's capacity to discern be-
tween genuine and fake news. The model displayed out-
standing performance.

Study [31] recognized the ongoing challenge of user
prejudice in fake news identification, emphasizing the ne-
cessity for additional studies to solve this issue and the
work besides improving the technological capacity of fake
info detection systems, but it also highlighted the need to
take human elements into account when designing holistic
solutions to combat misinformation on social media plat-
forms.

Work [9], [37] proposed a method for detecting online
false news using n-gram analysis and machine learning
approaches. They looked at two feature extraction ap-
proaches, TF and TF-IDF, as well as six different machine
learning classifiers, such as SVM, KNN, and Decision
Trees [37]. The authors compiled a collection of 25,200 ar-
ticles (12,600 fraudulent and 12,600 real) on political news
in 2016. Their studies changed the n-gram size from uni-
grams to four grammes, as well as the number of top fea-
tures selected. The best result was achieved with TF-IDF
features, unigrams, and Linear SVM, with a 92% accuracy.
The study's authors discovered that linear classifiers out-
performed non-linear ones and that TF-IDF was more suc-
cessful than TF for feature extraction. They also discovered
that accuracy decreased when n-gram size rose beyond
unigrams. When evaluated on an external dataset, their
approach exceeded earlier results, obtaining 87% accuracy
versus the 71% stated originally. This article shows how n-
gram analysis and traditional machine learning approa-

v

Model Evaluation
e Accuracy
P| ® Precision
® Recall
e []Score

ches can be used to detect fake news, as well as several
crucial aspects that influence model success.

Many works employed a variety of deep learning
techniques, including Naive Bayes, CNN, LSTM, and
SVM, to detect bogus news [38]. While hybrid CNN-GRU
architectures have been explored in other domains [39]-
[42], the specific application of a CNN-GRU model to fake
news detection on X (formerly Twitter), utilizing a prepro-
cessing pipeline tailored to informal social media lan-
guage and evaluated against standalone CNN and GRU
baselines, represents the novel contribution of this work.
This study addresses the urgent need for more precise and
trustworthy fake news identification techniques in today’s
dynamic information world, marking a significant step in
the fight against false information.

3. Proposed Methodology

This study outlines the methodologies employed in
using a hybrid CNN and GRU for fake news classification
on social media platform X, formerly Twitter. It includes
data collection methods, data pre-processing techniques,
model architecture, and evaluation metrics.

3.1. Proposed System Architecture

Our proposed system will classify news on the X
platform from a text corpus and execute it using deep
learning techniques. The Figure 1 presents the proposed
architecture of the research. First and foremost, the dataset
will be collected and preprocessed to ensure that it very
ready for machine learning and deep learning training and
testing tasks. It will be split into two groups; for training
and testing. After that, the individual deep learning
model, CNN, and GRU will be applied individually for
training, testing, and evaluation. Performance metrics will
then be applied to measure the performance of the various
approaches. The two models; CNN and GRU will then be
combined to form a hybrid CNN-GRU for training, test-
ing, and evaluation using the common metrics precision,
accuracy, recall, and f1-score. The hybrid results will then
be compared with the individual model and also with ex-
isting literature.
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Figure 2. CNN-GRU Architecture.

3.2. Data Collections

The dataset used for this research comprises news ar-
ticles from various online sources, labeled as either fake or
real. The dataset is sourced from kaggle.com
(https://www.kaggle.com/datasets/algord/fake-news)[43].
The collected data includes news headlines, content, and
metadata such as publication date and source.

3.3. Data Pre-processing

Data pre-processing is a crucial step in preparing the
dataset for model training. The following steps are imple-
mented:

e Text Cleaning, Tokenization: Splitting the text into
individual words (tokens).

e Stop Words Removal: Removing common words
that do not contribute to the model's predictive
power.

e Stemming and Lemmatization: Reducing words
to their base or root form.

e Vectorization: Converting text data into numerical
vectors using techniques such as TF-IDF (Term
Frequency-Inverse Document Frequency).

3.4. CNN-GRU

The potent combination of CNN-GRU has been pro-
posed to harness the feature extraction capacities of CNN
and the efficient sequential-learning of the GRU algo-
rithm. This architecture is designed to dramatically detect
and model the dataset's encoding of both short- and long-
term temporal correlations, particularly for applications
like false news classification.

The proposed CNN-GRU is made up of the following
two main essential components to accomplish the afore-
mentioned goal:

e  One-dimensional (1D) CNN that consists of con-
volutional Max and Global Max pooling layers to
process the input data mathematically to extract
features.

¢ GRU and dense layers to make use of the gener-
ated features.

In the adopted CNN-GRU algorithm, GRU functions

as a sequence processor and CNN as a feature extractor.

From the incoming data, the feature extractor extracts
meaningful patterns, which it then feeds into the sequence
processor (GRU). Next, the sequence processor finds and
models the dataset's intrinsic short- and long-term tem-
poral relationships.

The following is a quick summary of each step's se-
quence of events, as seen in Figure 2:

a) Input layer: receives the tokenized text data;

b) Embedding layer: converts tokens into dense vec-
tor representations;

c) 1st Convolutional layer: examines the embedded
input data before applying feature maps to the re-
sults;

d) Max pooling layer: simplifies the feature maps by
eliminating particular features from (c) above and
producing a matrix of smaller dimensions;

e) GlobalMaxPooling1D layer: creates a single vector
from feature maps that can be used as input for
sequence processing purposes;

f) Dropout layer: improves the learning network to
prevent overfitting of the model;

g) GRU sequence processor: comprises two 64-unit
hidden layers capable of processing the full ar-
rangement, serving as the foundation for model-
ing temporal relationships in the input sequence;

h) Fully connected layer: comprehends the com-
bined features to interpret the complex patterns
for classification purposes;

i) Output layer: Sigmoid-activated single neurons
for binary news classification: fake or real.

This CNN-GRU architecture leverages the CNN's
ability to extract invaluable knowledge from local patterns
in the text, combined with the GRU's learning efficiency.
The result is a model capable of capturing both specific lin-
guistic cues and overarching narrative structures, essential
for task like fake news detection.

3.5. Model Training and Evaluation

The model is trained using supervised learning tech-
niques. Training, validation, and test sets make up the da-
taset. The model is trained using the training set, its per-
formance is determined wusing the test set, and
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hyperparameters are adjusted using the validation set.
Key evaluation metrics include precision, accuracy, F1-
score and recall.

Confusion Matrix:
To evaluate the performance of the proposed
model; a confusion matrix was used. It is made up of

L} T
News politics Government Newsleft-news

T
US News Middle-east politicsNews worldnews

precision, accuracy, recall, and f1 scores. It is calculated as
shown below:
a) Accuracy
Accuracy is the most straightforward intuitive
performance statistic; it is just the ratio of correctly
predicted observations to all observed.

tp +tn .
tp+tn+fp+fn 1)

Accuracy =

b) Precision
Precision measures how many correctly predicted
positive observations there are out of all expected
positive observations.

tp

Precision = ————
tp+fp

)

c¢) Recall
The percentage of correctly predicted positive ob-
servations relative to all observations in the class
is known as recall. Another name for the recollec-
tion is sensitivity.

tp

Recall = m

©)

d) F1-Score
Recall and precision are calculated as an average
and weighted. Therefore, both false positives and
false negatives are taken into account in this score.
F1 is often more valuable than accuracy, even if it
is less obvious, particularly when the distribution
of classes is uneven.

precision * recall
F1—Score=2( ) 4)

precision + recall
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Figure 6. Confusion Matrix.

Table 1. Dataset Basic Information.

# Column Non-Null Count Dtype
0 Unnamed: 0 44919 non-null int64
1 title 44919 non-null object
2 text 44919 non-null object
3 subject 44898 non-null object
4 date 44898 non-null object
5 class 44919 non-null int64
Rangelndex: 44919 entries, 0 to 44918
Data columns (total 6 columns)
dtypes: int64(2), object(4)
Table 2. Dataset Basic Statistics.
Statistic Unnamed: 0 class
count 44,919.000000 44,919.000000
mean 11,253.444801 0.476792
std 6,525.299017 0.499467
min 0.000000 0.000000
25% 5,614.500000 0.000000
50% 11,229.000000 0.000000
75% 16,844.000000 1.000000
max 23,501.000000 1.000000
Table 3. Result Comparison.
Preci- F1
Model Accuracy . Recall
sion Score
CNN_GRU 98.77%  98.68%  98.73% 98.71%
CNN 98.65%  97.71%  99.48% 98.59%
GRU 97.74%  98.44%  96.77% 97.60%

4. Results and Discussion

The result obtained from the experiment and analysis
is presented as shown below. The various data exploration
techniques applied were also presented, cleaned data and
other data preprocessing tasks were displayed for ease of
understanding, and performance measures.

4.1. Data Exploration

This study's dataset was obtained from the popular
and reliable machine learning repo known as Kaggle. The
distribution of news types within the dataset is shown in
Figure 3. The data obtained has been used in various pre-
vious studies for classification, identification, and predic-
tion of real and fake news. As shown in Table 1, the da-
taset comprises six columns; these include the serial num-
ber, title, text, subject, date, and class. It has a total of forty-
four thousand nine hundred and ninety entries (rows).

In the following Table 2, further information regard-
ing the dataset was displayed (descriptive statistics). Such
as the total number of entries (count), mean value, mini-
mum (min) and maximum (max) values, standard devia-
tion (std) and percentages (twenty-five, fifty and seventy-
five).

Figure 4 displays the target distribution of classes as
contained in the dataset. Zero (0) in the distribution repre-
sents the fake news corpus whereas one (1) represents the
real news corpus in the dataset for the design, creation,
and implementation of the hybrid CNN and GRU unit;
that is the hybrid CNN-GRU model. Figure 5 presents the
correlation matrix of the dataset features, illustrating the
degree of linear relationships between the variables.

4.2. Confusion Matrix

Confusion metrics can help evaluate the effectiveness
of classification algorithms by providing a more complete
insight of the model's accuracy and errors. The confusion
matrix can be used to calculate a variety of performance
metrics, including precision, accuracy, recall, and F1. Fig-
ure 6 is a confusion matrix of results obtained from the hy-
brid CNN-GRU model. The hybrid CNN-GRU model has
correctly made 4689 true positive predictions and correctly
made 4212 true negative predictions. However, it failed to
create 48 false positive and 35 false negative predictions.
As a result, the hybrid CNN-GRU model made an ex-
tremely accurate forecast.

4.3. Performance Measure

In Table 3, the individual models that were proposed
to be used in the study, CNN, and GRU were trained and
tested individually and then later hybridized to get the
proposed hybrid convolutional neural network and gated
recurrent unit. After the experiment, it was observed that
the model performed well individually but better per-
formed when hybridized or concatenated as one. The re-
sult of which can be found in the following figures.

The performance measure was used to measure the
performance of the hybrid convolutional neural network
and gated recurrent unit on the testing data to determine
how effective the proposed model was in detecting fake
news on social media platforms. Table 3 shows the result
of the measure as reported by the model. Accuracy is the
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Table 4. Comparison of the proposed hybrid CNN-GRU and results accessed in the literature.

Model Accuracy Precision Recall F1 Score
CNN_GRU (Proposed) 98.77% 98.68% 98.73% 98.71%
(Adiba et al., 2020) 96.00% 97.00% 95.00% 96.00%
(Karwa & Gupta, 2022) 92.60% 92.40% 92.50% 92.50%
(Emmy et al, 2023) 95.16% 95.17% 95.16% 95.16%

proportion of instances that are correctly predicted out of
the total number of instances. The 98.77% accuracy means
that approximately 98.77% of the predictions made by the
proposed model are correct. Precision is the proportion of
correct positive predictions out of all the positive predic-
tions made. 98.68% precision implies that when the CNN-
GRU model predicts a positive class, it is correct about
98.68% of the time. Recall is the proportion of actual posi-
tive instances that are correctly identified as positive by
the model. 98.73% recall means the hybrid CNN-GRU
model can correctly identify 98.73% of the actual positive
instances. F1-score is referred to as the harmonic mean of
precision and recall. 98.71% Fl-score offers a balanced
measure that considers both precision and recall. It is use-
ful when there is an imbalance between the classes.

To ensure the reliability of the reported results, sev-
eral measures were taken to prevent data leakage and
overfitting. The dataset was partitioned into non-overlap-
ping training (80%) and testing (20%) sets prior to any pre-
processing or feature extraction. Importantly, TE-IDF vec-
torization was fitted exclusively on the training set and
then applied to the test set, preventing any information
from the test partition from influencing the feature repre-
sentation. No future facing data or temporal information
was incorporated into the training pipeline. While k-fold
cross-validation was not applied in this study due to com-
putational constraints, this is acknowledged as a limita-
tion, and future work will incorporate cross validation to
provide more robust generalization estimates. Further-
more, baseline comparisons with standalone CNN and
GRU models, as presented in Table 3, confirm that the
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performance improvement is attributable to the hybrid ar-
chitecture rather than data artifacts. The high classification
accuracy (98.77%) is consistent with the benchmark da-
taset’s characteristics, which has also yielded comparably
high scores in related studies [6], [7], [10]. Figures 7, 8, 9,
and 10 illustrate the accuracy, precision, recall, and F1-
score comparisons respectively among the Hybrid CNN-
GRU, CNN, and GRU models across training epochs.

The results indicate that the Hybrid CNN-GRU
model outperforms both the individual CNN and GRU
models in terms of accuracy, precision, and F1 score. This
suggests that combining the strengths of both CNN and
GRU architectures leads to a more robust model capable
of capturing both spatial and temporal features effectively.

The CNN-GRU hybrid model combines CNN's ca-
pacity to capture spatial data with GRU's ability to inter-
pret temporal relationships. While CNNs excel at recall
and GRUs at precision, the hybrid approach balances their
respective strengths, resulting in higher overall perfor-
mance. This combination of spatial and temporal feature
extraction produces higher precision, F1 score, and accu-
racy, outperforming separate models and resulting in a
more complete and reliable false news detection system.
Table 4 compares the performance of the proposed hybrid
CNN-GRU model against existing methods reported in
the literature, demonstrating its superior classification
performance.

5. Limitations and Future Work
This study has limitations that should be acknowl-
edged as:

i)  the current model relies exclusively on textual fea-
tures extracted via TF-IDF vectorization. Alt-
hough effective, this approach does not capture
semantic nuances, contextual relationships, or
non-textual signals such as user metadata, posting
patterns, or network propagation features that
could further improve detection performance. Fu-
ture work should explore the integration of such
multimodal or social graph features.

ii)  the dataset used in this study is sourced from a
single repository (Kaggle) and is limited to the X
(formerly Twitter) platform. This restricts the

models generalizability to other social media plat-
forms or news domains. Cross platform and cross
domain evaluation should be conducted in future
studies to assess the models robustness.

iii) ~ while a holdout train/test split was employed and
data leakage prevention measures were applied,
k-fold cross-validation was not used due to com-
putational considerations. Future iterations of this
work should incorporate cross validation to pro-
vide more statistically reliable performance esti-
mates.

iv)  the model does not currently support multilingual
content, limiting its applicability in non-English-
speaking contexts where fake news also prolifer-
ates. Multilingual fake news detection using mod-
els such as multilingual BERT or cross lingual em-
beddings is a promising direction for future re-
search.

v)  real-time deployment and scalability of the pro-
posed model remain unexplored. Future work
should address integration into live platforms, la-
tency optimization, and continuous model re-
training to adapt to evolving disinformation pat-
terns.

6. Conclusion

The CNN-GRU model has demonstrated exceptional
effectiveness in classifying social media news as real or
fake, with robust performance metrics reflecting high ac-
curacy and minimal false positives. Its success lies in the
seamless integration of convolutional and recurrent neural
networks, enabling the model to capture both localized
and sequential text patterns. High precision and recall en-
sure accurate identification of fake news, thereby reducing
the spread of misinformation online.

To further enhance the model’s capabilities, it is rec-
ommended to evaluate its performance on diverse da-
tasets, implement continuous monitoring for sustained ac-
curacy, and improve interpretability to build user trust
and ensure compliance. These enhancements aim to main-
tain the model’s relevance as data dynamics evolve and to
solidify its role in fostering a more informed online com-
munity.
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