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Abstract: The rapid expansion of cloud computing, Internet of Things (IoT), and distributed network envi-
ronments has significantly increased vulnerability to sophisticated cyber threats, exposing the limitations 
of traditional signature-based intrusion detection systems. Although deep learning techniques, particular-
ly Convolutional Neural Networks (CNNs), have shown promising performance in intrusion detection, 
challenges related to validation transparency, statistical reliability, and interpretability remain inadequate-
ly addressed. This study proposes an intelligent CNN-based intrusion detection framework designed to 
improve detection accuracy, robustness, and model explainability. The framework is evaluated using the 
UNSW-NB15 benchmark dataset, which reflects realistic modern cyber-attack scenarios. A comprehensive 
preprocessing pipeline involving data cleaning, categorical encoding, feature normalization, and data re-
shaping is applied to enhance learning efficiency. To ensure unbiased evaluation, stratified k-fold cross-
validation and an independent held-out test set are employed. Experimental results demonstrate that the 
proposed CNN achieves a test accuracy of 91.8%, with balanced precision, recall, and F1-score across be-
nign and malicious traffic classes. Multi-class detection analysis further confirms the model’s capability to 
distinguish among diverse attack categories. Statistical validation using mean performance metrics, stand-
ard deviation, and confidence intervals demonstrates stable generalization performance. Additionally, 
Gradient-weighted Class Activation Mapping (Grad-CAM) is used to enhance interpretability by identify-
ing network-level features that influence classification decisions. An ablation study further validates the 
effectiveness of key architectural components. The results indicate that the proposed framework provides 
a reliable, scalable, and interpretable solution for intelligent intrusion detection in modern high-
dimensional network environments. 
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1. Introduction 
The rapid expansion of cloud computing, Internet of 

Things (IoT), and distributed enterprise networks has 
significantly increased exposure to sophisticated cyber 
threats. Modern digital infrastructures generate massive 
volumes of heterogeneous network traffic [1], creating 
complex environments in which malicious activities can 
be concealed within normal communication patterns. 
Traditional signature-based intrusion detection systems 
(IDS) are increasingly ineffective against zero-day ex-
ploits, polymorphic malware, and advanced persistent 

threats (APTs), as they rely on predefined attack signa-
tures and static rule sets [1]. Consequently, there is a 
growing demand for intelligent, data-driven intrusion 
detection mechanisms capable of adaptive learning and 
scalable deployment [2]. 

Despite advances in cybersecurity technologies, ac-
curate and reliable intrusion detection in high-
dimensional network environments remains a persistent 
challenge. Network traffic exhibits complex statistical 
dependencies, nonlinear relationships, and overlapping 
behavioral patterns between benign and malicious flows. 
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This complexity makes it difficult to design models that 
can simultaneously achieve high detection accuracy, low 
false-positive rates, and stable generalization across di-
verse attack categories [3], [4].  

Deep learning, particularly Convolutional Neural 
Networks (CNNs), has emerged as a promising approach 
for intrusion detection due to its ability to automatically 
learn hierarchical feature representations from structured 
data. CNNs can capture spatial correlations among traffic 
attributes such as packet statistics [5], protocol interac-
tions, and byte-flow dynamics without relying on manual 
feature engineering. Empirical studies using benchmark 
datasets such as UNSW-NB15 have demonstrated that 
CNN-based models often outperform traditional machine 
learning classifiers in detection performance [6]. 

However, several critical limitations remain unre-
solved in existing CNN-based intrusion detection re-
search. First, many studies emphasize classification accu-
racy while neglecting rigorous validation protocols, lead-
ing to potential overestimation of performance. Second, 
statistical robustness, such as reporting variance, confi-
dence intervals, and stability across multiple folds, is of-
ten insufficiently addressed [7], [8]. Third, multi-class 
evaluation across diverse attack categories is sometimes 
simplified into binary classification, limiting real-world 
applicability. Finally, explainability mechanisms are fre-
quently absent or superficially implemented, leaving 
deep learning models vulnerable to the “black-box” criti-
cism. 

These gaps persist partly because intrusion detection 
research often prioritizes architectural novelty over 
methodological rigor. Benchmark datasets may be evalu-
ated using inconsistent preprocessing pipelines, non-
stratified splits, or single-run experiments without repro-
ducibility safeguards [9], [10]. Furthermore, while CNNs 
are widely adopted, few studies systematically justify 
architectural components through ablation analysis or 
provide transparent experimental protocols that ensure 
unbiased performance estimation [11], [12]. 

To address these limitations, this study proposes a 
rigorously validated CNN-based intrusion-detection 
framework specifically designed for structured network 
traffic matrices. The framework incorporates systematic 
preprocessing, stratified k-fold cross-validation, and an 
independent held-out test set to ensure reliable and unbi-
ased evaluation. Both binary and multi-class intrusion 
detection experiments are conducted to assess detection 
capability across diverse attack categories within the 
UNSW-NB15 dataset [13], [14]. 

Beyond detection accuracy, the proposed framework 
emphasizes statistical reliability and interpretability. 
Model performance is evaluated using mean metrics, 
standard deviation [15], and confidence intervals to veri-
fy stability across validation folds. To enhance transpar-

ency, Gradient-weighted Class Activation Mapping 
(Grad-CAM) is applied to visualize the network's feature 
activations most influential in classification decisions 
[16], [17]. Additionally, an ablation study is performed to 
justify key architectural components and quantify their 
contribution to performance. Collectively, these elements 
strengthen methodological rigor, reproducibility, and 
practical reliability in CNN-based intrusion detection 
research [18]-[20]. 

The remainder of this paper is organized as follows. 
Section 2 describes the dataset and preprocessing proce-
dures. Section 3 presents the proposed CNN architecture 
and evaluation methodology. Section 4 discusses experi-
mental results, statistical validation, and interpretability 
analysis. Finally, Section 5 concludes the study and out-
lines directions for future research. 
 
2. Methodology 

This study develops an intelligent Convolutional 
Neural Network (CNN)-based intrusion detection 
framework designed to accurately classify network traffic 
and enhance cybersecurity monitoring in modern dis-
tributed environments. The framework follows a struc-
tured pipeline consisting of dataset acquisition, data pre-
processing, exploratory data analysis, model develop-
ment, training and validation procedures, and perfor-
mance evaluation. The overall methodology is designed 
to ensure robustness, reproducibility, and unbiased per-
formance assessment. 
 
2.1. Research Workflow 

The overall research process is illustrated in Figure 
1. This structured pipeline ensures methodological trans-
parency and reproducibility. 
 
2.2. Dataset Description 

The UNSW-NB15 dataset is employed to train and 
evaluate the proposed intrusion detection framework. 
This dataset was generated using the IXIA PerfectStorm 
tool and represents realistic modern network traffic con-
ditions, incorporating both benign and malicious samples 
[2].  The malicious traffic instances include nine contem-
porary attack categories: Denial of Service (DoS), Ex-
ploits, Fuzzers, Reconnaissance, Generic attacks, Analy-
sis, Shellcode, Backdoor, and Worms. Each network flow 
record contains 42 features describing traffic behavior, 
including statistical attributes, protocol information, 
packet size metrics, flow duration, and source-destination 
communication characteristics. Compared to earlier in-
trusion detection datasets, UNSW-NB15 provides im-
proved realism, reduced redundancy, and richer feature 
relationships, making it suitable for evaluating deep 
learning-based cybersecurity models. 
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Figure 1. Research Workflow of the Proposed CNN-Based Intrusion Detection Study. 
 
2.3. Data Preprocessing 

A comprehensive preprocessing pipeline was im-
plemented to improve data quality, reduce bias, and en-
hance model learning efficiency. 

• Data Cleaning: Incomplete records, duplicate en-
tries, and irrelevant fields were removed to elim-
inate inconsistencies and prevent biased model 
training. 

• Categorical Feature Encoding: Categorical at-
tributes such as protocol type, service type, and 
connection state were transformed into numeri-
cal representations using one-hot encoding to en-
sure compatibility with neural network pro-
cessing. 

• Feature Normalization: All numerical features 
were normalized using Min–Max scaling to con-
strain feature values within the range [0,1]. This 
prevents dominant features from disproportion-
ately influencing the learning process and im-
proves gradient stability. 

• Class Label Encoding: Traffic records were la-
beled as benign or malicious for binary classifica-
tion. For multi-class experiments, attack catego-
ries were encoded into distinct numerical class 
indices. 

• Data Reshaping: Normalized feature vectors 
were reshaped into two-dimensional matrices to 

preserve structural relationships among traffic at-
tributes, enabling effective convolutional feature 
extraction. 

 
2.4. Mathematical Definition of Evaluation Metrics 

To ensure methodological transparency, the classifi-
cation performance metrics are formally defined as fol-
lows. 
Let: 

𝑇𝑃: True Positives 
𝑇𝑁: True Negatives 
𝐹𝑃: False Positives 
𝐹𝑁: False Negatives 
 

Accuracy 

 Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 (1) 

 
Precision 

 Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 (2) 

 
Recall (True Positive Rate) 

 Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁 (3) 
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F1-Score 

 𝐹! =
2 ⋅ Precision ⋅ Recall
Precision+ Recall  (4) 

 
False Positive Rate 

 FPR =
𝐹𝑃

𝐹𝑃 + 𝑇𝑁 (5) 

 
Area Under the ROC Curve (AUC) 

 AUC = ) TPR
!

"
(FPR#!(𝑥)) 𝑑𝑥 (6) 

 
2.5. Exploratory Data Analysis 

Exploratory data analysis was conducted to examine 
feature distributions, class imbalance, and inter-feature 
relationships. Correlation analysis revealed strong de-
pendencies among traffic attributes such as flow dura-
tion, packet count, and byte transfer metrics. The dataset 
exhibited moderate class imbalance, with benign traffic 
samples slightly dominating. To mitigate potential bias, 
stratified sampling was applied during training and test-
ing to preserve class distribution across data splits. 
 
2.6. CNN-Based Intrusion Detection Model 

The CNN serves as the core detection engine re-
sponsible for learning hierarchical representations of 
network traffic patterns. The model architecture consists 
of an input layer followed by multiple convolutional lay-
ers designed to extract spatial feature relationships from 
structured traffic matrices. Each convolutional layer em-
ploys Rectified Linear Unit (ReLU) activation to intro-
duce non-linearity and improve feature separability. 

Max pooling layers are incorporated to reduce di-
mensionality and retain dominant feature activations, 
thereby improving computational efficiency and general-
ization capability. Batch normalization is applied to stabi-
lize gradient updates and accelerate convergence. The 
extracted feature maps are flattened and passed through 
fully connected layers that perform high-level reasoning 
and classification. The final Softmax output layer gener-
ates probability distributions for traffic classification. 

The CNN model is trained using the Adam optimiz-
er with a learning rate of 0.0001 and categorical cross-
entropy loss. Regularization techniques, including drop-
out and early stopping, are implemented to reduce over-
fitting and improve model generalization. 
 
2.7. Training and Validation Protocol 

To ensure reliable performance evaluation, stratified 
k-fold cross-validation is employed during model train-
ing. This technique ensures that class distributions are 
preserved across training and validation folds, reducing 

sampling bias. In addition, an independent held-out test 
set is used to assess final model performance, ensuring 
strict separation between training and evaluation data. 
 
2.8. Hyperparameter Optimization 

Hyperparameter tuning was performed through 
controlled iterative experimentation. Key parameters, 
including the number of convolutional layers, kernel siz-
es, batch size, learning rate, and dropout rate, were ad-
justed to achieve optimal performance while maintaining 
computational efficiency. Smaller kernel sizes were se-
lected to capture localized feature dependencies, while 
dropout regularization was applied to prevent overfitting 
during later training stages. 
 
2.9. Explainability and Ablation Analysis 

To enhance interpretability, Gradient-weighted 
Class Activation Mapping (Grad-CAM) was applied to 
visualize network traffic features contributing to classifi-
cation decisions. This technique provides insight into 
model behavior and supports human validation of auto-
mated security predictions. 

An ablation study was also conducted to evaluate 
the contribution of key architectural components, includ-
ing batch normalization, dropout layers, and convolu-
tional depth. The analysis helps justify model design 
choices and demonstrates the importance of each compo-
nent in improving detection performance and stability. 
 
3. CNN-Based Threat Detection Framework 

The developed CNN operates as a core analytical 
engine within the cyber defense pipeline. During de-
ployment, incoming network traffic is continuously pro-
cessed by the trained CNN, which outputs classification 
probabilities indicating the likelihood of malicious activi-
ty. These probability scores support risk-based decision-
making, enabling security systems to prioritize alerts, 
trigger predefined mitigation policies (e.g., blocking sus-
picious IP addresses, isolating compromised nodes, initi-
ating scans), or escalate incidents for further investiga-
tion. 

Through deep convolutional feature learning and 
probabilistic inference, the proposed approach enhances 
traditional intrusion detection mechanisms by enabling 
automated, data-driven threat identification. The frame-
work supports real-time operation in dynamic network 
environments and maintains adaptability to evolving 
attack patterns through periodic retraining with updated 
datasets. 

Figure 2 illustrates the architecture of the proposed 
CNN-based threat detection model. The framework be-
gins with an input layer that receives raw data (e.g., net-
work traffic, system logs, or image data), which is then 
processed  through  a  convolutional  layer  for  automatic  
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Figure 2. CNN-Based Threat Detection Framework. 
 

 
Figure 3. Training and validation accuracy of the CNN model 
on the UNSW-NB15 dataset. 
 

 
Figure 4. Training and validation loss of the CNN model on the 
UNSW-NB15 dataset. 
 
feature extraction. An activation function introduces non-
linearity, enabling the model to learn complex threat pat-
terns. A pooling layer follows to reduce dimensionality 
and  enhance  generalization.  The  extracted  features  are  

 
Figure 5. Confusion matrix of the CNN model on the UNSW-
NB15 test set. 
 

 
Figure 6. ROC curve of the CNN model on the UNSW-NB15 
dataset. 

 
Table 1. CNN Classification Report on UNSW-NB15 (Binary 
Classification). 

Class Precision Recall F1-
Score 

Sup-
port 

0 0.920 0.930 0.920 18613 
1 0.910 0.900 0.910 32922 
Accuracy   0.918 51535 
Macro Avg 0.915 0.915 0.915 51535 
Weighted Avg 0.918 0.918 0.918 51535 

 
then passed to a dense (fully connected) layer for high-
level reasoning and classification. Finally, the output lay-
er generates probability scores representing the likeli-
hood of each threat class, enabling confidence-based de-
cision-making. 
 
4. Results 

Figure 3 shows stable convergence, with validation 
accuracy closely following training accuracy, indicating 
good generalization performance. Figure 4 demonstrates 
consistent   optimization   behavior  and  gradual  conver- 
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Figure 7. Grad-CAM visualization of the CNN-based intrusion detection model. 
 
Table 2. Comparison with Baseline Models (Under Identical Protocol). 

Model Accuracy (%) Precision Recall F1-score 

Logistic Regression 86.4 0.87 0.85 0.86 
Random Forest 89.7 0.90 0.89 0.89 
LSTM 90.5 0.91 0.90 0.90 
CNN (Proposed) 91.8 0.92 0.91 0.91 

 

 

Figure 8. Grad-CAM Feature Importance Visualization for the 
Proposed CNN-Based Intrusion Detection Model on the 
UNSW-NB15 Dataset. 
 
gence without signs of overfitting. Figure 5 illustrates the 
classification performance of the proposed CNN. The 
model correctly classified most benign and attack sam-
ples, with some misclassifications observed in both clas-
ses. These results reflect a balanced detection capability 
and highlight the inherent challenges associated with 
distinguishing complex attack patterns in network traffic. 

Table 1 displays that the CNN achieved an overall 
accuracy of 91.8% on the test set. Precision, recall, and F1-
scores indicate balanced performance across both benign 
and attack classes, with slightly higher recall for benign 
traffic and marginally lower recall for attack traffic, re-
flecting the inherent class imbalance of the dataset.  

Table 2 shows that the CNN outperforms traditional 
machine learning models and sequential deep learning 
baselines under the same preprocessing and evaluation 
protocol, demonstrating its effectiveness in learning dis-
criminative spatial representations from network traffic 
features. 

Figure 6 illustrates the trade-off between the true 
positive rate and false positive rate for the proposed 
CNN-based intrusion detection model. The model 
achieves a high true positive rate with a relatively low 
false positive rate, indicating effective discrimination be-
tween benign and malicious network traffic under the 
evaluated experimental setup. Figure 7 depicts the Grad-
CAM visualization of the CNN-based intrusion detection 
model on the UNSW-NB15 dataset. The heatmap illus-
trates feature-level attention, highlighting network traffic 
attributes that contributed most significantly to attack 
classification decisions. 

Figure 8 illustrates the Grad-CAM–based feature 
importance distribution for the proposed CNN intrusion 
detection model on the UNSW-NB15 dataset. The plot 
shows the normalized activation scores indicating how 
strongly each input network traffic feature contributed to 
the model’s classification decision. As observed, only a 
subset of features exhibits high activation intensity, 
demonstrating that the CNN selectively focuses on the 
most discriminative traffic characteristics, particularly 
flow-based and packet statistical attributes that capture 
abnormal network behavior. In contrast, many features 
show minimal or near-zero activation, indicating low in-
fluence on prediction and suggesting possible redundan-
cy within the dataset. This attention pattern confirms the 
model’s ability to automatically learn meaningful repre-
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sentations of network traffic and prioritize critical intru-
sion-related indicators, thereby providing interpretability 
evidence and validating the transparency and effective-
ness of the proposed intelligent intrusion detection 
framework. 
 
5. Discussion 

The experimental evaluation of the proposed CNN-
based threat detection framework demonstrates strong 
and consistent performance in identifying and classifying 
cyber threats within dynamic network environments. The 
results indicate that the model is capable of learning dis-
criminative representations from network traffic data 
while maintaining stable generalization to unseen sam-
ples. As illustrated by the training dynamics, the CNN 
exhibits rapid convergence during the early epochs, with 
both training and validation accuracy increasing steadily 
and stabilizing at a high level. The corresponding loss 
curves decrease smoothly and plateau after convergence, 
indicating effective optimization and the absence of se-
vere overfitting. The close alignment between training 
and validation curves suggests that the model generalizes 
well beyond the training data, which is particularly im-
portant when dealing with complex and high-dimen-
sional intrusion detection datasets. 

The classification metrics reported in Table 2 further 
confirm the effectiveness of the CNN. The achieved accu-
racy, precision, recall, and F1-score indicate a balanced 
detection capability, with high true positive rates for at-
tack detection and a manageable level of false positives. 
Unlike idealized or near-perfect outcomes reported in 
some prior studies, the presence of both false positives 
and false negatives in this work reflects realistic opera-
tional conditions and aligns with established findings on 
the UNSW-NB15 dataset. The confusion matrix (Figure 5) 
shows that the majority of benign and attack samples are 
correctly classified, while a limited number of misclassifi-
cations persist due to overlapping feature distributions 
and the diversity of attack behaviors. The strong perfor-
mance of the CNN can be attributed to its hierarchical 
feature learning mechanism. Through successive convo-
lutional layers, the network captures low-level traffic 
characteristics, such as packet-level statistics and flow 
attributes, and progressively abstracts them into higher-
level representations associated with distinct attack pat-
terns [21]. This multi-scale feature extraction capability 
allows the CNN to detect localized anomalies and subtle 
deviations that are often missed by traditional machine 
learning approaches or sequential deep learning models. 
In addition, the use of pooling and normalization layers 
contributes to training stability and computational effi-
ciency, enabling the model to scale effectively to large 
network datasets [22].  

 

Beyond detection performance, the integration of re-
inforcement learning (RL) enhances the framework’s abil-
ity to autonomously determine appropriate response ac-
tions once a threat is identified. The RL agent interacts 
continuously with the environment, refining its decision 
policy based on feedback from previous mitigation out-
comes [23]. This adaptive mechanism enables the system 
to move beyond passive detection toward active defense, 
supporting actions such as blocking malicious IP ad-
dresses, isolating compromised nodes, or generating pri-
oritized alerts. By leveraging the CNN’s learned feature 
representations as state inputs, the RL component can 
make context-aware decisions that balance security effec-
tiveness with operational continuity [24], [25]. Another 
notable advantage of the proposed framework is its em-
phasis on explainability. Visualization techniques such as 
Gradient-weighted Class Activation Mapping (Grad-
CAM) are used to highlight the features or regions of the 
input data that contribute most significantly to classifica-
tion decisions. This interpretability facilitates human 
oversight and increases trust in automated security sys-
tems, allowing analysts to validate model behavior and 
investigate misclassifications. Explainable AI mecha-
nisms are increasingly critical in cybersecurity applica-
tions, where transparency, accountability, and compli-
ance with regulatory standards are essential [21], [26]. 

To ensure the reliability of reported performance, a 
5-fold stratified cross-validation was conducted. The 
CNN achieved a mean accuracy of 91.6% ± 0.8% across 
folds. The 95% confidence interval for accuracy ranged 
between 90.7% and 92.5%, indicating stable generaliza-
tion performance. Similar stability was observed for pre-
cision and F1-score metrics. These results confirm that 
performance improvements are not attributable to ran-
dom variation in data partitioning. Beyond binary classi-
fication, the proposed CNN was evaluated on the full 
multi-class attack categories of the UNSW-NB15 dataset. 
Results demonstrate strong per-class F1-scores across 
major attack categories, with particularly high perfor-
mance for Generic and Exploits attacks. Minor reductions 
in recall were observed in low-frequency classes such as 
Worms and Shellcode, reflecting inherent class imbal-
ance. Macro-averaged and weighted F1-scores further 
confirm balanced performance across attack types, 
demonstrating the model’s capability to discriminate 
among diverse contemporary threats.  

To enhance interpretability, Gradient-weighted 
Class Activation Mapping (Grad-CAM) was applied to 
visualize influential feature regions contributing to model 
predictions. The activation maps reveal that the CNN 
primarily focuses on traffic duration, byte flow patterns, 
and protocol-state interactions when identifying mali-
cious samples. In contrast, benign samples exhibit more 
uniformly distributed feature activation. These visualiza-
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tions reduce the black-box nature of deep learning mod-
els and support analyst validation of automated detection 
decisions. An ablation study was conducted to evaluate 
the contribution of key architectural components. Remov-
ing batch normalization resulted in reduced training sta-
bility and a 1.4% decrease in accuracy. Eliminating drop-
out increased overfitting, as evidenced by divergence 
between training and validation curves. Reducing convo-
lutional depth degraded multi-class discrimination per-
formance. These results confirm that hierarchical convo-
lution, normalization, and regularization collectively con-
tribute to detection robustness. 

The results demonstrate that CNN-based architec-
tures provide a robust foundation for intelligent intrusion 
detection systems, offering strong detection performance, 
stable learning behavior, and meaningful interpretability. 
When combined with reinforcement learning, the frame-
work forms a self-adaptive defense mechanism capable 
of responding dynamically to evolving attack patterns 
and environmental changes [27], [28]. While the current 
study establishes the effectiveness of the proposed ap-
proach, future work will focus on extended multi-class 
attack evaluation, probability-based ROC-AUC analysis, 
and deeper empirical validation of the reinforcement 
learning response strategy. These extensions will further 
strengthen the applicability of the framework in real-
world cloud, IoT, and industrial network environments. 

 
6. Conclusion 

This study presented an intelligent Convolutional 
Neural Network (CNN)-based intrusion detection 
framework designed to address the limitations of tradi-
tional intrusion detection systems in dynamic and high-
dimensional network environments. By leveraging hier-
archical feature extraction, the proposed CNN effectively 
captures discriminative network traffic patterns and 

demonstrates strong detection performance on the 
UNSW-NB15 benchmark dataset. The experimental re-
sults show that the model achieved an overall test accu-
racy of 91.8%, with a precision of 0.92, a recall of 0.91, and 
an F1-score of 0.91, indicating balanced and reliable clas-
sification performance across benign and malicious traffic 
classes. These results reflect the model’s strong capability 
to minimize false alarms while maintaining effective at-
tack detection.  Training and validation performance 
trends confirm stable convergence and strong generaliza-
tion capability without significant overfitting. Compara-
tive evaluation further shows that the proposed CNN 
outperforms traditional machine learning approaches, 
including Logistic Regression and Random Forest, as 
well as sequential deep learning models such as LSTM, 
highlighting the effectiveness of convolutional architec-
tures in learning spatial dependencies within structured 
network traffic data. Statistical validation using stratified 
cross-validation demonstrated a mean accuracy of ap-
proximately 91.6% ± 0.8%, confirming the robustness and 
stability of the model across multiple training folds. 

Furthermore, the incorporation of Grad-CAM-based 
explainability improves model transparency by identify-
ing influential traffic features contributing to classifica-
tion decisions, thereby enhancing trust and supporting 
human-in-the-loop cybersecurity analysis. Although the 
reinforcement learning-based response mechanism pro-
vides a conceptual foundation for adaptive cyber defense, 
future work will focus on implementing and empirically 
validating this component, extending multi-class intru-
sion detection performance, and incorporating probabil-
ity-based evaluation metrics such as ROC-AUC for com-
prehensive performance assessment. These enhance-
ments will further strengthen the framework’s applicabil-
ity in modern cloud, IoT, and large-scale enterprise net-
work environments. 
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