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Abstract: The growing cybersecurity vulnerabilities in artificial intelligence (Al) service models, particularly
Large Language Models (LLMs), highlight code injection as a critical threat to chatbot reliability and safe
deployment. On the account that LLMs process inputs as undifferentiated token sequences, they cannot
reliably distinguish trusted system prompts from untrusted user inputs. This architectural limitation enables
attackers to exploit direct and indirect prompt injection channels, resulting in insecure code generation, al-
tered execution flows, and potential data exfiltration or remote code execution. In mission critical environ-
ments such as cloud platforms, IoT ecosystems, and defense systems, these risks escalate into unauthorized
access and operational compromise. To address this challenge, the present study introduced a D2ANN-RL
framework that integrates input/output sanitization, context isolation, sandboxing, and secure prompt en-
gineering, supported by hybridization of Artificial Neural Network (ANN)-Reinforcement Learning (RL)
detection model. The ANN component ensures robust feature extraction, while RL dynamically adapts de-
fense strategies to evolving adversarial vectors. Computational evaluation demonstrates the framework’s
effectiveness, achieving 96.95% detection accuracy, precision of 96.9%, recall of 97%, and F-Score of 96.95%.
The Defense Performance Index (DPI) reached 84.9%, validating model resilience, scalability, and balanced
classification integrity. These findings highlight the broader implications of deploying transparent, adap-
tive, and generalizable safeguards for LLM based chatbot systems, advancing secure Al integration and
mitigating systemic vulnerabilities in mission critical operations.

Keywords: Large Language Models (LLMs); LLM-chatbots; Code injection mitigation; Artificial Neural Net-
works (ANN); Reinforcement Learning (RL); Adversarial Manipulation; Chatbots; AI Conversational
Agents.
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1. Introduction fundamentally changing how humans interact with Gen-

The potential of artificial intelligence (AI)-powered erative Artificial Intelligence (GenAl) across diverse do-
conversational agents has been dramatically transformed mains and customer-oriented services [1], [2]. These ad-
by the emergence of Large Language Models (LLMs), vances have significantly enhanced natural language
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understanding and generation, enabling conversational
agents to perform increasingly sophisticated tasks with
human-like fluency. These models, which enable natural
human-machine interactions, have completely changed
the technological landscape and constitute a major break-
through in Al and robotics innovation [3], [4]. LLMs excel
at natural language processing (NLP) tasks, including
summarization, translation, question answering, and au-
tomatic coding support [5]. LLM-powered conversational
agents have established a new benchmark for NLP sys-
tems by demonstrating human-like reasoning, contextual
awareness, and advanced dialogue generation across ap-
plications ranging from customer service automation to
personalized virtual assistants [6]. Their capabilities stem
from breakthroughs in deep learning, particularly trans-
former-based architectures such as Generative Pre-trained
Transformer (GPT) and Bidirectional Encoder Representa-
tions from Transformers (BERT) [7]. These models, trained
on vast datasets, enable chatbots to deliver coherent, logi-
cal, and contextually appropriate responses that adapt dy-
namically to user intent. The progression reflects not only
technical sophistication but also a fundamental shift in hu-
man-machine interaction, as these systems increasingly
provide seamless and intuitive communication experi-
ences that closely resemble human conversation [1].

Despite these remarkable capabilities, the rapid adop-
tion of LLM-powered conversational agents has also intro-
duced significant cybersecurity challenges. LLMs are in-
creasingly integrated into machine learning design, Al sys-
tems engineering, and software security, while their incor-
poration into conversational agents continues to reshape
these disciplines. Although this integration accelerates
software development and enhances user interaction, it
simultaneously introduces new cybersecurity vulnerabili-
ties, particularly code injection attacks, requiring stronger
safeguards to ensure secure, reliable, and ethical deploy-
ment in modern software systems and Internet of Things
(IoT) platforms [8], [9]. Among these emerging threats,
code injection has become one of the most critical security
concerns because it can manipulate chatbot behavior, com-
promise sensitive information, and potentially lead to un-
authorized system access. Addressing these vulnerabili-
ties is therefore essential to guarantee trust, resilience, and
the secure deployment of LLM-powered applications
while protecting real-world systems from data exfiltration,
remote code execution, and other malicious activities.

The underlying cause of these vulnerabilities lies in
the architectural characteristics of LLMs. Unlike conven-
tional software that follows explicitly programmed logic,
LLMs interpret all inputs as undifferentiated token se-
quences and generate outputs based on probabilistic pre-
dictions derived from learned patterns [10]. This inherent
ambiguity makes them particularly susceptible to adver-
sarial manipulation, most notably through prompt

injection attacks. The Open Worldwide Application Secu-
rity Project (OWASP) has identified prompt injection as
the leading security vulnerability affecting LLM applica-
tions [11]. These attacks include direct prompt injection
(jailbreaking), in which users deliberately override model
safeguards, and indirect prompt injection, where mali-
cious instructions are embedded within external resources
such as websites, documents, or files.

The consequences of these attacks extend well be-
yond manipulated conversations. In software engineering
contexts, these weaknesses can escalate into insecure code
generation, where models reproduce unsafe program-
ming patterns such as inadequate input validation, and
data poisoning, which corrupts training datasets or
knowledge bases to induce systematic errors. These risks
become even more severe when conversational agents are
granted excessive autonomy, enabling unrestricted inter-
action with Application Programming Interfaces (APIs),
databases, or operating system commands without suffi-
cient human oversight. Consequently, adversarial manip-
ulation can substantially increase the likelihood of cata-
strophic system compromise and undermine the trustwor-
thiness of LLM-powered applications.

Although LLMs have transformed conversational Al
by enabling context-aware dialogue across diverse appli-
cation domains, their architectural ambiguity —where
trusted instructions and untrusted inputs are processed
uniformly —creates security vulnerabilities that adver-
saries can exploit through prompt and code injection at-
tacks. Conventional defense mechanisms, such as prompt
sanitization, context isolation, and rule-based filtering,
have been proposed to mitigate these risks. However,
these approaches generally rely on static protection strate-
gies that are difficult to adapt to increasingly sophisticated
and evolving adversarial techniques. This challenge re-
mains unresolved because conventional intrusion detec-
tion datasets fail to capture LLM-specific attack vectors,
while single-layer defense mechanisms lack the adaptabil-
ity required to counter emerging threats effectively [12].

To address these limitations, this study proposes the
D2ANN-RL Framework, which integrates hierarchical
feature extraction using Artificial Neural Networks
(ANNSs) with adaptive Reinforcement Learning (RL). The
proposed framework combines semantic features, includ-
ing token distribution and dialogue flow, with network-
level attributes to improve the detection of code injection
attacks against LLM-powered conversational agents. Fur-
thermore, the framework incorporates Gradient-weighted
Class Activation Mapping (Grad-CAM) to enhance model
transparency by providing interpretable visual explana-
tions for security-related decisions, thereby improving
both detection performance and explainability.

The primary contribution of this study is the develop-
ment of a layered intelligent cybersecurity framework that
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combines hierarchical feature learning, adaptive policy
optimization, and explainable artificial intelligence to
strengthen the resilience of LLM-powered conversational
agents against adversarial code injection attacks. By inte-
grating adaptive learning with interpretable decision-
making, the proposed framework provides a scalable ap-
proach for securing LLM-based conversational systems
operating in increasingly complex and dynamic environ-
ments.

The remainder of this paper is organized as follows.
Section 2 and Section 3 present the study objectives and
theoretical framework. Section 4 reviews the related liter-
ature. Section 5 describes the research methodology. Sec-
tion 6 presents the experimental results and discusses the
research findings, and Section 7 concludes the study with
recommendations for future research.

2. Study Objective

This study aims to investigate the cybersecurity chal-
lenges associated with the rapid evolution of LLM-pow-
ered conversational agents, with particular emphasis on
code injection attacks resulting from their increasing au-
tonomy and integration into modern software systems.
While advances such as fine-tuning, multimodal integra-
tion, and Retrieval-Augmented Generation (RAG) have
significantly expanded the capabilities of conversational
agents, they have also broadened the attack surface, par-
ticularly when LLMs interact with Application Program-
ming Interfaces (APIs), databases, and operating system
commands. To mitigate these security risks, this study
proposes the D2ANN-RL Framework, which combines hi-
erarchical feature extraction using Artificial Neural Net-
works (ANNSs), adaptive Reinforcement Learning (RL),
and layered defense mechanisms to improve the detection
and mitigation of code injection attacks against LLM-pow-
ered conversational agents. By aligning technological in-
novation with cybersecurity requirements, the proposed
framework aims to promote resilient chatbot design that
balances system performance, ethical responsibility, and
robust protection against adversarial manipulation.

The specific objectives of this study are as follows:

a) To develop the novel D2ANN-RL Framework,
which combines Artificial Neural Networks
(ANNSs) for hierarchical feature extraction with
Reinforcement Learning (RL) for adaptive policy
optimization, thereby providing dynamic resili-
ence against evolving code injection attacks tar-
geting LLM-powered conversational agents.

b) To evaluate the effectiveness of the proposed
D2ANN-RL Framework in detecting and mitigat-
ing code injection attacks using the CySecBench
dataset through comprehensive performance
evaluation and explainability analysis, thereby
improving the security, reliability, and trustwort-

hiness of LLM-powered conversational agents.

¢) To establish a scalable framework for secure LLM
deployment by incorporating explainable artifi-
cial intelligence, privacy-by-design principles,
and standardized evaluation using the CySec-
Bench dataset, thereby supporting transparent
and resilient cybersecurity practices for modern
conversational Al systems.

3. Theoretical Framework

The vulnerabilities of LLMs in mission-critical envi-
ronments have been extensively studied, with particular
focus on prompt injection, code injection, and adversarial
manipulation. Early defenses, such as static filtering and
rule-based sanitization, proved brittle against indirect in-
jections and evolving attack vectors. Subsequent research
introduced sandboxing to isolate execution environments,
yet this approach alone could not address semantic manip-
ulation of prompts. Secure prompt engineering strategies
improved resilience but lacked adaptability to novel ad-
versarial tactics, while adversarial training methods often
degraded performance and failed to generalize across di-
verse attack surfaces [13]. More recent work has explored
hybrid detection models, combining deep learning with
reinforcement learning to dynamically adapt to evolving
threats. ANN architectures excel at feature extraction,
while RL agents refine defense strategies in real time in cy-
bersecurity studies [14].

Against this backdrop, the D2ANN-RL framework
advances the literature by integrating defense-in-depth
principles with ANN-RL hybridization, operationalizing
multiple safeguards into a unified adaptive architecture
for resilient and scalable protection in mission-critical
LLM-chatbot systems. Within this framework, conversa-
tional agents are conceptualized as systems capable of per-
ceiving environmental stimuli and making reasoned deci-
sions to achieve specific communicative or functional
goals [15]. The shift toward LLM-based chatbots is defined
by their ability to provide coherent, contextually aware re-
sponses that mirror human reasoning and learning capa-
bilities [16]. Modern LLMs such as GPT-3.5, GPT-4, GPT-
5, BERT, T5, and Large Language Model Meta Al (LLaMA)
serve as the primary decision-making brains within these
systems, enabling high performance in tasks ranging from
translation to complex question-answering [17], [18].
LLaMA is Meta’s flexible open-source model designed to
provide natural, context-aware responses while serving as
a reasoning brain for advanced conversational agents
across diverse sectors [19]. The T5 model, developed by
Google, leverages transformer architecture to frame all
natural language processing tasks as text-to-text transla-
tion problems, providing the flexibility and generative
power needed for chatbots to produce fluent, natural and
context-aware responses [20]. Figure 1 presents the
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Figure 1. A modified LLM-Powered Conversational Agents with
Cybersecurity Vulnerabilities [2].
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Figure 2. Al models, underscoring the transformative evolution
of LLMs in the development of chatbots [17], [20], [21].

conceptual architecture of LLM-powered conversational
agents, highlighting their core components and associated
cybersecurity vulnerabilities.

GPT-5 adopts a Mixture-of-Experts (MoE) architec-
ture characterized by a parameter capacity extending into
the tens of trillions, while selectively activating approxi-
mately 125B—635B parameters per token based on model
configuration [22]. This sparse activation mechanism opti-
mizes computational efficiency while preserving extensive
representational capability, enabling scalable reasoning
performance and enhanced adaptability across complex
artificial intelligence applications. GPT-4 has been widely
reported with an estimated parameter scale of approxi-
mately 1.76 trillion (see Figure 2), surpassing GPT-3's 1.75

trillion parameters and signifying a transformative ad-
vancement in computational scale, model complexity, and
the emergence of deeper, more context-aware conversa-
tional intelligence [17], [20], [21]. According to Briouya et
al. (2024), alternative estimates reported in the literature
suggest substantially larger parameter counts for GPT-4,
including an estimate of 170 trillion parameters, reflecting
ongoing discussions regarding model architecture and pa-
rameter estimation [23]. The authors contextualize GPT-4
within Al scaling trends, emphasizing parameter expan-
sion as a key progress indicator while highlighting the in-
herent trade-off between enhanced performance, compu-
tational requirements, and sustainable artificial intelli-
gence development.

This progression also sets the stage for future innova-
tions in Al-driven conversational agents. The integration
of RAG promises to ground chatbot responses in real-time,
factual data, reducing hallucinations and improving relia-
bility [24]. Meanwhile, multimodal capabilities combining
text, voice, and visual inputs are becoming increasingly
feasible as models grow in size and sophistication. These
advancements will enable chatbots to operate seamlessly
across platforms and contexts, from healthcare diagnostics
to educational tutoring and customer service support.
Within the broad context of conversational Al chatbots,
fine-tuning, multimodal integration, and Retrieval Aug-
mented Generation (RAG) represent pivotal advances that
expand functionality and resilience. Fine-tuning enables
domain-specific adaptation, ensuring precision in sensi-
tive applications such as healthcare and cybersecurity.
Multimodal integration extends capabilities beyond text,
incorporating voice, image, and paralinguistic signals to
enrich human-Al interaction and address diverse commu-
nicative needs [25]. RAG grounds chatbot responses in ex-
ternal, real-time knowledge bases, reducing hallucinations
and enhancing factual reliability. Collectively, these inno-
vations embody a shift from static, text-only dialogue sys-
tems toward adaptive, context-aware architectures. Within
this study, they signify methodological pathways for
strengthening LLM-driven chatbots, balancing utility with
accountability, and advancing secure, transparent, and
pedagogically valid conversational agents.

These models are trained on billions to trillions of pa-
rameters, allowing them to optimize the simultaneous
processing of grammatical structures, word meanings,
and intricate contextual relationships. Specifically, models
like BERT utilize bidirectional context understanding to
more accurately interpret user intent by considering both
preceding and succeeding words in a sentence. BERT lev-
erages transformer architecture to learn bidirectional con-
text, analyzing both preceding and succeeding words to
accurately interpret user intent, allowing chatbots to pro-
vide more precise and relevant answers to complex con-
versational queries developed by Google. Conversely, the
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GPT series emphasizes generative pre-training for fluid,
multi-turn interactions, while the T5 model frames all nat-
ural language processing tasks as text-to-text translation
problems to maximize flexibility [26].

The architecture of advanced Al-driven conversa-
tional agents, often termed Large Multimodal Agents
(LMAs), is increasingly defined by four core components:
perception, planning, action, and memory [27]. Perception
in this theoretical framework is a cognitive-like process
where the agent collects and interprets information from
diverse multimodal environments. While early agents
were text-centric, future innovations are extending percep-
tion to include visual data (images and video) and voice
signals, enabling agents to navigate web pages or interpret
human paralinguistics such as prosody and emotion [28].
This cross-modal adaptation is essential for agents to
evolve into robust entities that mirror human-level intelli-
gence by integrating multisensory information. Planning
serves as the central reasoning hub, responsible for decom-
posing complex goals into executable sub-tasks. This com-
ponent can be categorized into static planning, where a
goal is decomposed based on initial input, and dynamic
planning, which allows the agent to reformulate its strat-
egy based on real-time environmental feedback or error
detection. Advanced techniques such as Chain of Thought
(CoT) prompting are integrated into the planning phase to
elicit step-by-step reasoning, helping the model tackle
complicated problems more effectively [29]. Furthermore,
the action component translates these plans into specific
operations, which may be virtual, embodied (like physical
robotic movement), or tool-based through invoking exter-
nal APIs or Python code. The memory component is vital
for long-term consistency, allowing agents to store and re-
trieve previous successful experiences and multimodal
states [30].

Prompt engineering is a crucial method that com-
municates tasks to the model without or with few exam-
ples by using explicit instructions, such as zero-shot or
few-shot learning [31]. RAG is especially important since
it gives chatbots access to outside, real-time data sources,
ensuring that their responses are based on true knowledge
and greatly lowering the possibility of hallucinations. In
order to give the LLM with more context for generation,
RAG has a retrieval layer that searches vector databases
for pertinent documents. Within conversational AI, RLHF
represents a pivotal mechanism for aligning LLM-chatbots
with human values and expectations. By integrating eval-
uative feedback into reinforcement learning loops, RLHF
enhances adaptability, reduces harmful outputs, and
strengthens trust. Within this study, it signifies a method-
ological pathway for embedding accountability and resili-
ence into secure, mission-critical chatbot systems. RLHF
being the key component of agent optimization, uses a re-
ward model trained on human text evaluations to match

model outputs with human values and preferences [2].
Additionally, despite reducing computational expenses
and storage needs, fine-tuning techniques like Low-Rank
Adaptation (LoRA) and Quantized LoRA (QLoRa) pro-
vide parameter-efficient approaches to tailor models for
particular domains [32]. These techniques make it possible
to create domain-specific chatbots that, while using little
datasets, retain great accuracy and user satisfaction.

A taxonomy of autonomy and memory integration
can help clarify how these agents are categorized. Closed-
source LLMs are used as planners by Type I agents, who
lack long-term memory and are mostly guided by prompt
tactics. By fine-tuning open-source models on action-re-
lated data, type Il agents improve this capability and make
decisions that are on par with closed-source systems. More
sophisticated Type III and Type IV agents incorporate
long-term memory; Type III planners use tools to indi-
rectly access memory, while Type IV planners interact di-
rectly with memory to automatically adjust and improve
plans in response to experience. The development of na-
tive memory is crucial for lifelong learning and real-world
adaption. The framework includes multi-agent collabora-
tion paradigms in addition to single-agent systems, in
which various agents assume specialized roles as perceiv-
ers, planners, or patrollers in order to share the cognitive
load and improve group efficacy in challenging tasks.

Systems like MemoDroid, for example, use memory-
augmented reasoning to automate mobile tasks using spe-
cialized exploration and selection agents [33]. Through
specialized cognitive roles, the MemoDroid framework
automates mobile tasks via a cooperative multi-agent sys-
tem. Its Exploration Agent maps user interface (UI) items
into possible subtasks kept in a program memory by per-
forming offline interface analysis. While a Deduction
Agent uses LLMs to find executable action sequences, the
Selection Agent compares user commands to these stored
subtasks during online execution. Importantly, when
faced with comparable tasks, the Recall Agent uses
memory-augmented reasoning to retrieve and carry out
prior successful workflows. By efficiently distributing cog-
nitive burden, this architecture improves productivity in
dynamic multimodal settings.

Architectural innovation, modular intelligence, and
ethical governance are all incorporated in LLM-based
chatbots [6]. It sees chatbots as adaptive conversational be-
ings that use the sensory breadth of multimodal percep-
tion, the generative capacity of LLMs, and the grounding
of RAG to engage with the world like humans rather than
as standalone programs. Moving from static, text-only sys-
tems to dynamic, human-centric, context-aware agents
with long-term reasoning and cross-modal interaction is
the road map for future innovation. Standardized evalua-
tion frameworks and a dedication to ethical norms that put
user safety and data integrity first help this progress. By

Scientific Journal of Computer Science 2026, 2, 2

https://journal.futuristech.co.id/index.php/sjcs



Oluwasegun et al., D2ANN-RL: Defense-in-Depth ANN-Reinforcement Learning Framework for LLM Chatbot Code Injection Mitigation 317

synthesizing these elements, the field can move toward a
new generation of conversational Al that is not only more
intelligent but also more sustainable and beneficial across
global society.

4. Literature Review

LLM-driven chatbots face persistent cybersecurity
vulnerabilities, particularly adversarial prompt manipula-
tion leading to code injection attacks. Contemporary re-
searches emphasized the necessity of integrating adaptive
defense mechanisms with structural safeguards to miti-

gate these evolving risks and ensure operational reliability.

While the incorporation of LLMs has significantly en-
hanced chatbot utility and contextual intelligence, it has
simultaneously introduced novel and sophisticated attack
vectors, underscoring the urgent need for resilient, trans-
parent, and scalable protection in mission-critical environ-
ments. Prompt injection, whereby adversaries craft mali-
cious inputs to manipulate system commands or exfiltrate
sensitive information, constitutes one of the most critical
vulnerabilities in LLM-driven chatbots, necessitating resil-
ient, adaptive, and transparent defense strategies to safe-
guard mission-critical environments against evolving cy-
bersecurity threats [11]. This results from LLMs’ architec-
tural ambiguity, which blurs trust boundaries by pro-
cessing trusted instructions and untrusted user inputs as
undifferentiated token sequences [34]. Because of this am-
biguity, attackers can compromise system integrity by in-
serting malicious directives or executable code into natural
language queries integrations. According to [35], LLM vul-
nerabilities can be divided into deployment-stage risks
like code injection and adversarial prompting and train-
ing-stage concerns like data poisoning. In chatbot environ-
ments, where models constantly engage with untrusted in-
puts in real time, deployment issues are more serious [34].

Instead of being isolated instances, researchers con-
tend that rapid injection attacks are a structural weakness
that calls for comprehensive mitigation strategies. As a
matter of fact, [36] advanced a multi-dimensional ap-
proach, cross-model comparison, cross-language evalua-
tion, and secure prompt engineering, ensuring that miti-
gation strategies addressed structural weaknesses com-
prehensively while preserving chatbot functionality and
resilience against evolving threats. Cross-model compari-
son first looks into how susceptibility is affected by train-
ing corpus variety and model size.

Despite their superior capabilities, larger models fre-
quently display wider attack surfaces because of their ex-
tensive learnt representations. Second, cross-language
evaluation takes into account the impact of programming
paradigms on the occurrence of vulnerabilities, with more
rigid syntactic languages potentially providing resilience
[37]. Third, by explicitly embedding task-specific security
requirements into prompts, secure prompt engineering

not only mitigates acquired biases but also enforces struc-
tured trust boundaries, thereby minimizing exposure to
risky instructions and strengthening chatbot resilience
against injection-based attacks. In order to reduce vulner-
abilities and increase resilience against LLM-chatbot code
injection threats, operationalization requires a defense-in-
depth approach, which integrates layered safeguards like
input/output sanitization, context isolation, and strict
sandboxing [38]. By employing delimiters or metadata to
establish trust boundaries, context isolation makes sure
that user data and system instructions stay separate. Even
in cases when injections succeed, strong sandboxing effec-
tively constrains the model’s operational scope by limiting
its agency over vital system resources, thereby preventing
privilege escalation and ensuring that malicious instruc-
tions cannot compromise critical model operation [39].
According to [40], the delicate balance between secu-
rity and utility in LLM-chatbots should be mild, overly re-
strictive defenses can hinder legitimate functionality,
while insufficient safeguards leave systems vulnerable. To
address this, [41] introduced emerging strategies such as
context-aware filtering and adaptive sandboxing dynami-
cally adjusting protections based on real-time threat levels,
ensuring resilience without sacrificing usability. However,
continuous monitoring and auditing of chatbot interac-
tions are advocated to detect anomalous behaviors, ena-
bling early identification of injection attempts and rein-
forcing sustainable, long-term mitigation strategies [42].
Recent academic discourse has increasingly focused
on mitigating prompt and code injection vulnerabilities in
LLM-based chatbots, recognizing their potential to com-
promise sensitive domains. Peng et. al., (2025) provided a
comprehensive survey of jailbreak exploits and retrieval-
augmented poisoning, recommending fine-tuning, water-
marking, and fact-checking to safeguard response reliabil-
ity [43]. Yang et al. (2025) reviewed the evolution of spoken
conversational agents powered by large language models,
highlighting advances in multimodal interaction, speech
understanding, and dialogue systems while emphasizing
challenges related to robustness, privacy, and secure de-
ployment [44]. Gulyamov et. al., (2026) advanced the PAL-
ADIN framework, applying OWASP Top10 principles to
LLM security, with emphasis on contextual isolation, cre-
dential protection, and layered defenses, incorporating in-
put filtering, sandboxing, secure aggregation, and anom-
aly detection [11]. Oise et. al. (2026) presented a CNN-
based intrusion detection framework that advances resili-
ent architectures against adversarial code injection in LLM
cybersecurity [45]. By leveraging deep learning’s capacity
for hierarchical feature extraction and anomaly recogni-
tion, the proposed model systematically detects malicious
traffic patterns, thereby mitigating vulnerabilities in LLM
deployments and strengthening resilience against adver-
sarial manipulation in mission-critical conversational Al
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chatbots. The integration of preprocessing pipelines, strat-
ified validation, and interpretability mechanisms ensures
robust and transparent defenses. This approach offers
scalable protection for federated LLM systems, particu-
larly in sensitive sectors such as healthcare and education,
where reliability and explainability are paramount.

The evolution of chatbots has progressed steadily
from simple rule-based systems, which relied on prede-
fined scripts, to today’s advanced LLM-powered conver-
sational agents capable of dynamic, context-aware dia-
logue. This transformation reflects breakthroughs in natu-
ral language processing, machine learning, and trans-
former architectures, enabling chatbots to understand nu-
anced queries and generate human-like responses. As a re-
sult, modern LLM-driven chatbots not only enhance user
experience but also introduce new cybersecurity chal-
lenges, particularly code injection vulnerabilities, requir-
ing comprehensive defense strategies to safeguard their
growing role in digital ecosystems. Because they relied on
keyword matching and written restrictions, early chatbots
like ELIZA and ALICE were unable to maintain meaning-
ful conversation. These systems were domain-specific,
fragile, and incapable of capturing subtleties in language.
A paradigm shift occurred in 2017 with the development
of transformer architectures, which allowed models like
GPT, BERT, and T5 to process large corpora and produce
coherent, contextually aware replies, potentially applica-
ble in education as one of the most promising domains for
LLM-based chatbots [46].

Zhang et al. (2026) demonstrated that the LLM-as-
Judge approach can reliably evaluate Al-generated educa-
tional materials, showing substantial agreement with hu-
man evaluators across multiple assessment criteria [47].
Similarly, Matthew et al. (2023) emphasized ChatGPT's
transformative role in pedagogy, highlighting its capacity
to generate instructional materials, automate assessments,
and provide personalized feedback [2]. Emakporuena et al.
(2026) extended this argument by examining higher gen-
erative Al models (ChatGPT-4, ChatGPT-4.5, and antici-
pated ChatGPT-5), noting their potential to foster critical
thinking, problem-solving, and alignment with sustaina-
ble development goals in education [17]. When taken as a
whole, these studies highlight LLMs’dual roles as content
producers and assessors, emphasizing the need for hybrid
human-AI oversight to guarantee pedagogical legitimacy.

In the context of developing communicative skills,
conversational Al technologies have also been thoroughly
examined. Shadiev et al. (2025) categorized conversational
Al into five types: embodied conversational agents (ECAs),
speech recognition systems, traditional chatbots, ad-
vanced Al-powered chatbots (ChatGPT), and general con-
versational agents [48].

Sophisticated Al-powered chatbots have become cen-
tral to language learning, offering tailored, instantaneous

feedback with a predominant emphasis on speaking pro-
ficiency, most often in English. These systems have
demonstrated gains in learner motivation, autonomy, and
fluency, yet persistent challenges remain, including tech-
nological limitations, inaccuracies in accent recognition,
and ethical concerns related to bias and privacy. While this
body of work highlights the transformative potential of
LLM-based chatbots to reshape language education, it also
identifies gaps in receptive skills such as reading and lis-
tening, with notable advances emerging from the exten-
sion of LLMs into multimodal domains that integrate di-
verse communicative modalities. Yang et al. (2025) further
explored spoken conversational agents, integrating speech
recognition, translation, and paralinguistics into LLMs
[44]. The study emphasized challenges of accent diversity,
fairness, and privacy in voice-based systems, calling for di-
versity-oriented evaluation metrics. When taken as a
whole, this research show that multimodality and speech
integration are important areas for next chatbot develop-
ments. RLHF, timely engineering, and fine-tuning are key
components of best practices for implementing LLM-
based chatbots [49]. Aldhafeeri et al. (2025) showed that
domain-specific fine-tuning and RAG are critical for en-
suring accuracy in sensitive fields where precision and
trust are paramount such as medical triage and cybersecu-
rity [50].

Generative Al chatbots have been deployed across di-
verse sectors, with particular reference to healthcare, to
support diagnosis, risk assessment, and therapy assistance
[50]. In education, they provide tutoring, Q&A support,
and administrative assistance [2], [17]. In cybersecurity,
they aid in incident response and log summarization [50].
Generative chatbots are also useful for creating content
and answering questions in customer service and journal-
ism. These applications show how adaptable LLM-based
chatbots are, but they also show how adoption is uneven,
with healthcare and education leading the way.

Despite its potential, systemic problems persist, espe-
cially in high-stakes industries like healthcare, where fac-
tually incorrect fluent outputs continue to be a significant
limitation. In addition, bias propagation is another con-
cern, as LLMs trained on large datasets may reinforce ste-
reotypes or marginalize linguistic diversity [44]. Privacy
risks loom large, particularly with voice-based agents pro-
cessing sensitive speech data. Other authors such as [47]
and [48] emphasized the need for standardized evaluation
frameworks that incorporate fairness-driven metrics,
transparency, and accountability to ensure responsible de-
ployment. Contrastingly, [2] and [17] also warned against
over-reliance on Al in educational contexts, stressing the
importance of maintaining human oversight to preserve
critical thinking and creativity. These literature converges
on several future innovations as RAG will continue to
ground LLM-chatbot responses in real-time data, reducing
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hallucinations. Multimodal integration will expand capa-
bilities across text, voice, and visuals, enabling richer hu-
man-Al interaction. Adaptive scoring mechanisms and hy-
brid evaluation frameworks combining LLM and human
oversight are recommended to balance efficiency with
pedagogical validity.

5. Study Design and Methodology

The D2ANN-RL framework supports text-based,
multimodal, IoT, enterprise, and voice-based environ-
ments, reflecting the diverse attack vector surfaces of mod-
ern conversational Al systems with reference to Figure 1.
An attack vector can be modeled as the probability of suc-
cessful exploitation given untrusted input, model ambigu-
ity, and defense strength:

AV Quser) = ) Uy A= (1= D) - ¥(Queer, H, K, R 7,0) (1)
i=1
Where:
e U; : Untrusted input factor (malicious payload
probability for the it query)
e A, : Architectural ambiguity coefficient (degree of
overlap between instructions and data)
e D :Defense strength (effectiveness of sanitization,
isolation, and sandboxing)
o  W(Quser H,K,R,7,m) : Workflow risk function rep-
resenting the chatbot pipeline:
= Quser: encoded query embedding,
—  H = firansformer(Quser): hidden semantic repre-
sentation,
- K=arg max sim(H, d): retrieved knowledge,
-  R=gm(H K): generated response vector,
= 7= @(Reext» Quser): reward signal from user
feedback,
Thew = Mg + @ - VJ(m,7): updated reinforce-
ment learning policy.

The Figure 1 provides a layered representation of risk
propagation within LLM-driven chatbot architectures,
highlighting how adversarial inputs traverse client inter-
faces, transformer processing, and multimodal retrieval
pathways. The diagram emphasizes the tension between
vulnerability amplification through architectural ambigu-
ity and expanded attack surfaces such as speech and net-
work channels and mitigation strategies achieved via san-
itization, context isolation, and sandboxing. The top layer
(Client Interface) introduces untrusted inputs (Ui), the
middle layer (Transformer and Retrieval) amplifies risk
through architectural ambiguity (Am), and the lower layer
(Cyber Attack Vectors) expands exposure via speech and
network channels. Defense strength (Ds) reduces the at-
tack vector magnitude, while reinforcement learning ()
dynamically adapts defense strategies. The presence of a
hacker figure highlight risks such as prompt injection,

insecure code generation, and remote code execution
when agents are granted excessive autonomy to interact
with APIs, databases, or system commands [51].

Architecturally, it integrates an ANN detection mod-
ule with a reinforcement learning (RL) agent, unified
through an input fusion layer that combines token embed-
dings with network-level traffic features. The ANN ex-
tracts hierarchical representations of adversarial prompts,
while the RL agent refines defense strategies dynamically
using reward signals, ensuring adaptive resilience against
evolving adversarial vectors. The ANN employs embed-
ding dimensions of 256, three dense layers with hidden
units (512—>256—128), ReLU activations, and a Softmax
classifier. The RL agent uses Proximal Policy Optimization
(PPO) to adaptively optimize defense policies based on
feedback obtained during the detection process. It stabi-
lizes training with clipped objective functions, ensuring
robust policy updates that adaptively minimize false neg-
atives while maintaining high accuracy across diverse en-
vironments.

Training is conducted with Adam optimizer, learning
rate 0.001 (decay schedule), batch size 64, dropout 0.3, and
early stopping (patience = 5). Experiments ran on hard-
ware specifications: NVIDIA RTX 3090 GPU, 24GB VRAM,
64GB RAM, Ubuntu 22.04. The experimental dataset setup
employed the modified CySecBench dataset (v2.1, 2025
publicly available), generated using the DeepTeam red
teaming tool. It includes 51,772 samples partitioned into
70% training, 20% validation, and 10% testing, with strati-
fied k-fold cross-validation (k=10). Preprocessing scripts
performed cleaning, encoding, scaling, and dimensional-
ity reduction. Malicious traffic was adapted to reflect
LLM-specific attack vectors such as jailbreak prompts,
payload obfuscation, privilege escalation, and data exfil-
tration. Empirical evaluation demonstrated consistently
high accuracy and F1-Scores across diverse attack vectors,
validating the framework’s effectiveness and generaliza-
bility in mitigating adversarial code injection threats in
LLM-driven chatbot systems, while ensuring reproduci-
bility under realistic adversarial and benign traffic condi-
tions. The operational workflow of the proposed D2ANN-
RL framework is summarized in Algorithm 1.

5.1. Design Workflow

The overall design workflow for mitigating LLM
chatbot code-injection vulnerabilities is depicted in Figure
3. This structured pipeline delineates each methodological
stage, thereby ensuring clarity, transparency, and repro-
ducibility. By systematically integrating adversarial
prompt datasets, secure preprocessing, federated training,
and layered defense mechanisms, the framework provides
a rigorous foundation for evaluating resilience. Such an
approach not only enhances the reliability of experimental
outcomes but also establishes a replicable model for ad-
vancing cybersecurity in sensitive LLM applications.
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Figure 3. Design Workflow of the Proposed Defense-in-Depth
Framework LLM-Chatbot Code Injection Study.

5.2. Dataset Description

The CySecBench dataset was employed to train and
evaluate the proposed D2ANN-RL framework for LLM
chatbot code injection detection. Generated using the
DeepTeam red teaming tool, CySecBench emulates adver-
sarial prompt manipulation and injection scenarios, incor-
porating both benign and malicious traffic to reflect realis-
tic operational conditions. Malicious instances were struc-
turally adapted to mirror contemporary LLM specific at-
tack vectors, including unauthorized command execution,
context hijacking, jailbreak prompts recursive self-modifi-
cation, payload obfuscation, privilege escalation, and data
exfiltration. Compared to earlier intrusion detection da-
tasets, CySecBench provides improved realism, reduced
redundancy, and richer feature relationships, making it
particularly suitable for deep learning-based defenses. Ex-
perimental validation was conducted on GPU accelerated
platforms, NVIDIA RTX 3090 workstations for reproduci-
bility and cloud infrastructures AWS EC2 A100 clusters for
scalability. These platforms enabled parallelization, high
throughput adversarial simulation, and rigorous cross val-
idation, ensuring robust evaluation of D2ANN RL frame-
work across enterprise, text-based, multimodal, IoT, and
voice-based environments.

5.3. Data Preprocessing

Prior to model training and evaluation, the CySec-
Bench dataset underwent a structured preprocessing pipe-
line to ensure consistency, quality, and suitability for deep
learning-based detection of LLM-chatbot code injection at-
tacks. The dataset was partitioned into 70% (36240 sam-

ples) training, 20% (10354 samples) validation, and 10%
(5178 samples) test sets with stratified k-fold cross-valida-
tion. To maintain methodological clarity, the classification
performance metrics are articulated in precise analytical
terms, ensuring transparency, reproducibility, and rigor-
ous evaluation across accuracy, precision, recall, and F1-
score within the study framework [52].

Let:
TP  =True Positives
TN  =True Negatives
FP  =False Positives

FN =False Negatives

i TP o
recision = TP n FP

Recall = —F 3
O = TP FN 3)

Fl—s 5 Precision X Recall @
— — X
core Precision + Recall

p ~ TP + TN -
CCUracy =T P ¥TN +FP +FN
1
AUC = f TPR(FPR)d(FPR) ©)
0
TPR FPR @)

~ TP +FN’ ~ FP+TN
5.5. Explainability and Ablation Analysis

Within the ANN-RL framework, interpretability was
empirically validated by adapting Grad-CAM to NLP ar-
chitectures. Instead of visualizing image pixels, gradients
were computed with respect to token embeddings, pro-
ducing heatmaps that highlighted adversarial tokens in-
fluencing classification outcomes. For sequential ANN
layers, gradient signals were aggregated across hidden
units and mapped back to token positions, empirically
showing which linguistic features drove detection. Grad-
CAM was applied to the final hidden dense layer of the
ANN to visualize the contribution of embedded token fea-
tures to the final prediction. These visualizations en-
hanced transparency, enabling analysts to verify predic-
tions and understand model reasoning as deeper trans-
former layers refined token-level Grad-CAM maps for im-
proved interpretability. The empirical findings demon-
strated that the ANN-RL framework achieved explainabil-
ity by linking gradient signals to interpretable linguistic
features, transforming adversarial detection from a black-
box process into a transparent, reproducible defense sys-
tem.
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5.6. System Framework

With reference to Figure 4, the Defense-in-Depth
Framework is a layered security architecture designed to
protect LLMs against adversarial prompt injection and
malicious code manipulation. It begins with Input and
Feature Fusion, where network-level traffic and user
prompts are combined through token embeddings to cap-
ture semantic and structural patterns. The fused features
are processed in the Detection Layer, where an ANN iden-
tifies anomalies and a RL agent adaptively refines defense
strategies based on feedback. The Defense Layer strength-
ens resilience through rule-based filters, adversarial re-
training, and explainability analysis, such as Grad-CAM
visualizations, which highlight features influencing classi-
fication decisions.

Finally, the Response Layer ensures secure outcomes
by validating safe responses and blocking malicious out-
puts. This integrated pipeline enables continuous learning,
adaptive protection, and verifiable security. Experimental
validation confirmed high detection accuracy, reduced at-
tack success rates, and strong response integrity, demon-
strating reliable defense for Al-driven conversational
agents. Practically, the feedback loop ensures that the
model evolves alongside adversarial tactics, making it ca-
pable of countering new forms of LLM-chatbot code

injection without requiring complete retraining. It also
supports human-in-the-loop oversight, where analysts can
validate or correct outputs, feeding those corrections back
into the system to refine its decision boundaries. The im-
plication is a dynamic, self-optimizing defense mechanism
that balances precision and recall while maintaining mis-
sion integrity in enterprise environments.

5.7. Model Evaluation
e  Attack Success Rate (ASR), were computed as;

NSU.CCESS

ASR = x 100 8)

total

Where; Ng,,ccess
tions and N;,;q;

=number of successful code injec-
= total attack attempts

e False Positive Rate (FPR)

Nfalse alert

FPR = x 100 )

benign

Where Nfalse alert =
flagged and Njep;4n = total benign prompts

benign prompts incorrectly

Detection Accuracy (DA)

N .
correct detections
—— %100

DA = 10
Ntotal ( )
e Response Integrity Index (RII)
Nsafe responses
RII = 2P %100 (11)
Ntatal responses
e Latency Overhead (LO)
RII = Tdefence - Tbaseline % 100 (12)
Tbaseline

Where Ty fence and Tpgserine are average response
times with and without defense layers.

¢ Defense Performance Index (DPI)
Raw Ratio Calculation
From the Defense Performance Index (DPI) for-
mula:

DA + RII

DPL.,, =
T ASR + FPR + LO

(13)

Substitution of Empirical Values
DA =96.95, RII =95.0, ASR=3.0,FPR = 3.11, LO =
28.0
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Algorithm 1. D2ANN-RL for LLM-Chatbot Code Injection
Mitigation.

Input: UserPrompt, NetworkTraffic
Output: SafeResponse or BlockMaliciousOutput
1 Initialize LLM Chatbot
2 Load DefenseLayers «— {FeatureFusion, Detection, Defense,
Response}

3 foreach (UserPrompt, NetworkTraffic) do

4 user input «— UserPrompt

5 traffic data < NetworkTraffic

6 if DetectMaliciousPayload(user input) then

7 user input < SanitizeInput(user input

8 end

9 features < ExtractNetworkFeatures(traffic data)

10 embeddings < Tokenize(user input)

11 fusedFeatures < FeatureFusion(features, embeddings)

12 anomalyScore <— ANN Detect(fusedFeatures)

13 strategy < RL Agent Update(anomalyScore,
rewardFeedback)

14 if RuleBasedFilter(fusedFeatures) = malicious then

15 BlockOutput()

16 end

17 else

18 retrainedModel «— AdversarialRetraining(
fusedFeatures)

19 explanation «— GradCAM Visualization(
retrainedModel, fusedFeatures)

20 end

21 if anomalyScore > threshold or strategy = block then

22 final output < BlockMaliciousOutput

23 end

24 else

25 final output < SafeResponse

26 end

27 LogActivity(user input, final output)

28 ASR «— Msuccess 5 10

Ntotal IPATN
29 Accuracy — z——

30 Responselntegrity < %ﬁ;jzzz:z
31 DPI « Compositelndex(ASR, Accuracy,
Responselntegrity, Latency)
32 Display Metrics: {ASR, Accuracy, Responselntegrity,
DPI}
33 end
pPL,. = 96.95 + 95.0 19195 —ce3 (14)

3.0 + 3.11 + 280 34.11

This means the “benefits” (accuracy + integrity)
are about five times larger than the “costs” (attack
success rate + false positives + latency). But 5.63 is
not yet a percentage.

Applying Normalization Formula:

DPlLg 5.63

=— X100 =———
DPlnorm DPl,q, +1 563 +1

x 100 =849  (15)

6. Discussion of Research Findings

In Table 1, the comparative analysis accentuate how
this study advances beyond prior work. Saleem et al. (2026)
achieved a detection accuracy of 95.2% while reducing
ASR from 71.4% to 11.3%, showing the strength of layered
defenses in RAG-based chatbots [53], while Xing et al.
(2026) achieved 96% detection accuracy with MCP-
Guard’s multi-stage pipeline [54]. Ramakrishnan and
Balaji (2025) benchmarked 847 adversarial cases, showing
multi-layered defenses lowered attack success rates to 8.7%
while preserving task performance [55]. Li et al. (2025) ad-
vanced DRIFT, a dynamic isolation framework validated
on AgentDojo [56]. In contrast, the proposed ANN-RL
Framework achieves 96.95% accuracy, 96.9% precision,
97.0% recall, 96.95% F1-score, ROC-AUC of 0.96 and com-
bined ANN classification with reinforcement learning to
lower ASR from 69.7% to 10%, positioning it as a synthesis
of layered defense and adaptive reinforcement learning.
This establishes superior resilience and scalability for en-
terprise, cloud, and IoT chatbot security, decisively
strengthening the field’s trajectory.

In Figure 5, the ROC curve of the D2ANN-RL Frame-
work exhibits an AUC=0.96, validating near-perfect dis-
crimination between benign and adversarial samples. The
curve’s steep ascent toward the upper-left corner reflects
high sensitivity and specificity, confirming exceptional
classification performance. The red star denotes the opti-
mal threshold balancing false positives and true positives.
Compared with random chance (AUC=0.50), the frame-
work demonstrates superior detection accuracy and ro-
bustness. Empirical analysis across attack vectors revealed
detection rates above 97% for payload obfuscation and un-
authorized command execution, while slightly reduced
sensitivity was observed for recursive self-modification
and context hijacking, which involve subtler contextual
manipulations. These results affirm the framework’s relia-
bility and adaptability in mitigating LLM-chatbot code-in-
jection threats under diverse adversarial conditions.

In Figure 6, the graph shows a steady decline in both
training and validation loss across 30 epochs. Training loss
drops sharply from 0.75 to 0.05 by epoch 15, indicating
rapid convergence. Validation loss decreases from 0.70 to
around 0.25, stabilizing with minor fluctuations. The close
alignment between both curves demonstrates excellent
generalization, minimal overfitting, and strong learning
efficiency. This confirms the framework’s robustness and
adaptability when trained on the CySecBench dataset for
detecting adversarial code injection threats.

With reference to Table 2, the comparison chart
clearly demonstrates that the proposed ANN-RL frame-
work surpasses baseline models in detecting adversarial
code injection threats. Logistic Regression, Random Forest,
and LSTM all achieve respectable performance, with accu-
racies ranging from 86% to 90.5% and balanced precision-
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Table 1. Scholarly Comparison of the Existing Model to the Proposed D2ANN-RL Framework.

Method Detection Accuracy (D%) Reducing Attack Success Rate (ASR%)
RAG-Based Chatbots [53] 95.20 714t011.3
MCP-Guard framework [54] 96.01 74 to 12
Al Agents Defense Framework [55] 94.35 73.2t0 8.7
DRIFT: Dynamic Rule-Based Defense [56] 95.60 72 to 14.
Proposed D2ANN-RL Framework 96.95 69.7 to 10

Table 2. Comparison of D2ANN-RL Framework with Baseline Models.
Model Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Logistic Regression 86.40 87.00 85.00 86.00
Random Forest 89.70 90.00 89.00 89.00
LSTM 90.50 91.00 90.00 90.00
ANN-RL Framework 96.95 96.90 97.00 96.95

recall values. However, the ANN-RL model achieved the
highest accuracy at 96.95%, alongside precision of 96.9%,
recall of 97%, and an F1-score of 96.95%. This indicates not
only improved detection capability but also greater con-
sistency in handling both benign and malicious samples.
The integration of reinforcement learning ensures adapta-
bility to evolving attack vectors, while the ANN provides

robust anomaly detection. Together, they deliver a bal-
anced and resilient defense mechanism. The results vali-
date that the ANN-RL framework offers superior discrim-
inative power compared to traditional methods, making it
a practical and scalable solution for securing LLM-driven
chatbot systems against sophisticated injection attacks.

Scientific Journal of Computer Science 2026, 2, 2

https://journal.futuristech.co.id/index.php/sjcs



Oluwasegun et al., D2ANN-RL: Defense-in-Depth ANN-Reinforcement Learning Framework for LLM Chatbot Code Injection Mitigation 324

Detection Accuracy (DA)

False Positive Rate (FPR)

100 - = 15 -
yaoa 83.2% e < 12.8%
< 80 1 72.4% L s
. 60 A &
g [
g 404 g
< I
20 1 3
. i
M Sanitization Only I Context Isolation Only M Proposed M Sanitization Only ¥ Context Isolation Only Il RL w/o
Framework Sandbox
Resilience Score (RSS) Latency
1.0 40
0.84
g 08 - 0.72 = 30 e 28ms
§ 0.61 SN j_éi 22m
8 0.6 Z 20 15ms
5 04 o
= ]
& o2 =10
0
M Sanitization Only Context Isolation Only M RL w/o M Sanitization Only Context Isolation Only M RL w/o
Sandbox Sandbox
Figure 9. Defense Performance Comparison for ANN-RL Framework.
Table 3. Performance Comparison of D2ANN-RL Framework.
Method DA (%) FPR (%) RSS (0-1) LO (ms)
Sanitization Only 72.40 12.80 0.61 15
Context Isolation Only 78.90 10.50 0.67 22
RL w/o Sandbox 83.20 9.70 0.72 30
D2ANN-RL Framework 96.95 3.11 0.84 28

In Figure 7, the Grad-CAM visualization of the ANN-
RL code injection detection model reveals how the pro-
posed D2ANN-RL Framework interprets and mitigates
adversarial prompts within the hybrid CySecBench da-
taset. The ANN functions as the primary feature extractor,
learning hierarchical representations from fused network
and token embeddings. Its heatmap highlights high atten-
tion zones typically malicious command patterns or obfus-
cated payloads using red and yellow regions, while blue
areas indicate benign inputs. RL complements this by dy-
namically adjusting detection thresholds and defense
strategies based on reward feedback, ensuring adaptabil-
ity to evolving attack vectors. Together, ANN and RL form
a synergistic mechanism: ANN provides precise anomaly
localization, and RL optimizes response policies. The vis-
ualization confirms that the model not only detects threats
but also explains its reasoning, enhancing transparency,
interpretability, and trust in LLM-chatbot security.

The confusion matrix (Figure 8) demonstrates the
strong classification capability of the proposed D2ANN-
RL framework in distinguishing malicious from benign
prompts on the CySecBench v2.1 validation set of 10,354
samples used for model validation. The model correctly
identified 5,022 malicious instances (TP) and 5,016 benign
instances (TN), while producing only 161 false positives
and 155 false negatives. These outcomes resulted in a pre-
cision of 96.9%, recall of 97.0%, F1-score of 96.95%, and

overall accuracy of 96.95%. The low false positive and false
negative rates indicate balanced performance, confirming
that the framework effectively detects adversarial threats
while minimizing misclassification, thereby supporting
robust, reliable, and trustworthy LLM cybersecurity.

The ANN component extracts deep semantic and net-
work features, while the RL agent optimizes decision
boundaries through adaptive reward feedback, maintain-
ing strong diagonal dominance. This color rich matrix
highlights the ANN-RL Framework’s ability to achieve
near-perfect classification accuracy and interpretability,
validating its robustness in detecting diverse LLM-chatbot
code injection attacks.

These results emphasize the importance of incorpo-
rating semantic features such as token distribution and di-
alogue flow alongside traditional network attributes. Ex-
plainability analysis using Grad-CAM revealed that token
distribution patterns and flow duration metrics were the
most influential features in detecting adversarial prompts,
validating the structural modification of CySecBench to in-
clude LLM-specific injection vectors. Compared to earlier
intrusion detection datasets, the hybrid CySecBench
framework provided improved realism and richer feature
relationships, enabling more reliable evaluation of deep
learning-based defenses against adversarial code injection.
Overall, the findings demonstrate that the proposed
framework is both effective and adaptable, offering a
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practical pathway for mitigating code injection attacks in
LLM-driven conversational systems while ensuring trans-
parency, resilience, and operational reliability.

In Figure 9, the defense performance comparison vis-
ualization of D2ANN-RL provides a comprehensive view
of how layered defense strategies perform under adversar-
ial conditions. The Proposed D2ANN-RL demonstrates
exceptional balance between detection accuracy, resilience,
and operational efficiency. With a False Positive Rate of
3.11% and Latency of 28ms, it achieves real-time respon-
siveness while maintaining 96.95% detection accuracy and
a resilience Score of 0.84. These results confirm that com-
bining ANN for hierarchical feature extraction with RL for
adaptive decision optimization significantly enhances pre-
cision and scalability. The framework’s integration of san-
itization, context isolation, and sandboxing minimizes
false alarms and strengthens system reliability, validating
its effectiveness in mitigating LLM-chatbot code injection
threats across enterprise, cloud, and IoT environments.
The D2ANN-RL exhibits slightly higher latency because it
integrates multiple defense layers, sanitization, context
isolation, sandboxing, and ANN-RL adaptive decision
processing. Each layer adds computational overhead, en-
suring deeper inspection and dynamic threat evaluation,
which marginally increases response time while maximiz-
ing detection accuracy and resilience.

The performance comparison in Table 3 validates the
superiority of the D2ANN-RL over single-layer strategies.
While sanitization, context isolation, and reinforcement
learning individually contribute to improved detection ac-
curacy and reduced false positives, they remain limited in
resilience and scalability. The integrated framework
achieves 96.95% detection accuracy, reduces the false pos-
itive rate to 3.11%, and delivers the highest resilience score
(0.84), with a modest latency overhead of 28ms. This la-
tency arises from the sequential execution of multiple

defense layers sanitization, isolation, validation, and mon-
itoring each introducing minor computational delays.
However, this cumulative processing represents a deliber-
ate trade-off, ensuring enhanced security, resilience, and
trustworthy performance in mission critical environments.

7. Conclusion and Recommendations

The proposed ANN-RL Framework establishes with
empirical certainty that layered intelligence mitigates vul-
nerabilities such as LLM-chatbot code injection. By em-
ploying ANN-driven hierarchical feature extraction, the
model consistently captures discriminative traffic and con-
versational patterns, delivering 96.95% accuracy, 96.9%
precision, 97.0% recall, and 96.95% F1-score on the CySec-
Bench v2.1 dataset. Stratified k-fold cross-validation vali-
dates robustness and generalization across folds, ensuring
stable detection capability under diverse adversarial con-
ditions. The integration of Grad-CAM explainability pro-
vides transparent visualization of influential features, re-
inforcing human-in-the-loop trust in automated decisions.
Reinforcement learning definitively extends adaptability,
enabling dynamic defense against evolving adversarial
prompts and strengthening resilience. The framework
achieves a resilience score of 0.84 and maintains a reduced
false positive rate, empirically confirming its ability to
minimize alarms while sustaining effective detection.
ROC analysis yields AUC = 0.96, demonstrating near-per-
fect discrimination between benign and malicious samples.
These results affirm the framework’s computing capacity
to balance efficiency with robust protection, offering a
scalable and resilient foundation for enterprise, cloud, and
IoT cybersecurity applications where conversational
agents must operate with integrity and resistance to evolv-
ing threats. This study establishes layered intelligence and
reinforcement learning as decisive advances in secure con-
versational AL
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