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Abstract: Software-Defined Networking (SDN) has become a key enabler of next-generation communication
infrastructures because of its centralized control, programmability, and global network visibility. However,
the centralized architecture also introduces significant security vulnerabilities, making SDN environments
highly susceptible to attacks such as DoS, DDoS, probing, brute-force, and botnet activities. Although deep
learning-based intrusion detection systems have achieved high detection accuracy, many existing ap-
proaches suffer from high computational complexity, long training time, and limited suitability for real-time
deployment. This study addresses this gap by developing a lightweight stacking ensemble intrusion detec-
tion framework for SDN using the InSDN dataset. The proposed framework employs XGBoost, LightGBM,
CatBoost, Random Forest, and Extra Trees as base learners, with Logistic Regression serving as the meta-
learner. Experiments were conducted using 48-feature, 6-feature, and 4-feature configurations derived from
previous feature-reduction studies. The results demonstrate consistently high detection performance,
achieving accuracies above 99% across all feature subsets, with only marginal degradation under reduced
feature dimensions. The framework showed excellent detection capability for major attack categories while
maintaining reliable performance for most minority classes. These findings demonstrate that stacking en-
semble learning is a practical and computationally efficient alternative to complex deep learning architec-
tures for SDN intrusion detection, with strong potential for scalable and real-time cybersecurity deployment
in modern network environments.
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1. Introduction

Network security has become one of the most critical
concerns in modern communication systems due to the
rapid growth of interconnected networks and the increas-
ing sophistication of cyber threats [1]. The expansion of
IoT services, cloud computing, and large-scale digital in-
frastructures has significantly increased the attack surface
of modern networks, making the protection of network

resources and sensitive information a fundamental re-
quirement for sustainable digital operations [1], [2]. In par-
ticular, IoT environments are characterized by heterogene-
ous devices, dynamic traffic patterns, and resource con-
straints, which make the deployment of conventional se-
curity mechanisms increasingly challenging [3], [4].
Software-Defined Networking (SDN) has emerged as
a key technology for next-generation communication
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infrastructures by decoupling the control plane from the
data forwarding plane and enabling centralized network
control, programmability, and global network visibility
[5]-[7]. These capabilities provide substantial advantages
for traffic engineering, automated policy enforcement, and
simplified network management, and have also supported
the development of scalable SDN-IoT environments [8].
However, the centralized SDN controller becomes a high-
value target for cyberattacks, making SDN environments
vulnerable to attacks such as Denial of Service (DoS), Dis-
tributed Denial of Service (DDoS), probing, brute-force at-
tacks, botnet activities, spoofing, and API exploitation [9],
[10]. Such attacks threaten the confidentiality, integrity,
and availability of network resources and can lead to
large-scale service disruptions, particularly in SDN-IoT
deployments [11].

Intrusion Detection Systems (IDS) are therefore es-
sential for protecting SDN infrastructures by continuously
monitoring network traffic and identifying malicious ac-
tivities in real time [12], [13]. Traditional signature-based
IDS are effective for detecting known attacks but struggle
against zero-day and evolving threats, while anomaly-
based IDS can detect previously unseen attacks but often
suffer from high false alarm rates [14]. To overcome these
limitations, recent studies have increasingly adopted ma-
chine learning and deep learning techniques for SDN in-
trusion detection [15]. In particular, Ataa et al. [10] demon-
strated that CNN-LSTM and Transformer-based IDS mod-
els can achieve detection accuracies exceeding 99% on the
InSDN dataset.

Despite their impressive detection performance, ex-
isting deep learning-based IDS frameworks are often asso-
ciated with high computational complexity, long training
times, substantial hardware requirements, and limited in-
terpretability. These limitations make their deployment in
real-time or resource-constrained SDN environments chal-
lenging. Although ensemble learning methods have
shown strong performance in various cybersecurity appli-
cations, their potential as lightweight and scalable alterna-
tives to complex deep learning architectures has not been
sufficiently explored for SDN intrusion detection. Further-
more, the effectiveness of stacking ensemble learning un-
der reduced feature configurations remains largely under-
investigated.

The effectiveness of IDS models also depends heavily
on the quality and representativeness of the datasets used
during training and evaluation [16], [17]. Among recent
SDN intrusion detection datasets, the InSDN dataset has
emerged as one of the most comprehensive and realistic
benchmark datasets for SDN security research [18]. The
dataset captures realistic SDN traffic behavior and in-
cludes multiple attack categories such as DoS, DDoS,
Probe, Botnet, brute-force, and Web attacks. Ataa ef al. [10]
further optimized the dataset by reducing the original fea-
ture space to 48 features and subsequently investigating

reduced 6-feature and 4-feature subsets while maintaining
high intrusion detection accuracy.

To address the identified research gap, this study pro-
poses a lightweight stacking ensemble intrusion detection
framework for SDN using the InSDN dataset. The pro-
posed framework combines XGBoost, LightGBM, Cat-
Boost, Random Forest, and Extra Trees as base learners,
with Logistic Regression serving as the meta-learner. The
model is evaluated using 48-feature, 6-feature, and 4-fea-
ture configurations derived from the feature-reduction
strategy reported by Ataa et al. [10], enabling an investiga-
tion of the robustness of the ensemble under varying fea-
ture dimensionalities.

The main contributions of this study are as follows:

e A lightweight stacking ensemble framework for
SDN intrusion detection is developed using five
tree-based ensemble learners and a Logistic Re-
gression meta-learner.

e The framework is evaluated on the InNSDN bench-
mark dataset using 48-feature, 6-feature, and 4-
feature configurations to assess robustness under
feature reduction.

e A comprehensive experimental analysis is con-
ducted using accuracy, precision, recall, F1-score,
confusion matrices, correlation analysis, and fea-
ture importance analysis.

e The proposed approach is compared with state-of-
the-art deep learning models, demonstrating com-
petitive detection performance with lower compu-
tational complexity.

The remainder of this paper is organized as follows.
Section 2 reviews related work on SDN intrusion detection
and ensemble learning approaches. Section 3 describes the
dataset, preprocessing steps, feature analysis, and the pro-
posed stacking ensemble framework. Section 4 presents
the experimental results, feature contribution analysis,
and discussion of the findings. Finally, Section 5 concludes
the paper and outlines directions for future research.

2. Review of Related Works

Software-Defined Networking has gained significant
attention as a flexible and programmable networking par-
adigm capable of improving traffic management, scalabil-
ity, and centralized network control. However, the separa-
tion of the control and data planes introduces serious se-
curity vulnerabilities, particularly because the SDN con-
troller becomes a critical target for cyberattacks. Conse-
quently, researchers have increasingly explored the use of
machine learning and deep learning techniques to develop
efficient IDS capable of detecting evolving attacks in SDN
environments. Among the recent contributions, Ataa et al.
[10] proposed and compared hybrid CNN-LSTM and
Transformer-based intrusion detection models using the
InSDN dataset. Their study demonstrated state-of-the-art
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performance, where the Transformer model achieved
99.02% accuracy while the CNN-LSTM attained 99.01%
under a 48-feature configuration. Further experiments in-
volving feature reduction to 6 and 4 features, as well as
attack-class merging strategies, improved performance
further, with CNN-LSTM achieving 99.19% accuracy. The
study highlighted the effectiveness of deep learning archi-
tectures and feature engineering in improving SDN intru-
sion detection performance.

Beyond deep learning approaches, several studies
have emphasized the importance of feature selection and
conventional machine learning techniques for enhancing
IDS efficiency in SDN environments. Nadeem et al. [19] in-
vestigated multiple feature selection methods for DDoS at-
tack detection in SDN and demonstrated that Recursive
Feature Elimination combined with RF achieved an accu-
racy of 99.97%, confirming the importance of optimal fea-
ture selection for improving classifier performance. Simi-
larly, Logeswari et al. [20] proposed a Hybrid Feature Se-
lection-LightGBM framework that combined Correlation-
based Feature Selection and RF-RFE to identify informa-
tive features for SDN intrusion detection. Their results
showed that the LightGBM classifier significantly im-
proved accuracy, precision, recall, and F1-score, demon-
strating the efficiency of gradient-boosting approaches in
SDN security. In another study, Mahmud et al. [21] evalu-
ated several machine learning classifiers using the UNSW-
NB15 dataset, including Random Forest, Decision Tree,
AdaBoost, and Gradient Boosting. Among the evaluated
models, Gradient Boosting achieved the best performance
with 99.87% accuracy and 100% recall, highlighting the ro-
bustness of ensemble learning methods for intrusion de-
tection in SDN environments.

Several researchers have also explored diverse deep
learning architectures for improving SDN and SDN-IoT
intrusion detection systems. Hadi and Mohammed [22]
proposed a deep learning-based Network Intrusion Detec-
tion System integrating CNN, DNN, RNN, LSTM, and
GRU models with feature selection techniques on the NSL-
KDD dataset. Their approach reduced the original 41 fea-
tures to 12 optimal features and achieved accuracies rang-
ing from 97.78% to 98.63%, with CNN producing the best
performance. Likewise, Maddu and Rao [23] developed a
multi-stage IDS framework incorporating Deep Convolu-
tional Generative Adversarial Networks, CenterNet-based
feature extraction, and ResNet152V2 optimized with the
Slime Mold Algorithm for attack classification on the
InSDN and Edge-IloT datasets. Their framework effec-
tively detected and mitigated attacks such as DDoS, spoof-
ing, and API exploitation. Also, Rohith et al. [24] intro-
duced LightIDS-SDN, an explainable and federated IDS
architecture that integrates Transformer layers, Capsule
Networks, and BiLSTM units with quantum-inspired fea-
ture selection. Using the InSDN dataset, the proposed

framework achieved 98.73% accuracy while also

incorporating explainable Al techniques such as SHAP
and Grad-CAM to improve transparency and interpreta-
bility.

The growing integration of SDN with the IoT has fur-
ther accelerated the development of intelligent IDS frame-
works capable of handling heterogeneous and resource-
constrained environments. Chaganti et al. [25] proposed an
LSTM-based IDS framework for SDN-IoT environments,
achieving an accuracy of 97.1% for multiclass attack clas-
sification while also employing visualization methods to
improve feature interpretability. Similarly, Elsayed et al.
[26] introduced the Secured Automatic Two-level Intru-
sion Detection System (SATIDS), which utilized an im-
proved LSTM architecture for hierarchical attack detection
in SDN-IoT networks. Their model achieved 99.73% accu-
racy on the InSDN dataset and demonstrated strong scala-
bility for smart-city applications. In another related work,
Wani and Khaliq [27] developed an SDN-based IDS that
leverages deep learning to secure IoT environments with-
out imposing computational overhead on IoT devices.
These studies collectively demonstrate the growing reli-
ance on intelligent IDS solutions to secure SDN-IoT infra-
structures against sophisticated cyber threats.

Apart from model development, several studies have
focused on improving datasets and real-time IDS deploy-
ment in SDN environments. Yasarathna et al. [28] intro-
duced ASEADOS-SDN-IoT, a publicly available SDN-IoT
intrusion detection dataset containing 457,044 labeled flow
instances with 83 statistical features collected from a hy-
brid ONOS-controlled OpenFlow testbed. Their dataset
captured realistic SDN-IoT traffic and attack scenarios,
thereby providing a reliable benchmark for IDS research.
Similarly, Alzahrani and Alenazi [29] developed two SDN
datasets using Mininet and the Ryu controller and evalu-
ated multiple machine learning classifiers for real-time in-
trusion detection. Their findings showed that the Decision
Tree classifier achieved outstanding throughput and F1-
score performance using only three selected features, em-
phasizing the significance of feature reduction for real-
time IDS deployment. Also, Rui et al. [30] proposed a hier-
archical SDN-IoT routing and intrusion detection frame-
work integrating ensemble learning with SDN-based sub-
net management, demonstrating improved attack detec-
tion and routing efficiency in IoT environments.

Recent review studies have further emphasized the
growing importance of intelligent IDS techniques in SDN
security. Kumar and Algahtani [31] conducted a compre-
hensive review of ML and DL-based IDS frameworks for
SDN, highlighting the strengths and limitations of existing
approaches. Their study identified several persistent chal-
lenges, including scalability, real-time processing con-
straints, feature redundancy, dataset limitations, compu-
tational complexity, and the lack of interpretability in deep
learning models. Although hybrid deep learning architec-
tures have achieved impressive detection performance,
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Figure 1. Proposed Process Framework.
Table 1. Classes distribution. 3. Method and Materials

Label Attack Category Number of Samples

0 Normal 68,424

1 DoS 53,616

2 DDoS 121,942

3 Probe 98,129

4 Brute-force Attack 1,405

5 Exploitation (R2L) 17

6 Web Attack 192

7 Botnet Activity 164

many of these methods require high computational re-
sources and complex training procedures. Consequently,
recent studies increasingly recommend the exploration of
ensemble learning approaches that combine multiple ro-
bust classifiers to improve generalization, reduce overfit-
ting, and enhance computational efficiency.

Despite the limitations of the existing studies, and the
high accuracy achieved by Ataa et al. [10], the study pri-
marily focused on deep learning architectures and did not
explore advanced ensemble learning approaches that
could achieve comparable performance with lower com-
putational overhead. Although effective feature reduction
was demonstrated on the InSDN dataset, a research gap
still exists in developing an efficient ensemble stacking-
based IDS using reduced feature subsets and robust clas-
sifiers such as XGBoost, LightGBM, CatBoost, Random
Forest, and Extra Trees to enhance scalability, efficiency,
and generalization in SDN intrusion detection.

This section presents the overview of the dataset, data
preprocessing, and model development. Figure 1 gives a
clear diagrammatic description of the proposed model,
and the steps involved are discussed in subsequent sec-
tions.

3.1. Dataset

This study employed the InNSDN dataset, originally
introduced and further refined in the work of Ataa et al.
[10] due to its relevance and suitability for Software-De-
fined Networking (SDN) intrusion detection research. The
InSDN dataset represents realistic SDN network traffic
and provides detailed packet-level information that cap-
tures diverse network activities, including normal com-
munications, flow behaviors, and multiple cyberattack
scenarios. The dataset effectively reflects the complexity of
SDN infrastructures, thereby making it a reliable bench-
mark for evaluating intrusion detection models.

The dataset contains both benign and malicious traf-
fic records with a total of 343,889 instances. Initially, each
traffic record consisted of 77 raw features after removing
socket-related information such as IP addresses, flow
identifiers, and similar attributes. Subsequent studies fur-
ther optimized the dataset by reducing the feature dimen-
sionality to improve computational efficiency and reduce
redundancy. Building upon the feature engineering pro-
cess proposed by Ataa et al. [10], this study employed the
reduced feature subsets consisting of 48, 6, and 4 features
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Table 2. Feature Sets Used in the Study.

48-Feature Model

6-Feature Model

4-Feature Model

Protocol

Flow Duration
Tot Fwd Pkts
Tot Bwd Pkts
TotLen Fwd Pkts

Flow Duration
Flow Byts/s

Fwd Header Len
Bwd Header Len
Pkt Len Std

Flow Duration
Flow Byts/s

Bwd Header Len
Pkt Len Std

TotLen Bwd Pkts
Fwd Pkt Len Max
Fwd Pkt Len Min
Fwd Pkt Len Mean
Fwd Pkt Len Std
Bwd Pkt Len Max
Bwd Pkt Len Min
Bwd Pkt Len Mean
Bwd Pkt Len Std
Flow Byts/s

Flow Pkts/s

Flow IAT Mean
Flow IAT Std
Flow IAT Max
Flow IAT Min
Fwd IAT Tot
Fwd IAT Mean
Fwd IAT Std
Fwd IAT Max
Fwd IAT Min
Bwd IAT Tot
Bwd IAT Mean
Bwd IAT Std
Bwd IAT Max
Bwd IAT Min
Fwd Header Len
Bwd Header Len
Fwd Pkts/s

Bwd Pkts/s

Pkt Len Min

Pkt Len Max

Pkt Len Mean
Pkt Len Std

Pkt Len Var

Pkt Size Avg
Active Mean
Active Std

Active Max
Active Min

Idle Mean

Idle Std

Idle Max

Idle Min

Pkt Size Avg

in order to evaluate the effectiveness of the proposed en-
semble stacking intrusion detection framework under var-
ying feature dimensionalities.
3.1.1. Dataset Classes

The dataset contains the following eight classes and
distribution are shown in Table 1. To improve the clarity

and reproducibility of the study, Table 2 summarizes the
complete set of 48 traffic-flow features used in the full
model and explicitly identifies the features selected for the
reduced 6-feature and 4-feature configurations adopted
from the feature-reduction strategy of Ataa et al. [10].

The 6-feature configuration consisted of Flow Dura-
tion, Flow Byts/s, Fwd Header Len, Bwd Header Len, Pkt
Len Std, and Pkt Size Avg, while the 4-feature configura-
tion retained Flow Duration, Flow Byts/s, Bwd Header
Len, and Pkt Len Std. These reduced feature sets were
adopted from the feature-reduction strategy reported by
Ataa et al. [10] and were used to evaluate the robustness of
the proposed stacking ensemble under progressively
lower-dimensional feature spaces.

3.2. Data Understanding and Exploration

Data understanding and exploratory analysis were
conducted prior to model development in order to exam-
ine the structural characteristics, dimensionality, and sta-
tistical properties of the dataset. This phase was necessary
to identify potential inconsistencies, redundant records,
missing values, and abnormal feature distributions that
could negatively affect model performance. The explora-
tory analysis involved examining the dataset dimensions,
feature distributions, statistical summaries, and class im-
balance characteristics.

The exploratory analysis revealed that all selected
features in the dataset were numerical traffic-flow attrib-
utes, which simplified the preprocessing stage because
categorical encoding was not required. The dataset was
also examined for duplicate records, missing values, and
infinite values that could negatively affect model perfor-
mance. The inspection confirmed that the original InNSDN
dataset contained no duplicate records, no missing values,
and no infinite values. Understanding these characteristics
was essential for designing an effective preprocessing
pipeline and ensuring stable model training.

3.2.1. Correlation Analysis of Features

To investigate the relationships among the input fea-
tures, a Pearson correlation analysis was conducted on the
48 numerical features of the INSDN dataset. The resulting
correlation matrix was visualized using a correlation
heatmap, as shown in Figure 2. The analysis provides in-
sight into the degree of linear association between pairs of
features and helps identify redundant or highly correlated
variables that may influence model learning.

The heatmap revealed that most feature pairs exhib-
ited low to moderate correlation, indicating that the da-
taset contains diverse and complementary network traffic
characteristics. However, a few feature groups showed
strong positive correlations, particularly among flow-
based traffic statistics such as packet rate, byte rate, and
packet length features. This behavior is expected because
these attributes are derived from related network flow
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Pearson Correlation Heatmap of INSDN Features
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Figure 2. Pearson Correlation Heatmap of the Selected InNSDN Features.

measurements and therefore capture similar traffic prop-
erties.

Despite the presence of some highly correlated fea-
tures, all 48 features were retained in this study because
tree-based ensemble models such as XGBoost, LightGBM,
Random Forest, and Extra Trees are relatively robust to
multicollinearity. The correlation analysis nevertheless en-
hances the interpretability of the dataset and provides ad-
ditional evidence that the selected feature set captures
multiple dimensions of network traffic behavior relevant
for attack classification.

3.3. Data Pre-Processing

Data preprocessing was conducted to ensure the con-
sistency and suitability of the dataset for model training.
The exploratory analysis confirmed that the original
InSDN dataset contained no duplicate records, no missing
values, and no infinite values. Consequently, no data-
cleaning operations, such as duplicate removal, missing-
value imputation, or infinite-value handling, were

required. The preprocessing stage therefore focused on
separating the dataset into independent variables and tar-
get labels. The independent variables consisted of the se-
lected traffic-flow features used for intrusion detection,
while the target labels represented the eight attack catego-
ries contained in the dataset. The resulting feature matrix
comprised numerical traffic-flow attributes describing
packet behavior, flow statistics, timing characteristics, and
protocol interactions associated with both benign and ma-
licious network traffic.

3.4. Feature Scaling

Feature scaling was performed to normalize the nu-
merical ranges of the traffic-flow features and improve the
performance of the machine learning algorithms used in
this study. Since network traffic features often exhibit var-
ying scales and contain abnormal spikes caused by mali-
cious traffic behavior, scaling was necessary to ensure that
no individual feature disproportionately influenced the
learning process.
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Figure 3. Class distribution of the training and testing datasets after the 80:20 stratified split.

Table 3. Class Distribution After the 80:20 Stratified Split.

Class Training set (80%) Testing set (20%)
Normal 54,739 13,685

DoS 42,893 10,723

DDoS 97,553 24,389

Probe 78,503 19,626
Brute-force Attack 1,124 281

Exploitation (R2L) 14 3

Web Attack 154 38

Botnet Activity 131 33

Total 275,111 68,778

This study adopted the RobustScaler normalization
technique because of its ability to effectively handle outli-
ers commonly present in network traffic datasets. Unlike
conventional normalization techniques such as Standard-
Scaler, RobustScaler utilizes the median and interquartile
range, making it less sensitive to extreme values and ab-
normal traffic fluctuations. The scaling process trans-
formed all feature values into comparable numerical
ranges while preserving important statistical properties
relevant to intrusion detection.

3.5. Dataset Splitting

After preprocessing, the dataset was divided into
training and testing subsets using 80:20 stratified split.
Feature scaling was then performed by fitting the Robust-
Scaler on the training data only, and the learned transfor-
mation was subsequently applied to the test data. This
procedure was adopted to prevent data leakage and en-
sure an unbiased evaluation of the proposed model.

Stratified sampling was employed during the split-
ting process to preserve the original class distribution
across both the training and testing datasets. This ap-
proach was particularly important because the dataset
contained highly imbalanced attack classes. Maintaining
consistent class proportions across both subsets ensured

that minority attack categories were adequately

represented during training and evaluation, thereby im-
proving the reliability of the experimental results.

The class distributions in the training and testing sub-
sets remained proportional to the original dataset distribu-
tion (see Figure 3 and Table 3), confirming that the strati-
fied sampling strategy successfully preserved the relative
frequency of each attack category. This ensured that both
subsets contained representative samples of majority and
minority classes, thereby reducing sampling bias and im-
proving the reliability of the experimental evaluation.

3.6. Proposed Stacking Ensemble Framework

This study proposes a stacking ensemble-based intru-

sion detection framework for multi-class attack classifica-
tion in Software-Defined Networking environments.
Stacking ensemble learning is an advanced machine learn-
ing technique that combines the predictive strengths of
multiple base learners through a secondary learning
model known as a meta learner. The objective of stacking
is to improve predictive accuracy, robustness, and gener-
alization by leveraging the complementary capabilities of
diverse classifiers.
The proposed framework integrates five powerful tree-
based ensemble learning algorithms as base learners, in-
cluding XGBoost, LightGBM, CatBoost, Random Forest,
and Extra Trees classifiers. These algorithms were selected
because of their proven effectiveness in handling high-di-
mensional tabular datasets, nonlinear feature interactions,
imbalanced classes, and complex decision boundaries
commonly observed in cybersecurity applications. Table 4
present the summary of the configuration used.

XGBoost was selected for its strong regularization ca-
pability and efficient gradient boosting mechanism, which
enables accurate modeling of complex traffic behaviors.
LightGBM was incorporated because of its fast-training
speed and efficient leaf-wise tree growth strategy, making
it suitable for large-scale intrusion detection tasks. Cat-
Boost was included due toits ability to reduce prediction
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Table 4. Proposed Model Configuration.

Model Component Algorithm Configuration/Parameters
Base Learner 1 XGBoost Classifier Number of estimators = 300, maximum tree depth = 10, learning rate =
(XGBoost) 0.05, subsampling enabled, column sampling enabled, multi-class objec-

tive function

Base Learner 2 Light Gradient Boosting Ma-
chine (LightGBM)
CatBoost Classifier

Random Forest Classifier

Base Learner 3
Base Learner 4

Number of estimators = 300, learning rate = 0.05, leaf-wise tree growth
strategy with 64 leaves

Number of iterations = 300, learning rate = 0.05, tree depth =10

Number of decision trees = 300, random feature selection, bagging-based

ensemble learning

Base Learner 5 Extra Trees Classifier
Meta Learner Logistic Regression
Ensemble Framework Stacking Ensemble Learning

Number of decision trees = 300, randomized split selection strategy
Maximum iteration = 1000
Five-fold cross-validation, parallel model training enabled

bias and improve classification performance through or-
dered boosting mechanisms. Random Forest was utilized
because of its robustness against overfitting and strong
generalization capability through bagging and feature
randomness. Extra Trees was incorporated to introduce
additional randomness during tree construction, thereby
improving model diversity and reducing variance.

The outputs generated by the base learners were sub-
sequently combined using a Logistic Regression meta
learner. The meta learner was responsible for learning the
optimal combination of predictions generated by the base
models in order to produce the final classification output.
Logistic Regression was selected as the meta learner be-
cause of its simplicity, computational efficiency, and abil-
ity to effectively combine probabilistic outputs from mul-
tiple classifiers.

The stacking ensemble architecture was implemented
using a five-fold cross-validation strategy during training.
Cross-validation enabled the meta learner to learn from
out-of-fold predictions generated by the base learners,
thereby reducing overfitting and improving generaliza-
tion capability. The proposed ensemble framework there-
fore combines the strengths of multiple robust classifiers
to achieve improved attack detection performance, re-
duced false-positive rates, and enhanced classification sta-
bility in SDN intrusion detection tasks.

3.7. Model Evaluation

Model performance was evaluated using standard
classification metrics, including Accuracy, Precision, Re-
call, and Fl-score. These metrics were selected because
they provide complementary information about the classi-
fication capability of the model, particularly under imbal-
anced class distributions where accuracy alone may be in-
sufficient.

For a confusion matrix consisting of True Positives
(TP), True Negatives (TN), False Positives (FP), and False
Negatives (FN), the evaluation metrics are defined as fol-
lows:

1. Accuracy measures the proportion of correctly

classified samples among all evaluated samples
and is defined as:

p _ TP +TN
CCUraeY = TP ¥FP+FN+TN

@™

2. Precision measures the proportion of predicted
positive samples that are actually positive and is
expressed as:

Precision = e 2)
recision = o5 (

3. Recall, also known as sensitivity or true positive
rate, measures the proportion of actual positive
samples that are correctly identified and is ex-
pressed as:

Recall = — 0 3)
CC = TP Y FN (

4. The Fl-score is the harmonic mean of Precision
and Recall and provides a balanced measure of
classification performance and is defined as:

Fl—s 5 Precision = Recall @
— — X
core Precision + Recall

Particular emphasis was placed on Recall and F1-
score, as these metrics are especially important in intru-
sion detection scenarios where minimizing false negatives
is critical for ensuring that malicious activities are not
overlooked.

4. Results and Discussion

This section presents the experimental results ob-
tained from the proposed stacking ensemble model using
the InSDN dataset under different feature configurations,
including 48 features, 6 features, and 4 features. The per-
formance of the proposed model is comprehensively eval-
uated and discussed using standard classification metrics,
including accuracy, precision, recall, and F1-score.
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Table 5. Proposed Model Performance.

Num of Features Accuracy (%) Precision (%) Recall (%) F1-Score (%)
48 features 99.1916 99.1823 99.1916 99.1847
6 features 99.1567 99.1482 99.1567 99.1491
4 features 99.0389 99.0240 99.0389 99.0167
Table 6. Classification Report for 48-Feature Model.
Class Precision Recall F1-Score Support
Normal 0.98 0.98 0.98 13685
DDoS 1.00 1.00 1.00 24389
DoS 1.00 1.00 1.00 10723
Brute-force Attack 0.90 0.78 0.84 281
Web Attack 0.69 0.63 0.66 38
Probe 0.99 0.99 0.99 19626
Botnet Activity 091 0.97 0.94 33
Exploitation (R2L) 0.00 0.00 0.00 3
Accuracy 0.99 68778
Macro Avg 0.81 0.79 0.80 68778
Weighted Avg 0.99 0.99 0.99 68778

Confusion Matrix

Normal - SEEED) 0 5 0 0 237 1 0

DDOS - 1

DOS - 43 o 10672 El o 3 2 0

Brute-force Attack - 0 0 2 219 8 52 0 0

True Label

WEB ATTACK - 0 0 1 13 24 0 0 0

PROBE - 164 [ 6 8 £l

Botnet Activity - 0 0 1 0 0 0 32 0

°
°
°
°
~
°
°

Exploitation (R2L) - 1

Normal
DDOS -

DOS
 Brute-force Attack -
WEB ATTACK -
PROBE -
Botnet Activity -
Exploitation (R2L) -

redicted Label

Figure 4. Confusion Matrix of the Proposed Model Using 48 Fea-
tures.

4.1. Performance Evaluation and Confusion Matrix analy-
sis Across Feature Subsets

The experimental results obtained from the proposed
stacking ensemble intrusion detection framework demon-
strate outstanding classification performance across all
evaluated feature configurations of the InNSDN dataset.
The performance of the proposed is presented in Table 5.

Using the 48-feature subset, the proposed model
achieved the highest overall performance with an accu-
racy of 99.1916%, precision of 99.1823%, recall of 99.1916%,
and Fl-score of 99.1847%. These results indicate that the
ensemble framework effectively captured the complex
traffic-flow characteristics associated with both benign
and malicious network activities within the SDN environ-
ment. The high precision value demonstrates the model’s

ability to minimize false-positive predictions, while the
high recall value indicates effective detection of malicious
traffic with very few false negatives. Furthermore, the bal-
anced Fl-score confirms the consistency and reliability of
the proposed framework in handling multi-class intrusion
detection tasks.

The confusion matrix presented in Figure 4 and the
classification report in Table 6 further validate the strong
classification capability of the proposed model using the
48-feature subset. The results show that the majority of
traffic and attack classes were correctly classified with
minimal misclassification errors across the evaluated cate-
gories. The Normal, DoS, DDoS, and Probe classes
achieved exceptionally high detection performance, indi-
cating that the proposed model effectively learned the dis-
tinguishing characteristics of the major traffic patterns and
attack behaviors. The model demonstrated particularly
strong discrimination capability for the dominant attack
categories, while the minority classes exhibited compara-
tively lower performance due to the limited number of
available samples and the severe class imbalance. Brute-
force and Web Attack categories experienced some degree
of misclassification, whereas Botnet Activity was detected
with high reliability. In contrast, the Exploitation (R2L)
class was not correctly identified by the model, which can
be attributed to the extremely small number of samples
available for that category in the test set.

Using the reduced 6-feature subset, the proposed
model maintained remarkably high performance, achiev-
ing an accuracy of 99.1567%, precision of 99.1482%, recall
of 99.1567%, and Fl-score of 99.1491%. Although a slight
reduction in performance was observed compared to the
48-feature configuration, the difference was marginal, in-
dicating that the selected six features retained sufficient
discriminative information for accurate attack classifica-
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Figure 5. Confusion Matrix of the Proposed Model Using 6 Fea-
tures.

Table 7. Classification Report for 6-Feature Model.
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Figure 6. Confusion Matrix of the Proposed Model Using 4 Fea-
tures.

Class Precision Recall F1-Score Support
Normal 0.98 0.98 0.98 13685
DDOS 1.00 1.00 1.00 24389
DOS 1.00 0.99 1.00 10723
Brute-force Attack 091 0.75 0.82 281
WEB ATTACK 0.64 0.66 0.65 38
PROBE 0.98 0.99 0.99 19626
Botnet Activity 091 0.97 0.94 33
Exploitation (R2L) 0.00 0.00 0.00 3
Accuracy 0.99 68778
Macro Avg 0.80 0.79 0.80 68778
Weighted Avg 0.99 0.99 0.99 68778

Table 8. Classification Report for 4-Feature Model.

Class Precision Recall F1-Score Support
Normal 0.98 0.98 0.98 13685
DDOS 1.00 1.00 1.00 24389
DOS 0.99 0.99 0.99 10723
Brute-force Attack 0.94 0.67 0.78 281
WEB ATTACK 0.81 0.34 0.48 38
PROBE 0.98 0.99 0.99 19626
Botnet Activity 0.94 0.94 0.94 33
Exploitation (R2L) 0.00 0.00 0.00 3
Accuracy 0.99 68778
Macro Avg 0.83 0.74 0.77 68778
Weighted Avg 0.99 0.99 0.99 68778

tion. This result demonstrates the effectiveness of the fea-
ture reduction process in decreasing dimensionality and
computational complexity without significantly affecting
model performance.

As illustrated in Figure 5 and summarized in Table 7,
the 6-feature model shows classification behavior similar
to that achieved with the 48-feature configuration. Most
traffic samples were correctly classified, with only minor

increases in misclassification rates across a few classes.
The DoS, DDoS, and Probe attack classes continued to
achieve near-perfect classification performance, while
slight confusion persisted between WEB ATTACK and
Brute-force categories. Importantly, the model maintained
strong detection capability for minority attack categories
despite severe class imbalance.
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Figure 7. Top 20 Feature Importance of the Proposed Model Using 48 Features.

Similarly, the 4-feature subset also produced highly
competitive results, recording an accuracy of 99.0389%,
precision of 99.0240%, recall of 99.0389%, and F1-score of
99.0167%. Although performance slightly decreased com-
pared to the other feature subsets, the results remain ex-
ceptionally strong given the drastic reduction in feature
dimensionality.

The confusion matrix shown in Figure 6 and the clas-
sification report presented in Table 8 reveal that the pro-
posed model maintained effective classification perfor-
mance even with only four selected features. While most
Normal, DoS, and DDoS traffic instances were correctly
identified, a higher degree of misclassification was ob-
served in WEB ATTACK and Brute-force categories. De-
spite this, the model still demonstrated strong generaliza-
tion capability.

4.2. Analysis of Feature Contribution

To identify the most influential traffic-flow attributes
contributing to intrusion detection performance, a feature
importance analysis was conducted using a Random For-
est model trained on the 48-feature InSDN configuration.
The importance scores were obtained from the feature im-
portances attribute of the trained Random Forest model,
which computes impurity-based feature importance based
on the mean decrease in impurity across the ensemble of
decision trees. Figure 7 presents the top 20 ranked features
according to these importance scores. As shown in Figure
7, the Random Forest-based analysis indicates that Bwd
Header Length is the most dominant feature with an im-
portance score of 0.158052, significantly outperforming all
other attributes. This suggests that backward traffic
header characteristics play a critical role in distinguishing

between normal and malicious network behaviors in Soft-
ware-Defined Networking (SDN) environments. Simi-
larly, the Protocol type feature (0.086718) is identified as
the second most important variable, indicating that varia-
tions in communication protocols strongly influence at-
tack detection capability.

Other highly ranked features such as Backward Pack-
ets per Second, Backward Inter-Arrival Time Total, Flow
Duration, and Maximum Packet Length also contribute
substantially to the model’s decision-making process.
These features capture essential traffic-flow dynamics
such as timing behavior, packet distribution, and flow in-
tensity, which are commonly exploited by different types
of network attacks. Furthermore, features related to packet
length statistics (mean, variance, and standard deviation)
and flow inter-arrival times demonstrate moderate im-
portance, highlighting the relevance of both temporal and
statistical traffic characteristics in intrusion detection. It
should be noted that the reported importance values re-
flect the behavior of the Random Forest model and are
used primarily to provide interpretability regarding influ-
ential traffic attributes. They do not represent a unified
feature-importance measure for the entire stacking ensem-
ble framework. The feature importance analysis was con-
ducted using the 48-feature configuration, which repre-
sents the full feature set employed in this study. Although
feature importance scores were also generated for the re-
duced 6-feature and 4-feature subsets during experimen-
tation, they are not reported here because these subsets
contain only a small number of preselected features, and
the resulting rankings provide limited additional interpre-
tive value.
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4.3. Discussion of the findings

The experimental results obtained from the proposed
stacking ensemble intrusion detection framework demon-
strate consistently high and stable performance across all
evaluated feature configurations of the InNSDN dataset.
The findings indicate that the proposed model is highly ef-
fective in capturing both global and local traffic-flow pat-
terns associated with normal and malicious network be-
haviors within Software-Defined Networking environ-
ments. Across all experimental settings, the model-main-
tained accuracy values above 99%, even under significant
feature reduction from 48 to 4 features, demonstrating
strong robustness, generalization capability, and resilience
to dimensionality reduction.

The results further show that reducing the feature
space had only a marginal impact on performance. While
the 48-feature configuration achieved the highest overall
results, the 6-feature and 4-feature configurations still pre-
served strong predictive capability with only slight perfor-
mance degradation. This indicates that the most informa-
tive traffic characteristics are concentrated within a rela-
tively small subset of features, and that redundant or less
informative attributes can be removed without signifi-
cantly affecting classification quality. This is particularly
important for real-time SDN intrusion detection systems,
where computational efficiency and low latency are criti-
cal requirements.

From a class-wise perspective, the proposed model
demonstrates excellent discrimination capability for the
dominant DoS and DDoS attack classes, which achieved
exceptionally high detection performance across all evalu-
ated feature subsets. The Normal traffic class was also
identified with high reliability, indicating that the model
effectively learned the distinguishing characteristics of le-
gitimate network behavior. In contrast, the Probe class
achieved comparatively lower detection performance,
suggesting that Probe traffic remains more challenging to
distinguish from other attack categories under the current
feature configuration. The minority classes exhibited var-
ying levels of performance due to the severe class imbal-
ance and the limited number of available samples. Brute-
force and Web Attack categories experienced some degree
of misclassification, whereas Botnet Activity was detected
with high reliability. The Exploitation (R2L) class was not
correctly identified by the model, which can be attributed
to the extremely small number of samples available for
that category in the test set. Despite these limitations, the
overall classification performance remained exceptionally
strong, highlighting the robustness and generalization ca-
pability of the proposed stacking ensemble framework un-
der highly imbalanced SDN intrusion detection condi-
tions.

It is important to note that no explicit class imbalance
handling technique, such as oversampling, under-
sampling, class weighting, or cost-sensitive learning, was

employed in this study. This decision was made to pre-
serve the original class distribution of the InNSDN dataset
and to enable a fair comparison with the baseline deep
learning models reported by Ataa et al. [10]. However, the
severe imbalance of the dataset, particularly the extremely
small number of Exploitation (R2L) samples and the lim-
ited Web Attack and Brute-force samples, contributed to
the comparatively lower detection performance observed
for these minority classes. The results suggest that incor-
porating dedicated imbalance-handling strategies could
further improve minority-class detection performance and
represents an important direction for future research.

The feature importance analysis further provides in-
sight into the decision-making behavior of the proposed
model. Traffic-flow characteristics related to backward
communication patterns, protocol behavior, packet tim-
ing, and flow duration were identified as the most influ-
ential factors in intrusion detection. In particular, back-
ward header-related attributes and protocol information
play a dominant role in distinguishing malicious traffic
from legitimate flows. This confirms that SDN attack be-
haviors are strongly reflected in asymmetric traffic pat-
terns and temporal flow irregularities, which are effec-
tively captured by tree-based ensemble learning models.

As summarized in Table 9, When compared with
state-of-the-art deep learning-based approaches, particu-
larly the work of Ataa et al. [10] the proposed stacking en-
semble framework demonstrates competitive and, in some
cases, improved performance while offering significantly
reduced computational complexity. Unlike deep learning
architectures such as CNN-LSTM and Transformer mod-
els that require high computational resources and longer
training times, the proposed ensemble approach achieves
comparable or superior results using efficient tree-based
models combined through stacking.

The comparative results clearly demonstrate that the
proposed stacking ensemble model consistently outper-
forms the best-performing deep learning models reported
by Ataa et al. [10] across all feature configurations. Nota-
bly, the performance gap becomes more pronounced as
the feature dimensionality decreases, indicating that the
proposed model is more resilient to feature reduction and
better suited for lightweight intrusion detection scenarios.
This makes it particularly appropriate for real-world SDN
deployments where computational efficiency, scalability,
and real-time response are critical constraints.

5. Limitations

Although the proposed stacking ensemble frame-
work achieved high overall intrusion detection perfor-
mance, several limitations should be acknowledged. First,
the InSDN dataset exhibits severe class imbalance, partic-
ularly for the Exploitation (R2L) category, which contains
only a very small number of samples. This imbalance neg-
atively affected the detection performance of extremely
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Table 9. Comparative Performance Analysis with State-of-the-Art.

Number of Features Method Accuracy (%)  Precision (%) Recall (%) F1-Score (%)
48 Features CNN-LSTM [10] 99.01 99.00 99.02 99.02
48 Features Transformer [10] 99.02 99.03 99.05 99.05
48 Features Proposed Stacking Ensemble 99.19 99.18 99.19 99.18
6 Features CNN-LSTM [10] 98.80 98.80 98.90 98.90
6 Features Transformer [10] 98.90 98.85 98.85 98.91
6 Features Proposed Stacking Ensemble 99.16 99.15 99.16 99.15
4 Features CNN-LSTM [10] 98.20 98.20 98.20 98.20
4 Features Transformer [10] 98.50 98.47 98.52 98.49
4 Features Proposed Stacking Ensemble 99.04 99.02 99.04 99.01

rare attack classes. Second, the study did not incorporate
dedicated class imbalance mitigation techniques such as
oversampling, undersampling, class-weighted learning,
or cost-sensitive ensemble methods. Consequently, the re-
ported performance reflects the behavior of the model un-
der the original dataset distribution. Third, the experi-
ments were conducted on a single benchmark dataset, and
the generalization capability of the proposed framework
across other SDN or SDN-IoT datasets was not evaluated.
Finally, although the proposed ensemble demonstrated
competitive performance compared with existing deep
learning approaches, the study did not include repeated
experimental runs or statistical significance testing to de-
termine whether the observed performance differences are
statistically significant.

6. Future Work

Future research will focus on improving the detection
performance of minority attack categories by incorporat-
ing advanced class imbalance handling techniques such as
SMOTE, adaptive synthetic sampling, class-weighted
learning, and cost-sensitive ensemble strategies. Addi-
tional studies will evaluate the proposed framework on
multiple benchmark datasets and real-world SDN traffic
traces in order to assess its generalization capability and
robustness under diverse network conditions. Another
important direction is the development of real-time de-
ployment and online learning mechanisms that can adapt
to evolving attack patterns in dynamic SDN environ-
ments. Also, future work will investigate the integration of
explainable artificial intelligence techniques, including
SHAP and LIME, to provide more transparent explana-
tions of ensemble predictions and improve the interpreta-
bility of intrusion detection decisions.

Finally, repeated experimental runs and statistical
significance analysis will be conducted to provide stronger
evidence regarding the comparative performance of the
proposed framework against existing state-of-the-art ap-
proaches.

7. Conclusion
This study presented a stacking ensemble-based in-
trusion detection framework for Software-Defined Net-

working environments using the InSDN dataset under
multiple feature configurations (48, 6, and 4 features). The
proposed model integrated XGBoost, LightGBM, Cat-
Boost, Random Forest, and Extra Trees as base learners,
with Logistic Regression as the meta-learner, to enhance
classification accuracy, robustness, and generalization
while maintaining computational efficiency. Experimental
results demonstrated consistently high performance
across all feature subsets, achieving accuracies above 99%
even under significant feature reduction, thereby confirm-
ing the effectiveness of the selected informative features
and the resilience of the ensemble approach. The model
exhibited excellent detection capability for the dominant
DoS and DDoS attack categories and maintained reliable
performance for Normal traffic and several minority at-
tack classes, although Probe traffic proved comparatively
more challenging to distinguish under the current feature
configuration. The results also highlighted the impact of
severe class imbalance on extremely rare attack categories,
particularly Exploitation (R2L), which contained only a
few samples in the test set.

Comparative analysis with state-of-the-art deep
learning models, including CNN-LSTM and Transformer
architectures reported by Ataa ef al. [10], revealed that the
proposed stacking ensemble achieved competitive detec-
tion performance and, in some feature configurations,
slightly higher performance, while offering lower compu-
tational complexity and improved suitability for real-time
deployment scenarios. A limitation of the current study is
that no dedicated class imbalance mitigation strategy was
incorporated, which affected the detection performance of
extremely rare attack categories, particularly Exploitation
(R2L). Future work will investigate the integration of over-
sampling, class-weighted learning, and cost-sensitive en-
semble techniques to improve minority-class detection
performance. These findings demonstrate that ensemble
learning is a practical and computationally efficient alter-
native to hybrid deep learning approaches for SDN intru-
sion detection, although additional repeated experiments
and statistical significance analysis would be valuable for
confirming the consistency of the observed performance
differences.
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