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Abstract: Human genetic data, crucial for advancing personalized medicine, requires secure and privacy-
preserving management solutions. Traditional approaches face challenges in scalability, security, and de-
centralized access control. This study proposes a blockchain-based framework leveraging Thirdweb and 
Ethereum smart contracts to address these issues. The framework integrates decentralized storage via IPFS 
for cost-efficient off-chain genetic data storage, while on-chain smart contracts manage access control, en-
cryption, and audit trails. Utilizing Solidity for smart contract development, the system ensures role-based 
permissions, wallet-based authentication, and immutable transaction logging. Genetic data in FASTA for-
mat, sourced from NCBI, is encrypted and linked to IPFS hashes stored on the blockchain. The architecture 
supports dual interfaces—command-line for developers and a Thirdweb dashboard for end-users—ena-
bling secure data upload, access, and monitoring. Testing demonstrated functional efficacy in data integrity, 
access verification, and audit capabilities. Results highlight the system’s ability to enhance privacy, eliminate 
intermediaries, and provide transparent data governance. The integration of Thirdweb further decentralizes 
operations, aligning with Web 3.0 principles. Key contributions include a scalable model for genetic data 
sharing, a customizable smart contract template, and a user-centric design. Future work should explore ad-
vanced encryption, real-world healthcare integration, and performance optimization under high-through-
put conditions. This research bridges biotechnology and blockchain, offering a robust foundation for secure 
genomic data ecosystems. 
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1. Introduction 
Human genetic data refers to the genetic information 

encoded in DNA, including nucleotide sequences, genes, 
genetic variations, and the complete genome [1]. This data 
serves as the foundation for understanding human genet-
ics and has significant implications in the development of 
personalized medicine and targeted therapies [2]. How-
ever, due to its highly sensitive nature, genetic data must 
be managed with the utmost care to ensure security, pri-
vacy, and restricted access [3]. In this context, blockchain 
technology has emerged as an innovative solution. 

Blockchain is a decentralized digital ledger that enables 
transparency, security, and immutability in data storage 
[4]. Smart Contracts, which execute automatically based 
on predefined conditions, have been applied in various 
domains, including the storage of genetic data [5]. Despite 
the promising potential of blockchain and Smart Contracts 
for genetic data management, several challenges remain 
[6]. First, the rapidly increasing scale of human genetic 
data necessitates highly efficient and scalable storage in-
frastructure [7]. Second, privacy and security concerns are 
paramount, given the sensitivity of genetic information 
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[8]. Third, secure and verifiable data access and exchange 
among diverse stakeholders—such as research institu-
tions, hospitals, and biotech companies—remain unre-
solved issues [9]. 

To address these challenges, the implementation of 
Thirdweb, a further evolution of the Web 3.0 paradigm, 
offers significant potential [10]. Thirdweb introduces a 
higher level of decentralization, enabling data and appli-
cations to function without reliance on intermediaries 
while enhancing security [11]. Thirdweb facilitates the de-
velopment and deployment of Smart Contracts aligned 
with core principles such as decentralization, privacy, and 
the elimination of third-party control [12]. This enables 
Smart Contracts to operate within a more decentralized 
ecosystem, providing greater autonomy to users and data 
owners [13]. 

Through the integration of Thirdweb, this research 
seeks to develop innovative and secure solutions for the 
storage and exchange of human genetic data, while main-
taining a high standard of privacy and data protection 
[14]. The implementation of Thirdweb in genetic data 
management allows for the creation of customized Smart 
Contracts designed for secure data sharing scenarios—
such as identity-based access control, encrypted storage, 
and immutable data usage audit logs [15]. 

This research aims to contribute to the advancement 
of human genetic understanding and its application in 
more personalized and effective healthcare. Specifically, 
this study investigates the application of Thirdweb for de-
veloping Smart Contracts on blockchain technology to en-
hance the management of human genetic data, focusing on 
security, privacy, and scalability. By integrating block-
chain via Thirdweb into genetic data management sys-
tems, this study positions itself at the intersection of bio-
technology, cybersecurity, and digital innovation—pro-
posing a novel approach to long-standing and unresolved 
challenges. 

2. Research Methodology 
This section outlines the general concept of block-

chain technology, including its operational mechanisms, 
architecture, Ethereum platform, and smart contracts used 
in the development of the proposed system framework 
[16]. The research adopts a survey and observation strat-
egy, based on the development of prior related studies. 
Figure 1 presents the sequential steps of the research meth-
odology. 

As shown in Figure 1, the initial step of this research 
involves identifying the core problems that must be ad-
dressed for the successful implementation of Thirdweb 
and smart contracts on blockchain, with the objective of 
ensuring secure and efficient storage of human genetic 
data while maintaining privacy, security, and ethical 
standards. 

 
 

Figure 1. Research methodology. 
 

The system design analysis focuses on evaluating the 
suitability of blockchain technology for storing human ge-
netic data. This involves a comprehensive assessment of 
data storage requirements, privacy protocols, and security 
needs. Additionally, it includes an examination of block-
chain infrastructure options, the development of smart 
contracts, and user access control mechanisms to ensure 
the ethical and secure management of sensitive genetic in-
formation. 

The development of a blockchain-based system is the 
process of designing, constructing, and implementing a 
system utilizing blockchain technology. Such a system of-
fers several advantages, including data security, transpar-
ency, reliability, and the elimination of intermediaries in 
business processes. 

System testing and result analysis are critical stages 
in evaluating the design of the system for leveraging 
blockchain technology in the storage of genetic data. Dur-
ing this phase, the implemented blockchain-based system 
undergoes various testing procedures, including function-
ality testing, security testing, performance testing, and 
data integrity verification. 
 
2.1. Related Works 

Decentralized ledger technology, particularly block-
chain, can be represented across multiple layers, including 
infrastructure, data, network, and application layers. A 
layered view of blockchain is presented in Figure 2, and 
this structure is used to illustrate the various layers and 
their corresponding components. To describe these layers 
and components, a technology-agnostic terminology has 
been adopted, applicable across various platforms such as 
Ethereum, Hyperledger, and Multichain [17].
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Figure 2. Blockchain Layered Architecture Model. 
 
Based on Figure 2, the layer structure of Blockchain 

helps to better understand the detailed structure and func-
tionality of blockchain, and each layer contributes to the 
overall success of the blockchain system [18]. The hard-
ware/infrastructure layer is the physical layer that in-
cludes the servers where the blockchain data is hosted. The 
use of applications and web browsers connects to these 
servers through a client-server architecture [19]. However, 
nowadays, clients can also connect with other clients and 
share data through a P2P (Peer-to-Peer) network. Block-
chain is an example of a P2P network that computes, vali-
dates, and stores transactions in an ordered manner within 
a shared ledger [20]. Each computer in this P2P network is 
called a "node" and is responsible for validating transac-
tions, organizing them into blocks, and distributing them 
across the blockchain network. 

Ethereum Infrastructure Layer: In Ethereum, there 
are nodes that anyone can run and participate in the 
Ethereum network [21]. These nodes can run "clients" such 
as Geth, Parity, or Pantheon to connect to the Ethereum 
network [22]. The Ethereum Virtual Machine (EVM) is a 
virtual machine that runs smart contract code and func-
tions as a sandbox for executing that code [23]. Hy-
perledger Fabric Infrastructure Layer: Hyperledger Fabric, 
which is a blockchain based on the Hyperledger frame-
work, consists of peer nodes that host the ledger and 

chaincode (smart contracts). This blockchain is typically 
used in enterprise environments and allows various or-
ganizations to participate in a consortium blockchain net-
work. Peer nodes host the ledger and chaincode, and ap-
plications as well as administrators interact with these 
peers through the Hyperledger Fabric SDK (Software De-
velopment Kit) [24]. Data Layer: This is where all transac-
tions and relevant information are recorded in the form of 
a blockchain. It is the place where all data and transactions 
are stored within the blockchain. Network Layer, also 
known as the P2P layer, is responsible for communication 
between nodes in the network [25]. This includes pro-
cesses such as transaction propagation, block propagation, 
and maintaining consistency and synchronization among 
nodes. Consensus Layer: This layer is the core of all block-
chain platforms. It includes consensus protocols that en-
sure all nodes in the network agree on the validity of trans-
actions and blocks [26]. It also maintains decentralization 
and ensures that no single entity controls the entire net-
work. Application Layer: The application layer includes 
smart contracts, chaincode, and distributed applications 
(dApps) that interact with the blockchain [27]. This is 
where business logic is executed, transactions are pro-
cessed, and user interactions happen through the applica-
tion interface. The structure and function of each block-
chain layer is illustrated in Figure 3. 
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IPFS is applied to off-chain documents stored in a de-
centralized method. Because documents related to testing, 
identification, and the development of human genetic data 
will be expensive to store on-chain, these documents must 
be stored using a decentralized and secure method. Decen-
tralized storage is an approach in information technology 
where data is not stored in a single data center or server, 
but is distributed across various locations or nodes 
throughout the network. Storage on IPFS is distributed 
and published to everyone. Therefore, the information 
stored on IPFS must be encrypted, and only authorized en-
tities are permitted to read the plaintext content. For illus-
tration of off-chain documents in figure 4. 

The illustration from figure 4 depicts how IPFS (Inter-
Planetary File System) is used to store documents off-
chain in a decentralized storage system. Documents that 
are not stored directly on the blockchain, due to cost effi-
ciency and capacity reasons, are redirected to IPFS as an 
alternative storage solution. IPFS works by distributing 
documents to various nodes in the network, rather than on 
a single central server, thereby forming a decentralized 
storage system. Each stored document will be converted 
into a unique hash, which can then be used to access it 
again. In the context of security, the document can be en-
crypted first before being uploaded to IPFS, so that only 
authorized parties can access the original information. 
This approach allows for the integration of storage effi-
ciency and data security in the implementation of block-
chain technology. 

 
2.2. Blockchain 

Blockchain is a database that technologically consists 
of a chain of digital blocks, with each block being one of 
several sequential links that form a digital chain. 
Blockchain is believed to have great potential to facilitate 
business processes when combined with innovative 
contract technology. Blockchain technology can be applied 
in environments with many services, such as enterprise 
systems [28]. 

Figure 5 illustrates the conceptual integration 
between blockchain technology, smart contracts, and 
enterprise systems in supporting secure and transparent 
digital services. On the left side, the blockchain structure 
is visualized as a series of interconnected blocks, starting 
from the Genesis Block and followed by Block 2 and Block 
3. Each block contains unique data as well as a reference to 
the hash of the previous block, ensuring data integrity and 
immutability through cryptographic mechanisms. The 
smart contract component connected to Block 2 represents 
an automated digital agreement that executes instructions 
based on certain conditions without requiring a third 
party. This smart contract serves as a bridge between the 
blockchain and the enterprise system, which manages the 
institution's internal services. The enterprise system is 

connected to cloud infrastructure to securely store, verify, 
and issue digital data such as diplomas or user identities. 
This illustration also emphasizes a user-centered 
approach, involving students and administrators, with 
support from a distributed and protected data 
environment. Overall, this illustration shows how 
blockchain-based enterprise systems can simplify 
operational processes, enhance trust, and maintain 
information confidentiality within a multisector digital 
services ecosystem. 

 
 

 
Figure 3. Structure and function of each blockchain layer. 
 
 

 
Figure 4. Off-chain documents on IPFS. 
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Figure 5. Conceptual integration between blockchain technology. 
 
2.3. Ethereum 

Ethereum is a network that implements distributed 
blockchain technology utilizing smart contracts and is 
open-source and programmable. Ethereum uses a 
cryptocurrency called Ether (ETH) as fuel to run 
transactions and smart contracts within its ecosystem. 
Ethereum has developed it and added smart contract 
technology, allowing blockchain technology to be used in 
more industries. Digital currency is an alternative form of 
liquidity with significant differences in ownership, 
transaction, and production issues compared to traditional 
monetary assets [29]. 

 
2.4. Smart Contract 

Smart contracts are an important component of 
blockchain technology that enable the automation of 
agreement execution without the need for a third party. 
This concept was first introduced by Nick Szabo in 1994, 
and has since rapidly developed alongside the adoption of 
blockchain technology in various sectors [30]. Smart 
contract is a computer program that runs on top of the 
blockchain and automatically executes contract provisions 
when certain conditions are met [31]. In the context of 
blockchain, smart contracts leverage the properties of 
decentralization, transparency, and resistance to 
manipulation to ensure the integrity and reliability of 
contract execution. Every transaction conducted through a 

smart contract is permanently recorded on the blockchain, 
thereby minimizing the risk of fraud and increasing trust 
among the parties involved [32]. 

Figure 6 illustrates the comparison between 
traditional physical contracts and blockchain-based smart 
contracts. On the left side, the traditional process is 
depicted as an interaction between two parties—such as 
Alice and Bob—that requires physical documents, the 
involvement of a third party, and conventional recording 
systems [33]. This process tends to be slow, complex, and 
requires high operational costs. On the other hand, on the 
right side of the image, smart contracts are displayed as a 
digital software-based solution running on a distributed 
ledger (blockchain). Smart contracts enable the automatic, 
immutable, and verifiable recording of transactions and 
contracts without the need for physical intermediaries 
[34]. Parties such as banks, insurance companies, capital 
markets, regulators, and auditors still have oversight 
access to the system, but administrative processes become 
more efficient due to automation and increased 
transparency [35]. 

Overall, the integration between traditional contracts 
and blockchain technology results in faster, simpler, and 
more cost- and time-efficient processes. This supports 
more economical financial product innovations and more 
accurate reporting systems, thereby facilitating the digital 
transformation of the global financial system. 
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Figure 6. Comparison between traditional physical contracts and smart contract. 

 

3. Discussion and Analysis of Results 
3.1. Data Acquisition 

In this study, the data used was obtained from the 
National Center for Biotechnology Information (NCBI) 
website. Where the data was obtained in Fasta format. 
Fasta is one of the most widely used formats for storing 
DNA and protein sequences. The format is a text-based 
 

 
 

Figure 7. Positive strand nucleotide sequence displayed in ge-
nomic analysis software. 

format for representing nucleotide sequences or amino 
acid sequences. Nucleotides or amino acids are repre-
sented using single-letter codes. The main advantage of 
the Fasta format is the ability to use a broader scoring ma-
trix and the facility to combine annotations into align-
ments. 

 

 
 

Figure 8. FASTA File Metadata of Human Chromosome. 
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Figure 9. Flowchart of the smart contract. 
 

Based on Figure 7, human genetic data was obtained 
from the sequence viewer menu on the NCBI website. Se-
quence view is one of the features on the NCBI website 
that allows users to view and examine genetic or protein 
sequences in more detail [1]. The downloaded data is in 
Fasta (.fa) format with a size of 240 MB. Can be seen in 
Figure 3 for details of the size and format of the data that 
has been downloaded from the NCBI website. 
Figure 8 provides detailed information on the format and 
size of the downloaded data. The data is human genetic 
data or files in Fasta format. Fasta is a text format used to 
 
Table 1. Algorithm for Adding Human Genetic Data to the 
Blockchain. 

No Algorithm 1: Add Human Genetic Data via 
Smart Contract 

1 Input: ipfsHash, idWalletPatient, namePatient, 
hospital 

2 If idWalletPatient not registered in smart 
contract then 

3       Call function addPatient(ipfsHash, 
idWalletPatient, namePatient, hospital) 

4       Grant access rights to patient for genetic data 
5 End If 
6 Else 
7       Display error: “Patient already registered” 
8 End 

store and represent nucleotide sequences (DNA and RNA) 
or amino acid or protein sequences in bioinformatics. In 
this case, the Fasta format is a very commonly used format 
for representing human genetic data and other biological 
data. 
 
3.2. Smart Contract Design 

The development of this system uses the Solidity pro-
gramming language. Solidity is a programming language 
specifically designed for developing smart contracts on 
blockchain platforms like Ethereum. Solidity provides 
syntax similar to C++ and JavaScript programming lan-
guages, which are used to write business logic, functions, 
and data structures in smart contracts. Solidity allows de-
velopers to implement business rules defined in smart 
contracts, which can then be executed automatically by the 
blockchain network. Solidity supports features such as 
variables, functions, flow control, object-oriented pro-
gramming, and much more. 

Based on Figure 9, the flowchart of the smart contract 
starts with connecting the smart contract to the wallet. This 
wallet is used to verify the financing of each transaction 
when executing the smart contract. The cost of the smart 
contract using MetaMask refers to the transaction fees 
incurred when interacting with the smart contract on the 
Ethereum blockchain network. In this context, a smart 
contract is a computer program that runs on the 
blockchain and can perform various operations, such as 
transferring cryptocurrency assets or activating smart 
contract functions. After the smart contract successfully 
connects with the Wallet, the next step is to verify the 
private key stored in the smart contract with the private 
key from the connected wallet account. The purpose of this 
verification is to divide authentication between the 
administrator and the user. Where the administrator's task 
is to upload genetic data and other supporting data, while 
the user's task is to access the genetic data and supporting 
data that have been stored in the smart contract. 
 
Table 2. Algorithm for Downloading Human Genetic Data from 
Blockchain. 

No Algorithm 2: Download Human Genetic Data 
1 Input: idWalletPatient 

2 If idWalletPatient is registered in smart contract 
then 

3     Retrieve ipfsHash associated with 
idWalletPatient 

4 
    Download genetic data from IPFS using 
ipfsHash 

5     Allow patient to view/download genetic data 
6 End If 
7 Else 
8     Display error: “Patient not found” 
9 End 



Famuji et. al, A Thirdweb-Based Smart Contract Framework for Secure Sharing of Human Genetic Data on the Ethereum Blockchain 
 

 

 
Scientific Journal of Engineering Research 2025, 1, 3 https://journal.futuristech.co.id/index.php/sjer 

116 

 
 

Figure 10. Component-Based Framework for Smart Contract 
Lifecycle Using Thirdweb. 
 
3.3. Smart Contract Algorithm 

The smart contract algorithm for storing genetic data 
and sharing genetic data is as follows: Algorithm 1 is the 
algorithm for storing patient data and patient genetic data. 
Algorithm 2 is an algorithm for downloading patient ge-
netic data files based on the access key applicable to the 
respective patient. This algorithm also explains how to 
download the patient's genomic information from IPFS 
while ensuring that only individuals with the correct ac-
cess key can obtain that information. Throughout this pro-
cess, access control, encryption, and audit trails are crucial 
for protecting data security and privacy. 

Table 1 illustrates the algorithm designed to add 
patient data into the blockchain-based system using a 
smart contract. This process begins with inputting data 
such as ipfsHash, idWalletPatient, namePatient, and 
hospital. The system then verifies whether the patient's 
digital wallet identity (wallet ID) has been registered in the 
smart contract. If not, the smart contract will permanently 
and immutably store the patient's data in a distributed 
ledger and grant the patient access rights to their data. The 
main objective of this algorithm is to ensure that the 
registration process of medical data is carried out securely, 
transparently, and in a decentralized manner. This 
implementation is crucial to prevent data duplication, 
enhance trust, and secure sensitive information in 
blockchain-based digital health service systems. 

Table 2 explains the algorithm that allows the 
retrieval of human genetic data by patients through a 
smart contract. Only by using the idWalletPatient, the 
system will verify whether the concerned patient is 

registered in the smart contract. If the verification is 
successful, the system will search for the associated 
ipfsHash and use that information to download the 
patient's genetic data stored in IPFS. After that, the patient 
is granted full access to view or download the genetic 
information. This algorithm demonstrates how smart 
contracts can be used to efficiently and securely manage 
access control to sensitive data, without relying on third 
parties or centralized storage. This approach supports the 
principle of self-sovereign identity, where patients have 
full control over their own medical data. 
 
3.4. Thirdweb Initiation 

In the development of this program, Visual Studio 
Code is used as the IDE for programming. And using Ja-
vaScript and Solidity for smart contract implementation 
and integration with Thirdweb. Thirdweb is a more ad-
vanced concept in the evolution of the internet and web 
development. It focuses on a vision of a decentralized in-
ternet that empowers users, where users have more con-
trol over their data and services. When running a Smart 
Contract using Thirdweb, this involves integrating Third-
web's principles into the design and implementation of the 
Smart Contract. Thirdweb aims to reduce dependence on 
third parties, such as large companies and centralized plat-
forms. In the context of Smart Contracts, this means creat-
ing smart contracts that do not require intermediaries or 
central entities in their execution. In Thirdweb, users have 
more control over their personal data. This means that 
Smart Contracts must adhere to strong privacy principles, 
such as giving data owners control over access and per-
mission for the use of their data. Thirdweb aims to elimi-
nate central points in the network and empower users to 
interact directly with each other. In the context of Smart 
Contracts, this means that Smart Contracts must operate 
in a decentralized environment where network reliability 
is a priority. Thirdweb encourages openness and transpar-
ency in its services. The Smart Contract implemented in 
Thirdweb must meet these standards, allowing anyone to 
audit the contract and its operations. The installation of 
Thirdweb can be illustrated in figure 10. 
 
3.5. Development of Smart Contract 
The development of smart contracts on the Ethereum net-
work with the implementation of Thirdweb is an innova-
tive step in the blockchain world. By leveraging Thirdweb 
technology, developers can create more sophisticated 
smart contracts that are more connected to the decentral-
ized internet. Thirdweb brings the concept of a decentral-
ized web to the blockchain world, allowing smart con-
tracts to interact with resources and data beyond the 
Ethereum blockchain, such as data from the conventional 
web. This opens up new opportunities in the development 
of stronger and more flexible blockchain-based  
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Figure 11. Genetics Data Application System Flow. 

 
applications. With the integration of Ethereum and Third-
web, developers can create solutions that are more trans-
parent, secure, and reliable, enabling the development of 
a more advanced blockchain ecosystem connected to the 
outside world.  

In smart contract development, the use of the Solidity 
programming language combined with Node.js has be-
come a popular choice. Solidity is a programming lan-
guage specifically designed for smart contracts on the 
Ethereum platform. With Solidity, developers can define 
business logic, rules, and the behavior of smart contracts. 
Node.js, on the other hand, is a JavaScript runtime envi-
ronment often used for developing server-side applica-
tions. The integration of Node.js in the context of smart 
contract development allows for better interaction be-
tween client applications and smart contracts, as well as 
facilitating the development of web-based applications 
that use smart contracts as part of their backend. The com-
bination of Solidity and Node.js helps create robust and 
high-performance blockchain solutions with the potential 
for various types of blockchain-based applications. 

The proposed system architecture in this study, as 
shown in Figure 11, is designed to support the secure and 
decentralized management of genetic data by utilizing 
blockchain technology. This system provides two main in-
teraction pathways for users, namely through the com-
mand line terminal and a web-based interface. The first 

path is used by technical users (developers) who utilize the 
terminal and Node.js console (npm) to run scripts, manage 
dependencies, and compile and deploy smart contracts to 
the blockchain network. The second path is intended for 
general users, such as researchers or healthcare practition-
ers, who access the system through a browser using the 
Thirdweb Dashboard. This interface is designed to make it 
easy for users to upload genetic data, verify access rights, 
and monitor transaction status without needing to under-
stand the technical details of the blockchain.  

Both paths are connected to the Ethereum Virtual Ma-
chine (EVM), with the OP Goerli test network used as the 
environment for smart contract implementation. Within 
the EVM, every user interaction, whether it involves data 
uploads or access requests, will be recorded in immutable 
transaction blocks. The deployed smart contract is respon-
sible for managing role-based access control, verifying the 
integrity of file metadata through the Content Identifier 
(CID) from IPFS, and recording activity history in the form 
of an audit trail. With this approach, the system can ensure 
the security, transparency, and traceability of sensitive ge-
netic data, while also enabling secure collaboration be-
tween institutions through an integrated blockchain net-
work and user interface. 

4. Conclusion and Suggestions 
4.1. Conclusion 

This research successfully designed and imple-
mented a genetic data management system based on 
blockchain technology with smart contract integration us-
ing the Thirdweb platform. Genetic data obtained from 
NCBI in Fasta format is processed and stored using meth-
ods that ensure security, privacy, and integrity through 
smart contracts on the Ethereum network. By utilizing 
wallet verification features, encryption, and role-based ac-
cess control, this system can clearly divide access rights be-
tween administrators and users. The system architecture 
that supports both command line terminal usage and web 
interface makes it easier for various groups, from develop-
ers to researchers, to access this service.  

The integration of smart contracts, IPFS, and the 
Thirdweb dashboard enables the system to manage sensi-
tive data in a decentralized and transparent manner. Thus, 
this system is capable of becoming a secure, reliable, and 
innovative solution for the storage and distribution of hu-
man genetic data, while also paving the way for the devel-
opment of a broader blockchain-based bioinformatics eco-
system. 

 
4.2. Suggestions 

This research can be further developed by adding ad-
ditional encryption algorithms, such as Advanced Encryp-
tion Standard (AES) or RSA, directly at the smart contract 
level to enhance the protection of highly sensitive genetic 
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data. Additionally, further testing of the developed system 
is required, particularly in terms of performance, scalabil-
ity, and resilience against cyber attacks, to ensure the sys-
tem's reliability under various usage conditions. The inte-
gration of this system with healthcare services such as hos-
pitals or genomic research institutions is also highly rec-
ommended, so that the distribution and management of 
genetic data can be carried out efficiently and securely in 
the real world. From the user interface perspective, 

developing a more user-friendly interface for non-tech-
nical users such as researchers or medical personnel needs 
to be a priority, so that this system can be more widely 
adopted. Finally, the implementation of this system in real 
case studies, such as national genomic data storage pro-
jects or patient data management, will be an important 
step to validate the benefits and effectiveness of block-
chain-based systems in the field of bioinformatics.
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