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ABSTRACT: This work explores the vulnerability of Convolutional Neural Networks (CNNs) to adversarial
attacks, particularly focusing on the Fast Gradient Sign Method (FGSM). Adversarial attacks, which subtly
manipulate input images to deceive machine learning models, pose significant threats to the security and
reliability of CNN-based systems. The research introduces an enhanced methodology for identifying and
mitigating these adversarial threats by incorporating an anti-noise predictor to separate adversarial noise
and images, thereby improving detection accuracy. The proposed method was evaluated against multiple
adversarial attack strategies using the MNIST dataset, demonstrating superior detection performance com-
pared to existing techniques. Additionally, the study highlights the integration of Fourier domain-based
noise accommodation, enhancing robustness against attacks. The findings contribute to the development of
more resilient CNN models capable of effectively countering adversarial manipulations, emphasizing the
importance of continuous adaptation and multi-layered defense strategies in securing machine learning sys-
tems.
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1. Introduction

In digital era, the rapid advancement of artificial in-
telligence (Al) technologies has led to their widespread ap-
plication across various realms [1], [2]. Al, known for its
high presentation, availability, and intelligence, has found
utility in numerous areas, including machine translation,
speech-activated object identification, image classification,
and even more intricate fields, such as medication align-
ment examination, neural circuit rebuilding, accelerator
unit information study, and genetic modification effect
analysis. However, the vulnerability of neural networks,
as primarily suggested by Zbrzezny et al., [3] has signifi-
cantly shaped the field of Al argumentative methods. Re-
searchers have been actively exploring and developing
novel adversarial attack and defense methods. These

attacks can be roughly categorized into three stages: at-
tacks throughout training, attacks in testing, and attacks
throughout model arrangement.

Adversarial attacks occur when the model is manip-
ulated during the training phase by altering the training
data, adjusting input features, or modifying data labels [4].
For instance, researchers have investigated methods that
involve changing or omitting parts of the training data, al-
tering the distribution of the data, or intentionally modify-
ing labels to impact the performance of the classifier. Ad-
ditionally, adversaries may craft malicious samples and
inject them into the training set to distort the model’s de-
cision boundaries. This strategy is commonly referred to
as manipulating input structures.
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Adversarial images present a significant challenge in
machine learning, but various strategies have been devel-
oped to mitigate their impact [5]. One such strategy is heu-
ristic defense, which, despite lacking formal theoretical
guarantees, can effectively counter specific types of at-
tacks. A common heuristic technique is adversarial train-
ing, in which models are deliberately trained with adver-
sarial examples to improve their robustness [6], [7]. This
approach has demonstrated strong performance on sev-
eral datasets, including MNIST, CIFAR-10, and ImageNet.
In addition to adversarial training, other experimental de-
fense strategies involve transforming the input data or ex-
tracted features to weaken or neutralize the impact of ad-
versarial perturbations.

1.1. Research Gaps

Protecting machine learning models from adversarial
attacks is a multifaceted challenge that requires a compre-
hensive approach [8]. This strategy may involve tech-
niques like assessing robustness, enhancing data diversity,
and employing adversarial training. Robustness evalua-
tion focuses on testing the model’s resilience to adversarial
modifications, ensuring its ability to function effectively
even when exposed to intentionally altered inputs.

On the other hand, data augmentation involves mod-
ifying or distorting the training data to improve the ma-
chine learning model's ability to withstand adversarial at-
tacks [9]. In contrast, adversarial training focuses on en-
hancing the deep learning model by incorporating adver-
sarial examples during training, which helps increase its
resistance to such attacks.

Adversarial machine learning attacks pose a signifi-
cant threat to the security and reliability of machine learn-
ing systems. As the complexity of cyberattacks continues
to increase, it is essential to develop strong and effective
defense mechanisms to mitigate these threats [10]. By inte-
grating comprehensive testing, data augmentation, and
adversarial training, machine learning models can be
made more resilient to adversarial attacks.

The complexity of attack techniques, computing
costs, and the need for on-going surveillance and adapta-
bility to the changing threat environment are all challenges
[11]. Aggregation approaches, such as the construction of
various models, might improve defense by reducing the
effect of particular weaknesses. In general, a diverse strat-
egy is required to defend machine learning models against
more sophisticated adversarial assaults.

1.2. Research Objectives

Machine learning and computer vision encounter sig-
nificant challenges from adversarial attacks on images.
These attacks involve carefully altering input images to
mislead the neural networks in machine learning models
[12]. Understanding the vulnerabilities of these models is
a crucial area of research. Researchers strive to identify

why neural networks are prone to such attacks and the un-
derlying mathematical properties that drive adversarial
perturbations. This insight is critical for developing more
robust and secure image classification systems. Attack
strategies in this domain range from white-box attacks,
which rely on full knowledge of a model's architecture, to
black-box attacks, which operate with limited information.

Targeted attacks attempt to create adversarial exam-
ples that force a model to misclassify images into specific,
predefined classes, making them particularly difficult to
defend against [13]. Physical-world attacks extend these
threats beyond digital environments by applying adver-
sarial perturbations to printed images or real-world ob-
jects to deceive computer vision systems. Assessing a
model's robustness against adversarial attacks is another
key area of research. Metrics like accuracy under attack
and robustness margins are used to evaluate how well a
model can resist adversarial perturbations and maintain
its performance when faced with malicious input modifi-
cations.

Robustness evaluations are performed on different
types of image data, such as natural images, medical scans,
and satellite imagery, to identify vulnerabilities across var-
ious domains. Defensive strategies have become a critical
component of adversarial image research, with studies ex-
amining preprocessing techniques, architectural modifica-
tions, and other approaches aimed at enhancing model re-
silience [14]. Achieving an effective balance between accu-
racy and robustness remains a key challenge. Further-
more, adversarial attacks on images have far-reaching im-
plications beyond academic research, affecting real-world
applications such as security, healthcare, and autonomous
systems. The main research objectives are:

e The goal of this study is to investigate the vulner-
abilities of a CNN model using adversarial as-
saults based on the FGSM.

e Applying the FGSM approach to create adversar-
ial instances and analyzing its influence on the
performance of models are part of the scope.

e The study will assess the CNN's durability in the
face of such assaults, providing important insights
into the security aspects of machine learning mod-
els.

2. Methodology

A methodical approach is used in the proposed ap-
proach for executing an adversarial attack on a CNN
model using the Fast Gradient Sign Method (FGSM) [15] -
[17]. Following that, a relevant dataset is chosen, prepared
for testing, and the FGSM approach is used to produce
false instances by slightly changing the input data. The ef-
fect of these changes on the CNN model's accuracy and
robustness is then tested and evaluated. The method com-
prises fine tuning the assault approach depending on
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Figure 1. Use case diagram.

the results of testing. Ethical concerns are regularly ad-
dressed, with detailed documenting of parameters, obser-
vations, and techniques. At last, efforts are made to im-
prove the model's security, and the findings are reported
via a thorough report or presentation. Use case diagram of
the system is shown in Figure 1.

A dropout and batch normalization regularization
approaches, as well as ensemble methods, are used to im-
prove the model's generalization and resilience. The goal
of input preliminary processing, which includes con-
trolled noise injections, is to limit susceptibility to adverse
effects. A second test set of FGSM-generated adversarial
instances is used for assessment, with measures like as cor-
rectness and resilience serving as crucial indications. The
adjustment of hyper parameters enables appropriate
model construction, and documentation is essential for
transparent reporting. To remain robust against develop-
ing adversarial threats, continuous monitoring and adap-
tive defenses are applied, establishing a complete and ac-
tive method to reinforce the CNN model from FGSM-
based assaults.

2.1. Software Process Model

The Incremental Model was adopted as the software
process model for developing and evaluating the pro-
posed system [18]. This model supports iterative refine-
ment by dividing the system into smaller, functional incre-
ments that are developed, tested, and validated in stages.
Each increment delivers a subset of the overall functional-
ity, enabling early feedback and progressive enhancement
of both the adversarial attack framework and the defense
mechanisms.

In the context of this study, the initial increments fo-
cused on implementing a baseline CNN classifier on the
MNIST dataset and verifying its performance under clean
(non-adversarial) conditions. Subsequent increments in-
troduced FGSM-based adversarial example generation, in-
tegration of the anti-noise predictor, and incorporation of
Fourier-domain noise accommodation. At each stage, per-
formance and robustness were re-evaluated, allowing sys-
tematic refinement of model architecture, hyperparame-
ters, and defense strategies.

The Incremental Model thus facilitated early vulner-
ability detection, continuous improvement, and controlled
risk management. By isolating changes to specific incre-
ments, the impact of each modification on robustness and
accuracy could be assessed more clearly, leading to a more
reliable and maintainable adversarial attack and defense
framework (Figure 2).

This model allows for flexibility, accommodating the
dynamic nature of adversarial attacks and defenses, which
evolve over time as new techniques and vulnerabilities
emerge. The diagram emphasizes four key phases:

1) Analysis: In this phase, the project is thoroughly
analyzed for potential risks and requirements. For
adversarial attack applications, this includes un-
derstanding the CNN’s vulnerabilities, evaluating
the types of adversarial threats, and identifying
critical areas where defenses must be built. Each
iteration starts with a detailed analysis to guide
the direction of the development process.

2) Design: Based on the analysis, the design phase
refines the system architecture. For CNNss, this in-
volves designing attack strategies such as the
FGSM to manipulate the neural network and pro-
duce adversarial examples. The design phase also
includes integrating various defense mechanisms
to improve the model’s resilience against these at-
tacks.

3) Code: This phase focuses on the implementation
of the designed strategies and mechanisms. Code
is written to apply adversarial attacks, generate
adversarial images, and test the CNN’s response
to these manipulations. This phase may involve
tuning hyperparameters and optimizing the
model’s architecture for better performance.

4) Test: After the system is developed, extensive test-
ing is conducted to estimate its performance un-
der adversarial conditions. This includes testing
the CNN against adversarial examples generated
using FGSM and other methods, assessing the ro-
bustness of the model, and identifying any weak-
nesses. Testing also informs the next iteration of
the process, providing feedback on how to im-
prove the model’s defenses.
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Figure 2. Incremental software process model adopted for the development and evaluation of the CNN-based adversarial attack and

defense framework.
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Figure 3. CNN architecture for MNIST classification.

2.2. Limitations of Selected Model

e Itinvolves a good development designing.

e Problems may arise due to the system architec-
ture, as not all requirements are gathered upfront
for the entire software lifecycle.

e Each iteration phase is rigid and does not overlap
each other.

¢ Fixing an issue in one unit requires adjustments in
all related units, which can be time-consuming,.

This study describes a methodical approach to grad-
ually strengthen CNN models defenses against malicious
assaults. The Incremental Model is a strong architecture

that guarantees on going enhancement and modification
in reaction to changing adversary threats.

2.3. Data collection and preparation

The dataset was obtained from Kaggle
(https://www kaggle.com/hojjatk/datasets),
rated for studying adversarial attacks on image classifica-
tion models. The dataset's relevance to the research goals
ensures it aligns with the study's objectives. It likely con-
tains a wide variety of adversarial attack examples,
providing a comprehensive range of scenarios for evaluat-
ing the model. While the exact size is not specified, Kaggle
datasets are generally large, supporting robust training
and evaluation of the model.

exactly cu-

2.4. Model architecture design

The CNN architecture was designed to efficiently
classify MNIST digit images while providing a meaningful
basis for evaluating adversarial robustness. The model
consists of two convolutional blocks followed by fully con-
nected layers and an output layer. Each convolutional
block comprises a convolutional layer, a non-linear activa-
tion function, and a pooling layer to progressively extract
hierarchical features and reduce spatial dimensions. Con-
cretely, the network takes a 28x28 grayscale image as in-
put, as shown in Figure 3.

The extracted features are then passed to a fully con-
nected layer with dropout regularization to mitigate over-
titting, followed by a softmax output layer for 10-class
digit prediction. Batch normalization is applied after the
convolutional layers to stabilize training, and dropout is
used in the fully connected layer to reduce overfitting.
This architecture provides a good balance between repre-
sentational capacity and computational efficiency, making
it suitable for systematic evaluation under FGSM-based
adversarial attacks.

2.5. Training procedure

The training procedure involved several steps to op-
timize the CNN model's performance while mitigating
vulnerabilities to adversarial attacks. The dataset was split
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into training, validation, and test sets to evaluate model
performance effectively. During training, adversarial ex-
amples were generated and incorporated into the training
procedure to enhance model robustness. Training param-
eters such as learning rate, batch size, and optimizer choice
were tuned through experimentation to achieve optimal
performance. Regular monitoring and adjustment of the
training process ensured consistent progress towards
achieving the research objectives.

2.6. Evaluation and analysis

After training the CNN model, extensive evaluation
and analysis were conducted to assess its susceptibility to
adversarial attacks. Performance metrics such as accuracy,
precision, recall, and F1 score were computed to measure
the model's effectiveness in classifying adversarial exam-
ples. Adversarial robustness metrics, including robust ac-
curacy and adversarial success rate, were calculated to
quantify the model's resilience against attacks. Statistical
tests and visualization techniques were employed to ana-
lyze the results and draw meaningful conclusions regard-
ing the efficacy of various security mechanisms in enhanc-
ing model robustness against adversarial threats.

For a multi-class classification problem, where TP,
TN, FP, and FN represent the numbers of true positives,
true negatives, false positives, and false negatives respec-
tively (aggregated or computed per class), the standard
evaluation metrics are defined as follows:

Precision = TP 1

recision = m ( )

Recall = ——— )
O TTPYFN

F1 —2x Precision X Recall 3)
mscore = Precision + Recall

To explicitly quantify robustness under adversarial
conditions, the following metrics were used:

Number of correctly classified adversarial examples

Robust Accuracy = (4)

Total number of adversarial examples

Adversarial Success Rate = 1 — Robust Accuracy (5)

Robust accuracy measures the proportion of adver-
sarially perturbed samples that remain correctly classified,
while adversarial success rate reflects the effectiveness of
the attack in causing misclassification. These metrics are
reported alongside the standard accuracy and F1-score to
provide a comprehensive assessment of the model’s per-
formance under both clean and adversarial conditions.

For clean MNIST samples, the CNN achieved high ac-
curacy and strong precision—recall performance, indica-
ting effective feature learning. However, under FGSM

perturbations, robust accuracy decreased significantly,
and the adversarial success rate increased, confirming the
model’s vulnerability to gradient-based attacks. The drop
in Fl-score for adversarial samples further demonstrates
the degradation in class-wise performance, particularly
among digits whose boundaries are easily distorted by
small perturbations. These metric-based observations val-
idate the need for the proposed defense mechanisms,
which subsequently improved robust accuracy and re-
duced adversarial success rate, showing measurable en-
hancement in resilience.

3. Implementation

The development of the botnet attack detection pro-
gram involved rigorous steps. Algorithms utilizing ma-
chine learning, deep learning, and ensemble techniques
were crafted to analyze network traffic for suspicious pat-
terns [19]. After implementation, the program underwent
extensive testing, including simulated and real-world sce-
narios, leading to iterative refinement. Optimization fo-
cused on enhancing performance to handle real-time traf-
fic efficiently. Validation ensured effectiveness in live en-
vironments. This thorough process yielded a robust botnet
detection program capable of accurately identifying mali-
cious activity, reflecting a comprehensive approach to
cyber security solution development and refined multiple
times to ensure accuracy and efficiency in identifying mal-
ware.

Throughout implementation, a carefully devised
strategy was followed. The primary focus was on engi-
neering a user-friendly graphical user interface (GUI) to
facilitate effortless interaction with the program. The GUI
was designed to offer intuitive controls and provide clear
visual feedback, thereby enhancing the overall user expe-
rience. Considerations for scalability and performance op-
timization were also included to ensure that the program
can efficiently manage extensive volumes of network traf-
fic.

3.1. Tools Selection

In the development of my machine learning project,
Google Colab and Visual Studio Code (VS Code) were em-
ployed alongside Python and its scientific libraries. Google
Colab, a cloud-based Python environment with a Jupyter
Notebook interface, served as a crucial resource for tasks
demanding substantial computational resources. Leverag-
ing its access to GPUs and TPUs, I efficiently trained intri-
cate machine learning models on sizable datasets, acceler-
ating the learning process. Additionally, Colab's collabo-
rative features facilitated seamless teamwork, allowing for
the sharing of notebooks and fostering collaboration
among team members.

Meanwhile, Visual Studio Code emerged as my pri-
mary code editor, providing an intuitive and versatile
platform for writing, organizing, and debugging code.
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With its rich set of features including code highlighting,
auto-completion, and robust debugging capabilities, VS
Code offered a streamlined development experience. Fur-
thermore, the extensive array of extensions and plugins
available allowed for customization of the development
environment to suit the specific requirements of the pro-
ject. This adaptability ensured that my workflow re-
mained efficient and tailored to the demands of the ma-
chine learning project.

The integration of Google Colab and Visual Studio
Code played integral roles in the success of my machine
learning endeavor. While Google Colab provided the com-
putational muscle necessary for training complex models,
Visual Studio Code offered a robust coding environment
for fine-tuning algorithms and debugging code. Together,
these tools synergized to optimize the development pro-
cess, enabling me to efficiently create and deploy sophisti-
cated machine learning solutions. By capitalizing on the
strengths of both platforms, I was able to navigate the
complexities of machine learning development with con-
fidence and precision, ultimately achieving the desired
outcomes for my project.

3.2. User interface

Users can interact with the application through a
standard web browser. The homepage is shown in Figure
4. Figure 4, the homepage, serves as the entry point to the
application, providing users with a clean, intuitive layout.
One of the key features of the homepage is the display of
real-time data or system status updates. For instance, the
homepage may show the status of the current attack de-
tection process, including a progress bar for ongoing tests
or a notification about the model's current security pos-
ture. This helps the user remain informed and engaged
with the system. Moreover, the homepage provides direct
links to the system’s help section, offering resources like
tutorials, FAQs, and troubleshooting guides. This helps
ensure that users can quickly resolve issues without re-
quiring technical support, further enhancing the usability
of the application. The Ul is intended to be easy to use and
instinctive. Clients can enter the qualities of various ele-
ments connected with network traffic or conduct. When
the elements are placed, the application examinations the
information and decides if the organization is protected
from botnet assaults or on the other hand on the off chance
that there is a possible danger.

The About-page, shown in Figure 5, provides users
with detailed information about the system's objectives,
functionality, and underlying technology. This page is cru-
cial for building user trust and transparency, especially
when dealing with complex technologies like adversarial
machine learning. On this page, users can learn about the
significance of adversarial attacks, particularly in the con-
text of CNNSs, and the potential risks posed by such attacks
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on the security of machine learning models. Additionally,
it explains the system’s purpose: to detect, classify, and
mitigate adversarial perturbations that may lead to incor-
rect predictions or system failures.

In Figure 5, the About-page also includes sections that
describe the core methodologies used in the application,
such as the FGSM for generating adversarial examples,
and the anti-noise predictor for detecting and mitigating
adversarial noise. The Start-page is shown in Figure 6 and
it acts as a launching pad for users to begin the adversarial
attack detection process. Upon entering this page, users
are guided step-by-step through the procedure of setting
up their model and starting the adversarial testing. The
page includes key features like input fields to upload da-
tasets, configure model parameters, and specify the type
of attack to be tested. It may also allow users to adjust set-
tings such as the level of adversarial perturbation they
want to introduce, or whether they wish to apply the
FGSM attack method or experiment with other attack
strategies.

The Start-page’s design is intuitive and user-friendly,
with a well-structured layout that leads users through the
entire process without confusion. It includes helpful
tooltips and instructional text, making it accessible to both
novice and advanced users. Figure 7, the Login page, is
where users can enter their credentials to access the sys-
tem’s advanced features. The page is designed with secu-
rity and simplicity in mind. Users are prompted to provide
their username/email and password to authenticate their
session. For added security, the Login page may also offer
options like multi-factor authentication (MFA), enhancing
the system's security and ensuring that only authorized
users can access sensitive information and perform critical
actions.

The Login page also features a "Forgot Password"
link, allowing users to reset their password if they forget
it. This ensures that access to the system remains seamless,
even in cases of user error. The page’s clean design mini-
mizes distractions, allowing users to focus on the login
process without unnecessary elements. It also includes a
link to the Signup page (as shown in Figure 8), for new
users who wish to create an account and begin using the
system.

In Figure 8, the Signup page, is where new users can
create an account to start using the system. The design of
this page is simple and straightforward, requesting basic
information such as the user’s name, email address, and
password. Additional fields may include user preferences
or settings, allowing users to customize their experience
from the moment they sign up. The page is built to mini-
mize friction, with clearly labeled fields and validation
checks to prevent errors during the registration process.

Upon successful registration, users are directed to the
Login page to authenticate and gain access to the platform.

The Signup page may also feature links to the Terms and
Conditions and Privacy Policy, ensuring that users under-
stand their rights and obligations before they create an ac-
count. This page plays an essential role in expanding the
user base and providing easy access to the adversarial at-
tack detection system. Together, these Ul elements (Fig-
ures 4 to 8) ensure a streamlined, user-friendly experience
for interacting with the adversarial attack detection sys-
tem. Each page is designed to facilitate specific tasks while
maintaining a cohesive and intuitive interface that guides
users through complex processes such as configuring at-
tack parameters, evaluating adversarial attacks, and ana-
lyzing results. The thoughtful design of these pages con-
tributes significantly to the effectiveness and accessibility
of the system.

4. Discussion

The experimental results show that the baseline CNN
achieves high accuracy on clean MNIST images, but its
performance degrades noticeably under FGSM-based ad-
versarial attacks. This confirms that even relatively simple
CNN architectures are vulnerable to well-designed pertur-
bations. When adversarial training and the proposed anti-
noise predictor are incorporated, the model exhibits im-
proved robust accuracy, indicating that the defenses are
able to partially counteract the effect of adversarial pertur-
bations.

The integration of Fourier-domain noise accommoda-
tion further contributes to robustness by attenuating high-
frequency perturbations commonly introduced by FGSM.
Although these defense mechanisms slightly reduce clean
accuracy, the overall trade-off is favorable from a security
perspective, as the model remains substantially more reli-
able in adversarial scenarios. These findings are consistent
with prior work on adversarial training and frequency-do-
main defenses in image classification models [5] - [7], [15]
- [17]. Overall, the choice of algorithm depends on factors
such as dataset size, dimensionality, interpretability re-
quirements, and computational resources, and it often in-
volves a trade-off between model complexity, perfor-
mance, and ease of use, as shown in Table 1.

The table summarizes the architectural configuration
and training hyperparameters used in this study. These
settings were selected to provide a good trade-off between
classification accuracy and robustness to FGSM-based ad-
versarial perturbations. The perturbation magnitude €
controls the strength of the adversarial attack, while the
learning rate, batch size, and number of epochs govern the
optimization dynamics of the CNN.

In this research, leveraging the computational re-
sources offered by a cloud-based platform, eliminating the
need for additional hardware infrastructure. This ap-
proach allows us to efficiently utilize scalable computing
power, storage, and other services provided by the cloud
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Table 1. CNN architecture and training hyperparameters used in this study.

Component Setting Value
Input Image size 28 x 28, 1 channel (grayscale)
Conv Layer 1 Number of filters 32
Kernel size 3x3
Activation function ReLU
Pooling Max pooling, 2 x 2
Conv Layer 2 Number of filters 64
Kernel size 3x3
Activation function ReLU
Pooling Max pooling, 2 x 2
Normalization Batch normalization After each convolutional block
Regularization Dropout rate 0.5
Dense Layer Number of units 128
Output Layer Number of units 10 (softmax)
Optimizer Adam
Learning rate 0.001
Batch size 64
Number of epochs 20
Adversarial attack Method FGSM
Perturbation magnitude € 0.1
Training dataset split Train/validation/test 60% / 20% / 20%

Table 2. Classification performance of the CNN model on clean
samples (class 0) and FGSM-generated adversarial samples (class
1) across training epochs. Performance metrics are reported us-
ing precision, recall, F1-score, and sample support.

Precision Recall Fl-score Support
0 1.00 0.83 0.91 12
1 0.86 1.00 0.92 12
Accuracy 0.92 24
Macro avg 0.93 0.92 0.92 24
Weighted 0.93 0.92 0.92 24
avg

platform, reducing the overhead associated with manag-
ing physical hardware. By relying on the cloud, the system
can focus more on developing and deploying the applica-
tions without the constraints and maintenance require-
ments of traditional. Table 2 presents a visualization of the
classification performance of the CNN model under both
clean and FGSM-generated adversarial examples. The plot
summarizes key performance indicators such as accuracy
and loss across training epochs, highlighting the impact of
adversarial perturbations on the model’s behavior. In par-
ticular, Table shows how the adversarially perturbed in-
puts degrade the baseline CNN'’s accuracy, and how the
incorporation of the anti-noise predictor and Fourier-do-
main processing improves robustness over time [20].

This performance visualization provides an empirical
complement to the methodological description: it shows
the evolution of the loss function, the effect of adversarial
perturbations on prediction confidence, and the resulting

recovery in performance after applying the proposed de-
fense strategy. These observations are central to under-
standing how the FGSM-based attacks interact with the
CNN model and how the proposed defenses mitigate their
impact.

5. Conclusion

This study presents a comprehensive approach to ad-
dressing the vulnerabilities of CNNs to adversarial at-
tacks, particularly through the use of the FGSM. The re-
search highlights the significance of adversarial perturba-
tions in compromising the integrity and accuracy of ma-
chine learning models, stressing the need for robust de-
fense mechanisms. The proposed methodology, incorpo-
rating an anti-noise predictor and Fourier domain noise
accommodation, demonstrates improved detection accu-
racy and model resilience against various adversarial
strategies, particularly in the context of image classifica-
tion tasks. By evaluating the CNN'’s robustness through
these innovative techniques, the study contributes to the
ongoing efforts to enhance machine learning security. Fur-
thermore, the system's ability to identity, classify, and mit-
igate adversarial attacks paves the way for more secure
and reliable Al applications in real-world scenarios. The
results show that integrating noise management tech-
niques and developing adaptive, multi-layered defense
strategies can substantially improve model security. Fu-
ture work should focus on refining these detection mech-
anisms, exploring more advanced adversarial attack meth-
ods, and testing the robustness of the system across a
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wider range of datasets and application domains to further
enhance its generalization and security performance.
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