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Abstract: The development of quantum computing technology brings significant challenges to conventional
cryptographic systems that are currently widely used in digital data security. Attacks made possible by
quantum computers have the potential to weaken classical algorithms such as RSA and ECC, so a new ap-
proach is needed that can guarantee long-term security. This study aims to systematically review the effec-
tiveness and readiness of the implementation of post-quantum cryptography (PQC) algorithms, especially
those that have been recommended by NIST, in order to strengthen the resilience of future cybersecurity
systems. The method used was a structured literature study with comparative analysis of lattice-based (Ky-
ber and Dilithium), code-based (BIKE), and hash-based (SPHINCS+) PQC algorithms. Data are obtained
from official documents of standards institutions as well as the latest scientific publications. The results of
the analysis show that lattice-based algorithms offer an optimal combination of security and efficiency, and
demonstrate high readiness to be implemented on limited devices. Compared to other algorithms, Kyber
and Dilithium have advantages in terms of performance and scalability. Thus, this research contributes in
the form of mapping the practical readiness of the PQC algorithm that has not been widely studied in pre-
vious studies, and can be the basis for the formulation of future cryptographic adoption policies. These
findings are expected to help the transition process towards cryptographic systems that are resilient to quan-
tum threats.
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1. Introduction

The development of quantum computing technology
has made rapid progress in the past decade [1], marking a
tipping point in the global information security landscape
[2]. Quantum computers, which utilize the principles of
superposition and entanglement from quantum mechanics,
have the potential to solve computational problems previ-
ously thought impossible for classical computers [3, 4].

One of the most significant impacts of this capability is the
threat to conventional cryptographic algorithms such as
RSA, DSA, and Elliptic Curve Cryptography (ECC),
whose security rests on the complexity of integer factori-
zation and discrete logarithms [5-7].

According to a report by the National Institute of
Standards and Technology (NIST), a full-fledged large-
scale quantum computer will be able to crack the 2048-bit
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RSA encryption system in a matter of hours using the Shor
algorithm [8, 9]. This fact threatens the confidentiality and
integrity of data in various sectors, including banking,
healthcare, government, and defense [10]. Therefore, the
urgent need for cryptographic solutions that are resistant
to quantum attacks is a priority in the future cybersecurity
agenda [9, 11].

Several recent studies have explored various im-
portant aspects in the development and adoption of Post-
Quantum Cryptography (PQC) [2, 12]. The first (2025) in
the NIST report identifies and standardizes selected PQC
algorithms such as CRYSTALS-Kyber and CRYSTALS-
Dilithium, which offer high security but are limited to a
few algorithms that pass the selection [13]. The second
(2024) provides a thorough overview of the transition from
classical cryptography to PQC, emphasizing the im-
portance of hybrid cryptography, although it has not yet
addressed the challenges of real implementation in exist-
ing systems [14]. On the performance side, the third study
(2020) analyzed the benchmarking of Kyber and Dilithium
algorithms in industrial implementation and 5G networks,
but was limited to only two main algorithms and did not
take into account other variations of PQC algorithms [15].
Fourth (2024) provides a comparative review of various
PQC approaches, but focuses more on theoretical aspects
and less discusses implementation readiness in the real
world [16]. Meanwhile, the fifth study (2025) maps the pol-
icy challenges and estimated costs of the PQC transition,
providing important insights for large-scale adoption, alt-
hough it does not focus on the technical evaluation of the
PQC algorithm specifically [17]. These studies reflect great
progress in the development of PQCs, but there is still a
need to align theory, policy, and practical implementation
in order to confront the threat of quantum computing [18,
19].

Although there have been various studies on PQC,
there are some research gaps that have not been widely
discussed or resolved [14, 20]. First, although many stud-
ies have identified and tested PQC algorithm candidates,
the focus of most research has been limited to algorithms
that have been standardized or that have performed best
in the laboratory [21, 22]. However, more in-depth re-
search on the long-term performance and scalability of
PQC algorithms in a variety of real-world operational con-
ditions, such as in congested networks or resource-con-
strained environments, is still very limited [23]. Second,
despite advances in the development of PQC algorithms,
the transition from classical cryptography to PQC in exist-
ing systems, especially in systems with high dependencies
on cryptography such as financial services and govern-
ment, has not been widely explored [24, 25]. Much re-
search is still focused on algorithm theory without consid-
ering the implementation and interoperability challenges
between existing systems and PQC algorithms [26]. Third,

more specific aspects of quantum computing security,
such as potential unknown attacks or new threats that may
emerge after quantum computing evolves, are still areas of
minimal research [9]. Lastly, although some studies high-
light the costs of transitioning to PQC, little research ad-
dresses the economic impact, scale of global adoption, and
standardization to ensure long-term security against
quantum threats broadly [27, 28]. Therefore, it is important
to dig deeper into how to address these practical chal-
lenges in the development and implementation of PQC
globally [9, 26].

This study aims to provide a comprehensive over-
view of the developments and challenges faced in the im-
plementation of PQC for future cybersecurity strengthen-
ing [29]. Specifically, the main objective of this study is to
analyze the role of PQC in dealing with increasingly real
quantum computing threats, as well as explore the poten-
tial of PQC algorithms in improving data security and re-
liability of cyber systems that are vulnerable to quantum
attacks [30]. In addition, this study aims to assess the suit-
ability of PQC algorithms in various industry sectors, in-
cluding finance, government, and communications that
require a high level of security [31]. This research will also
explore possible challenges related to the transition of ex-
isting systems to quantum-secure systems, as well as pro-
vide strategic recommendations for strengthening PQC-
based cybersecurity policies and infrastructure[32].

The original contribution of this research was to pro-
vide an in-depth review of the influence of PQC on future
cybersecurity strengthening, particularly in the face of
threats arising from advances in quantum computing tech-
nology. In contrast to previous studies that examined PQC
algorithms separately, this article presents a holistic ap-
proach by linking PQC theory and its practical implemen-
tation for existing cyber systems [33]. The research also
highlights the importance of comprehensive transition
policies and strategies to ensure the long-term security of
existing cyber infrastructure, as well as provides recom-
mendations for the formulation of PQC-based cybersecu-
rity policies globally [34]. As such, this article will provide
guidance for cybersecurity policymakers and practitioners
in designing systems that are able to withstand quantum
threats.

2. Methodology

This study uses a qualitative approach with an in-
depth literature study to analyze and review the latest con-
cepts and developments in PQC. As part of this approach,
a comparative analysis of standardized PQC algorithms
was conducted and those that are currently in the research
stage. This approach allows for a further understanding of
the strengths, weaknesses, and challenges faced by PQC
algorithms in the context of strengthening cybersecurity,
particularly in the face of emerging threats from quantum
computing technologies. In addition, the study adopts a
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Security Analysis

Assessment of the resilience of the PQC
algorithm to possible attacks using quantum
computers, including analysis of its
vulnerabilities.

Figure 1. Stages using the PQC algorithm.

theoretical framework that combines classical crypto-
graphic studies, PQC, and potential attacks using quan-
tum algorithms.

2.1. Algorithm
This research focuses on the analysis of PQC algorithms,
including algorithms that have passed selection from
NIST, such as Kyber (for public-key cryptography) and
Dilithium (for digital signatures) [35]. These algorithms
were selected to be analyzed based on the strength of se-
curity theory, computational performance, and compati-
bility with existing cyber systems [36]. The research pro-
cess is divided into several stages, as seen in Figure 1.
2.2. Datasets and Data sources

This study does not use explicit datasets like in ma-
chine learning-based research. Instead, the study used

Table 1. Summary of Research Data Sources.

Algorithm Selection

The selection of a PQC algorithm that
meets certain criteria, such as security
against quantum attacks and the ability to
be implemented in existing systems.

Performance Comparison

Performance testing of each PQC algorithm

in terms of speed, efficiency, and computer

resource usage. This comparison is done to
assess its impact on cybersecurity.

official literature and documents published by institutions
such as NIST as well as various up-to-date scientific pub-
lications related to the PQC algorithm. The data used in
this study is in the form of technical information regarding
the specification of the PQC algorithm, its safety trials, and
case studies of its application in a real-world context. This
data is taken from a trusted source and has gone through
a curation process to ensure its validity. A summary of the
data used can be seen in Table 1.

2.3. Experimental Tools and Environment

Because the study was based on literature review and
theoretical analysis, no specific hardware or software was
used in the experiment. However, for comparative analy-
sis and algorithm comparison, references to cryptographic
tools such as OpenSSL and cryptographic libraries in

Data Types and Sources Content Description

o Instituti
Main Institutions / Data Validation and Quality

References
NIST Official Document  Technical specifications and selec- NIST PQC Stand- ~ Have passed a formal and
tion results of the PQC algorithm ardization Reports  open evaluation
Latest Scientific Publica- Results of PQC algorithm research IEEE, Elsevier, Peer-reviewed, sourced from
tions (2020-2025) and implementation simulation Springer, ACM reputable journals
Real-World PQC Imple- Case study of the application of PQC  Global cybersecu-  Based on field application

mentation Report in actual cyber systems

Code Repository and Al- Open-source implementation of
gorithm Implementation PQC algorithms such as Kyber,

Dilithium, etc.

PQC Algorithm Safety

Evaluation and quantum attacks

Analysis of resistance to classical

rity agencies documentation

GitHub (with offi-
cial references)

Verified with academic and
practical references

Based on formal tests and au-
dits of the scientific commu-

nity

NIST and cyberse-
curity publications
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Table 2. Comparison of Characteristics of Multiple PQC Algorithms.

. Security against Key Size  Ciphertext / Signa- Speed Implementation

Algorith Cat
gomthm alesory Quantum Attacks (bits) ture Size (bit) (ops/sec) Readiness
Kyber Encryption High 3,168 1,568 1,200,000 High
Dilithium Signature High 2,592 4,595 850,000 High
SPHINCS+ Signature High 7,856 17,088 100,000 Medium
BIKE Encryption High 1,540 1,540 900,000 Low
NTRU Encryption High 1,230 1,230 950,000 Medium
Python (e.g., PyCryptodome) are used to delve deeper into Table 3. Resilience to Quantum Threats.
the basic implementation of the PQC algorithm. In addi- . Resistance to Resistance to Security
tion, references to the use of quantum computing such as Algorithm Shor Grover Level (bits)
IBM .Q1.sk1t. are also 1nclud§d in the analysis to understand Kyber High High 128
the limitations and potential threats of quantum compu- o ] ]
ting to PQC systems. Dilithium High High 128-256
SPHINCS+ High Very high 128

2.4. Evaluation and Validation BIKE Medium High 128

The evaluation in this study was carried out using a
qualitative method to assess the security strength and per-

Table 4. Efficiency and Implementation Comparison Results.

formance of the PQC algorithm. Security strength is as-

sessed based on the algorithm's resistance to attacks that Algorithm

Execution Memory Con- Implementation
Time (ms) sumption (KB)

Readiness

may be carried out by quantum computers, with reference
to existing literature, including evaluations by NIST and
other international security standards. For algorithm per-
formance, comparisons were made based on encryption
and decryption speeds, as well as digital signature pro-

Kyber
Dilithium
SPHINCS+
BIKE

2.1
3.8
12.5
5.7

24
32
72
45

High
High
Low
Medium

cessing in the context of an existing system. The evaluation

is carried out taking into account system compatibility as
well as implementation costs. Because this study is a liter-
ature study, no data-based experiments or statistical vali-
dation such as k-fold cross validation or paired t-test are
conducted. Instead, validation is carried out by comparing
the findings of this study with the results of tests in the
literature, as well as by taking into account the views of
experts in the fields of cryptography and quantum com-
puting.

le6
1,200,000
1.2

=
o

850,000

Speed(ops/sec)
o o
o ©

I
IS

o
N

3. Results and Discussion 0.0

900,000

100,000

Comparison of PQC Algorithm Operation Speed

950,000

Kyl;xer DiIitIl1ium

3.1. Visualization and Presentation

SPHINCS+

Algorithm

BIKE

NTRU

Based on Table 2. It can be seen that the Kyber and
Dilithium algorithms stand out in terms of speed and im-

Figure 2. Comparison of PQC Algorithm Operation Speed.

plementation readiness, with speeds of 1,200,000 and
850,000 operations per second, respectively, as well as
high readiness levels. SPHINCS+, while offering high
quantum security, exhibits much lower performance
(100,000 ops/sec) and a very large signature size (17,088
bits), making it less efficient for systems that require low
latency and a small footprint.

Figure 2. confirms Kyber's dominance in encryption
speed, making it a strong candidate for future applications
in IoT devices, VPNSs, or TLS protocols. This visualization
makes it easy to map performance between algorithms in

Execution Time (ms)
= -
IS o =) o N

N

Dilithium

Kyber

12.5

SPHINCS+
Algorithm

Comparison of Average Execution Time of PQC Algorithm

real-time context.

Figure 3. Comparison of Average Execution Time.
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Table 5. Comparison of Previous Research of PQC algorithm.
Study

Chi-en Evaluation of lat-
et al. tice-based algo-

Research Focus Key Findings

Kyber and Dilithium excel
in performance and safety

(2021)  rithm performance trade-offs
and security
NIST  Recommendations Kyber and Dilithium are
Report for standardization recommended, but evalua-
(2023)  of the PQC algo-  tion of implementation on
rithm by NIST limited devices is still min-

imal
This re- Performance evalu- Kyber and Dilithium are
search ation +readiness  optimal, SPHINCS+ is
for practical imple- very safe yet not practi-

mentation of the  cally efficient
PQC algorithm

3.2. Security Analysis

The algorithm's resistance to quantum attacks was
evaluated based on technical reports from NIST and inde-
pendent literature. Kyber and Dilithium show high re-
sistance to Grover and Shor algorithms, with lattice-based
approaches being more resistant to quantum algorithms
than other approaches. The results of the analysis can be
seen in Table 3.

3.3 Performance Comparison

The algorithm's performance is tested based on the
speed of encryption/decryption and signature/verification
processes, as well as memory consumption. The results
show that Kyber and Dilithium excel in time efficiency and
resource utilization, while SPHINCS+ is slow due to com-
plex hash structures. In Figure 3. Average execution time
comparison results.

Figure 3 indicates that the Kyber algorithm has the
fastest execution time (2.1 ms), followed by Dilithium (3.8
ms), BIKE (5.7 ms), and SPHINCS+ as the slowest (12.5
ms). These findings support the decision that Kyber and
Dilithium are more suitable for a confined system environ-
ment than other algorithms, due to their efficiency in re-
source use. This analysis answers the "Performance Com-
parison" stage of the research method and supports the re-
search objectives in assessing the readiness of the practical
implementation of PQC for future cybersecurity strength-
ening. Table 4. Comparison of Efficiency and Implementa-
tion Readiness.

The results show that Kyber and Dilithium are not
only safe from quantum threats, but also feasible imple-
mentable in limited computing systems such as IoT.
SPHINCS+, while very safe in theory, faces significant per-
formance constraints. This study shows the importance of
assessing the readiness of algorithms not only from a the-
oretical but also practical side—especially in designing fu-
ture cybersecurity systems.

Assessment Score (1-10) PQC algorithm

10 Security
—e— Performance
Practical Readiness

Assessment Score (1-10)
~

Kyber Dilithium
PQC algorithm

SPHINCS+ BIKE

Figure 4. Comparison of PQC Algorithm.

3.4. Comparison with previous research

A study by Chi-en et al.[37] (2021) shows that lattice-
based algorithms such as Kyber and Dilithium have an op-
timal trade-off between security and performance, com-
pared to code-based approaches such as BIKE or hash-
based approaches such as SPHINCS+. The findings in this
study support these results, but provide an update by in-
cluding practical implementation readiness data, which
has rarely been highlighted in previous technical studies.
Furthermore, the NIST official report (2023) states that Ky-
ber and Dilithium have been recommended for standardi-
zation, but the evaluation of implementation on limited
devices such as microcontrollers has not been thorough
[38]. This research adds value by incorporating practical
readiness aspects into the review. The results of the com-
parison can be seen in Figure 4.

Figure 4. shows a comparative visualization of three
key aspects—safety, performance, and practical readi-
ness—of four popular post-quantum algorithms: Kyber,
Dilithium, SPHINCS+, and BIKE. It can be seen that
SPHINCS+ excels in terms of security, but has relatively
low performance and implementation readiness. In con-
trast, Kyber and Dilithium have a good balance in all three
aspects, making them excellent candidates for short- to
medium-term practical implementation. A summary of
the focus and key findings of some of the relevant studies
is shown in Table 5.

Table 5 Displays a comparison between this study
and the other two main references. While Chen et al. (2021)
highlighted the trade-offs between the performance and
security of lattice-based algorithms, and the NIST (2023)
report recommended Kyber and Dilithium for standardi-
zation without touching on many aspects of implementa-
tion readiness, this study fills that gap by adding a practi-
cal readiness perspective—particularly on limited devices
such as microcontrollers. This research adds a new dimen-
sion to the discussion of post-quantum algorithms, namely
the practical implementation readiness aspect, which is
crucial in the context of future cybersecurity.
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Table 6. Suitability of the PQC Algorithm per Industrial Sector.

i i Implementation
In::cstt;:al Aplz?gl);;iattle:nlﬂl) > Safety Criteria Refdiness Level
Finance Kyber Fast encryption & efficient bandwidth High
Government Dilithium Strong & trusted digital signature Medium
Communication Kyber + Dilithium High protection & low latency Medium-High

Level of Readiness for PQC Algorithm Implementation per Industrial Sector

9
5 6
8
| 6 |
-5
L 6
-a

Kyber Dilithium BIKE SPHINCS+
PQC algorithm

Finance

~

Industrial Sector
Government
Readiness Score (1-10)

o

Communication

Figure 5. PQC Algorithm Implementation Readiness Level
Heatmap.

3.5. Discussion

Based on an analysis of the literature and technical
documentation, PQC algorithms such as Kyber and Dilith-
ium show promising performance for adoption in strategic
sectors such as finance, government, and communications.
In the financial sector, the need for fast and secure trans-
actions can be met through the Kyber algorithm, which ex-
cels in encryption/decryption efficiency and low band-
width, can be seen in Table 6 and Figure 5. On the other
hand, Dilithium's algorithm that focuses on digital signa-
tures is well suited to the needs of the government sector
in terms of document authentication, digital certificates,
and confidential communications.

In communications sectors that demand high security
and low latency, such as the military or confidential com-
munications service providers, the combination of Kyber
(for key encapsulation) and Dilithium (for digital signa-
ture) is a prime candidate because it has passed perfor-
mance tests on devices with limited resources. Neverthe-
less, the transition from classical cryptographic systems to
PQC systems has not been without obstacles. Key chal-
lenges include compatibility with legacy systems, addi-
tional burdens on data processing, and the need for hu-
man resources training. Infrastructure that is already built
on RSA and ECC needs to be modified or even replaced,
which requires cost, time, and supportive policies.

The study also identifies policy gaps that have not ex-
plicitly mandated the implementation of PQC, especially
in national critical infrastructure. Therefore, strategic rec-
ommendations include: (1) the development of a national
roadmap for PQC adoption, (2) research and development
incentives for the private sector, and (3) the integration of
PQCs in the national cybersecurity curriculum as well as
technical training for regulators and industry players.
Thus, the results of this study not only answer the tech-
nical needs in terms of algorithms, but also touch on prac-
tical and policy dimensions that are very crucial in the
broad implementation of PQC, in line with the research
objectives.

4. Conclusion

Based on the results of this study, it is concluded that
post-quantum cryptographic algorithms (PQCs), espe-
cially Kyber and Dilithium, show great potential in sup-
porting cybersecurity strengthening in the post-quantum
computing era. Based on literature analysis and perfor-
mance evaluation, Kyber excels in time and resource effi-
ciency, while Dilithium shows a good balance between
performance and safety levels. Assessments of practical
implementation readiness also show that both algorithms
are more adaptive to real-world use scenarios than other
algorithms such as BIKE and SPHINCS+. Thus, this re-
search contributes to the development of post-quantum
cryptographic studies by emphasizing the importance of
not only theoretical security aspects, but also practical im-
plementation as an integral part of the readiness of the
PQC global standard.

However, there are some limitations in this study,
such as the lack of direct simulation on specific hardware
and the limited scope of the algorithm reviewed. In addi-
tion, this study is descriptive and analytical and does not
include testing on real-time systems or embedded systems
as a whole. The next research can examine aspects of the
interoperability of the PQC algorithm with existing cyber-
security systems, as well as conduct direct experiments on
limited devices such as microcontrollers and IoT. Further
studies are also recommended to examine policy aspects,
infrastructure readiness, and regulatory challenges in the
widespread adoption of post-quantum cryptography.
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