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Abstract: Pipeline vandalism and leaks pose a significant threat to global energy infrastructure, leading to 
severe economic losses and environmental degradation. Traditional surveillance methods are often reactive 
and insufficient for monitoring vast, remote pipe-line networks in real-time. To address this gap, this study 
designs and simulates a multi-sensor Internet of Things (IoT) proto-type that integrates gas, vibration, and 
temperature monitoring for anomaly detection. The methodology employs a design-and-simulation ap-
proach using an Arduino Uno and ESP8266 Wi-Fi module within the Proteus environment. Key findings 
demonstrate the functional correctness of the system’s logic, achieving consistent alert triggering based on 
predefined heuristic thresholds with no failures in the simulated environment. These results imply that a 
low-cost, multi-modal sensor fusion approach provides a technically feasible foundation for future physical 
deployment in infrastructure security. 
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1. Introduction 
Pipeline vandalism continues to pose a significant 

challenge within Nigeria's oil and gas sector, leading to 
substantial economic setbacks, environmental harm, and 
security threats [1], [2]. Annually, billions of naira are lost 
due to oil theft and the costs associated with repairing 
damaged pipelines [3]. Frequent spills contaminate water 
sources and agricultural lands, destroying ecosystems and 
displacing local communities [2], [4]. Moreover, recurrent 
explosions and fires caused by compromised pipelines 
have resulted in over 2,000 fatalities over the past twenty 
years [1], [5]. The expansive and often hard-to-reach ter-
rain housing Nigeria’s pipeline infrastructure renders tra-
ditional surveillance methods—such as manual patrols 
and limited aerial monitoring—both expensive and inef-
fective for real-time threat detection [2]. 

The emergence of Internet of Things (IoT) technology 
presents a promising solution to these persistent issues. 
IoT-based monitoring systems utilize sensors, communi-
cation networks, and data analytics to enable continuous 
monitoring of critical parameters, including pressure, 

temperature, vibration, and gas levels [6]-[8]. Recent re-
search highlights the potential of affordable, IoT-enabled 
prototypes tailored for pipeline monitoring in Nigeria and 
comparable environments [9], [10], alongside increased in-
tegration of machine learning (ML) techniques for real-
time anomaly detection and predictive maintenance [11]-
[13]. Similarly, studies by Mulla and Liyakat [14] demon-
strate that IoT sensors combined with ML algorithms can 
effectively monitor pipeline pressure and flow rate to de-
tect leakages, reinforcing the practical applicability of such 
systems in complex environments. These systems enable 
the early identification of leaks, intrusions, or sabotage, al-
lowing for swift responses that can mitigate damage. 
Nonetheless, deploying IoT and Wireless Sensor Net-
works (WSNs) in Nigeria faces hurdles such as high costs, 
limited scalability, and environmental and security chal-
lenges that hinder effective adaptation [6], [15]. Therefore, 
there is a pressing need for cost-efficient, scalable, and 
multi-modal architectures that are customized to local 
conditions. 
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Figure 1. Five-stage workflow of the proposed system. 
 

While existing research has explored various IoT so-
lutions for pipeline safety, most are restricted to single-pa-
rameter detection or conceptual frameworks lacking real-
time intelligence. For example, Bello et al. [16] developed 
a WSN for vandalism and leak detection but focused solely 
on single-sensor data. Odulaja and Rufai [17] proposed an 
expert system for intrusion alerts with manually set 
thresholds. Others, like Agbolade et al. [18], designed Lo-
RaWAN-based systems integrating pressure and flow sen-
sors for leak detection, while Bukie et al. [19] implemented 
multi-sensor setups emphasizing cloud data management. 
Similarly, Effiom et al. [20] utilized GSM communication 
for real-time monitoring, and Ojo et al. [21] employed MQ 
sensors with Wi-Fi for gas leak detection. Nigerian studies 
such as those by Ezeja and Nwobi [22], and Okorodudu et 
al. [23], contributed foundational ideas and WSN frame-
works but lacked comprehensive multi-sensor integration 
and automated decision-making features. More recently, 
prototype systems tailored for Nigeria using low-cost 
multi-sensor fusion and IoT platforms have been explored 
[9], [24], and global IoT systems focusing on energy-effi-
cient network performance provide insights for scalable 
implementations [25]. 

Although prior studies have advanced IoT-enabled 
pipeline security, most remain narrowly focused on sin-
gle-parameter leak detection and lack integrated assess-
ments of mechanical and environmental anomalies. High-
performance global systems exist, but their costs hinder 
large-scale deployment in developing countries like Nige-
ria. To directly address these gaps, this research proposes 
a low-cost, resilient IoT-based prototype that fuses gas, vi-
bration, and temperature sensing with automated anom-
aly detection. The three-prong sensor approach offers a 
compelling advantage by enabling the simultaneous de-
tection of chemical leaks, mechanical tampering, and ther-
mal anomalies, thereby ensuring broader coverage and re-
ducing the risk of undetected events. Implemented on Ar-
duino and ESP8266 platforms, the system consolidates 
sensor data to provide real-time alerts for leaks and van-
dalism. Simulated in Proteus under conditions represent-

tative of Nigeria’s environment, the prototype achieved an 
excellent functional correctness, demonstrating its reliabil-
ity and scalability. By combining multi-sensor fusion, 
edge-level processing, and affordable hardware, this work 
contributes a practical pathway toward intelligent pipe-
line security in Nigeria’s oil and gas sector. 

The rest of this paper proceeds as follows: Section 2 
outlines the design methodology and system architecture, 
Section 3 presents the simulation outcomes, and Section 4 
offers conclusions, implications, and directions for future 
research. 

 
2. Methodology 

This section details the design, components, and op-
erational logic of the proposed IoT-based pipeline security 
system. 
 
2.1. Research Stages 

The development of the proposed system followed a 
structured workflow to ensure technical feasibility and 
logical accuracy. The stages represented in a flowchart of 
Figure 1 are summarized below: 

1) Requirement Analysis: Identification of critical 
sensor types (gas, vibration, thermal) suitable for 
pipeline threat detection.  

2) System Architecture Design: Mapping the data 
flow from physical sensors to the IoT cloud inter-
face. 

3) Hardware Selection and Circuit Design: Select-
ing COTS (Commercial Off-The-Shelf) compo-
nents and designing the circuit schematic in Pro-
teus. 

4) Firmware Development: Coding the thresholding 
algorithms and Wi-Fi communication protocols in 
C++. 

5) Simulation & Validation: Testing the system re-
sponse under idealized conditions to verify func-
tional correctness. 

 
2.2. Selecting a System Architecture 

The system architecture illustrated in Figure 2 is 
structured in four layers: (1) The Sensing Layer, which ac-
quires physical data; (2) The Network/Communication 
Layer, which transmits data; (3) The Data Processing/ 
Cloud Layer (ThingSpeak), which analyzes and stores 
data; and (4) The Application/User Interface Layer, which 
displays alerts to the end-user. 

A cost-effective and scalable hub-and-spoke architec-
ture was developed for field deployment. In this model, a 
central hub equipped with a 4G-enabled WiFi router 
serves as the communication gateway, while individual 
sensor nodes—positioned within a 150 m radius—connect 
as WiFi clients. This configuration reduces the need for 
multiple cellular modules, thereby minimizing overall 
system cost. 
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Figure 2. Conceptual block diagram of the IoT system architecture. 
 

 

Figure 3. Flowchart of the system’s operational logic. 
 
2.3. Simulated Hardware Components 

The core of each sensor node consists of low-cost, off-
the-shelf components: 

• Microcontroller: An Arduino Uno serves as the 
local processing unit, responsible for data acquisi-
tion and executing threshold-based logic. 

• Sensor Suite: A multi-modal sensor suite was in-
tegrated to detect distinct vandalism signatures: 

• Gas Sensor (MQ-2): Detects combustible gas 
leaks. Its resistance (Rs) decreases in the presence 
of hydrocarbons, increasing the output voltage 
(Vout). The sensor and a load resistor (RL) form a 

voltage divider. The Arduino’s 10-bit ADC con-
verts Vout (0-5V) to an integer ‘ADC Value’ (0-
1023). 
The output voltage is given by: 
 

 𝑉!"# = 𝑉$$
𝑅%

𝑅& + 𝑅%
 (1) 

 
The ADC value is:  
 

 𝐴𝐷𝐶_𝑉𝑎𝑙𝑢𝑒 = 𝑉!"# ×
1023
5𝑣  (2) 

 
By combining these, the sensor’s resistance Rs can 
be derived directly from the ADC reading: An 
alert threshold was set at an ADC Value > 350 
(corresponding to 𝑉!"#  > 1.71V), indicating a sig-
nificant gas concentration. The threshold was set 
slightly above the calculated clean-air baseline (≈ 
341 ADC for 𝑅'!"#$%	$'( = 10𝑘𝛺 ) to distinguish mi-
nor environmental fluctuations from significant 
gas presence. 

• Temperature Sensor (LM35): Monitors for ther-
mal anomalies, such as fires from a breach. It pro-
vides a linear voltage output, 𝑉!"#,  directly pro-
portional to the temperature in Celsius (TC): 

 
 𝑉!"# = 10𝑚𝑉/°𝐶 × 𝑇$ (3) 

 
An alert threshold was set at > 50◦C (500 mV / 103 
ADC), a value selected to represent an anomalous 
thermal event (e.g., fire, exothermic reaction) well 
above typical ambient operating temperatures. 

• Vibration Sensor (SW-420): This digital (HIGH/ 
LOW) output sensor was used to detect physical 
tampering, such as digging or cutting. Its opera-
tion is based on a spring–mass mechanism, with 
an onboard potentiometer used to set the vibra-
tion sensitivity (acceleration threshold). When ex-
ternal vibration exceeds this limit, the LM393 com-
parator outputs a digital HIGH signal. During 
simulation, the sensitivity was not numerically 
defined; instead, the output was manually toggled 
from LOW to HIGH to test the microcontroller’s 
response. 

• Communication Module: An ESP8266 WiFi mod-
ule, connected to the Arduino’s UART, handles 
data transmission to the cloud platform via 
TCP/IP.
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Figure 4. System in normal operating conditions. The simulation shows the green 'OK' LED (D1) is active, the buzzer is off, and the 
virtual terminal(left) displays sensor values that are all below their alarm thresholds, confirming baseline stability. 
 
 

 

Figure 5. System response to a simulated gas leak. A sensor reading above the 350 ADC threshold (e.g., 362 ADC) successfully triggers 
the red 'Gas Alert' LED (D3), the audible buzzer, and a corresponding "ALERT: Gas leak detected!" message on the virtual terminal 
(left). 
 

• Local Alerts: An active buzzer and colored LEDs 
(Red, Yellow, Blue, and Green) provide immedi-
ate on-site visual and audible alerts upon anomaly 
detection. 

 
2.4. Software Design and Anomaly Detection 

The system firmware was developed in C++ using the 
Arduino IDE. The logic, detailed in the system flowchart 
(Figure 3), follows an alert-driven protocol to conserve 

power. In the setup routine, all sensor pins (input) and 
alert pins (output) are initialized, along with serial com-
munication (9600 baud) to the ESP8266 module. 

The main loop function continuously performs local 
data acquisition and processing: 

1) It reads the digital state from the SW-420, the ana-
log value from the MQ-2, and the voltage from the 
LM35 (converting it to ◦C). 
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(a) 

 

 
Figure 6. (a) Sensor Sensitivity: Relative Gas Level vs voltage, (b) 
System Response: Relative Gas Level vs Time. 
 

2) These readings are compared against the prede-
fined thresholds (Vibration = HIGH, Gas > 350 
ADC, Temp > 50◦C). 

3) If any threshold is breached, the triggerAlarm() 
function is called, activating the local buzzer and 
LEDs. 

4) Simultaneously, the sendData() function is exe-
cuted, which formats a data packet (e.g., 
"G:310|T:26.00|V:1") and transmits it via the 
ESP8266 to the ThingSpeak cloud platform, trig-
gering a remote alert. 

5) If no thresholds are breached, the system remains 
in a low-power monitoring state, and no data is 
transmitted. 

The complete system, including the circuit design and 
firmware logic, was designed and validated using the Pro-
teus Design Suite. The simulation environment was used 
to test the system’s response to various scenarios, includ-
ing normal operation (all sensor values within thresholds) 
and multiple anomaly conditions (simulated high gas, 
high temperature, and vibration). This allowed for thor-
ough testing and validation of the circuit and code logic 
before physical prototyping. 
 
3. Results and Discussions 

The system’s performance was validated by simulat-
ing three scenarios in the Proteus environment: normal op-
eration, a gas leak, fire incidents, and a physical intrusion 
(vibration). 

3.1. Normal Operating Conditions 
Under normal operating conditions, all simulated 

sensor inputs remained below their respective alarm thres-
holds (Gas < 350 ADC, Temperature < 50 °C, Vibration = 
LOW). As illustrated in Figure 4, the system maintained a 
stable steady-state operation throughout the simulation. 

During testing, incremental adjustments were made 
to the simulated gas sensor voltage while observing the 
live readings on the virtual terminal. The system accu-
rately recorded varying gas concentrations (in ADC val-
ues) without triggering any false alarms. Throughout this 
phase, the green “OK” LED (D1) remained illuminated, 
the buzzer was inactive, and the virtual terminal continu-
ously displayed normal sensor readings (e.g., “Gas: 49 | 
Temp: 29.3 °C | Vibration: Normal”). No alert packets 
were generated or transmitted, confirming the system’s 
baseline stability and reliability under normal environ-
mental conditions. 
 
3.2. Anomaly Detection: Gas Leak 

To simulate a gas leak, the potentiometer, which op-
erates with the MQ-2 sensor, was adjusted until its output 
exceeded the 350 ADC threshold. The system responded 
immediately, as shown in Figure 5. The green LED turned 
off, the red "Gas Alert" LED (D3) illuminated, and the 
buzzer sounded. The virtual terminal confirmed the 
breach for all ADC values greater than 350 (for example, 
ADC Value: 362) and logged the message, “ALERT: Gas 
leak detected!” Additionally, the system formatted and 
sent the alert data packet (for example, “G: 362 | T: 29.30 | 
V: 0”). 

To evaluate system performance, a graphical analysis 
of the sensor response was conducted using data extracted 
from the simulation's virtual terminal (Figure 6a and Fig-
ure 6b). In Figure 6a (Relative Gas Level vs. Voltage), a lin-
ear regression analysis was performed to justify the fixed 
safety thresholds used in the firmware. The analysis re-
vealed a sensitivity of 204.80 ADC units/Volt with a per-
fect linearity coefficient of R2 = 1.0000. This confirms that 
the virtual 10-bit ADC is accurately calibrated to the 5V 
reference range (1024/5V = 204.8). Consequently, the heu-
ristic threshold of 350 ADC is mathematically equivalent 
to 1.71V, providing a stable and predictable trigger point 
for anomaly detection. 

Furthermore, Figure 6b (Relative Gas Level vs. Time) 
provides insight into the system's simulated latency. 
While the data shows a 100% functional detection rate, a 
sampling latency of approximately 200ms was observed 
between the gas level crossing the threshold and the soft-
ware trigger at the 2.7s mark. This latency is a result of the 
sampling frequency set in the firmware, demonstrating 
that the system operates at a near-real-time resolution suit-
able for rapid alerting, albeit within a controlled simula-
tion environment. 
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Figure 7. System response to a simulated vibration/intrusion. Activation of the vibration sensor (Logic HIGH) correctly triggers the 
yellow 'Vibration Alert' LED (D2), the buzzer, and an "ALERT: Vibration detected!" message, confirming the system's intrusion detec-
tion capability. 
 

 
Figure 8.  System response to a simulated fire/exothermic reaction. A temperature reading of 70.31 °C, which exceeds the 50 °C thres-
hold, successfully activates the blue 'Temperature Alert' LED (D4), the buzzer, and generates a corresponding alert data packet. 
 
3.3. Anomaly Detection: Vibration/Intrusion 

To simulate a physical intrusion or mechanical tam-
pering event, the pushbutton representing the SW-420 vi-
bration sensor was momentarily activated. The system ac-
curately identified this disturbance as a high-priority 
anomaly. As shown in Figure 7, activation of the sensor 
caused the green “OK” LED to turn off, while the yellow 
“Vibration Alert” LED (D2) illuminated, and the buzzer 
was triggered to provide an immediate on-site alarm. 

Simultaneously, the virtual terminal displayed the 
warning message “ALERT: Vibration detected!” and 

generated a corresponding data packet formatted as “G: 0 
| T: 29.30 | V: 1” for remote transmission. This demon-
strates the system’s capability to promptly detect and clas-
sify mechanical intrusion events, initiate a multi-layered 
alert response, and communicate relevant data in real 
time. 
 
3.4. Anomaly Detection: Fire/Exothermic reaction 

To assess the system’s response to excessive heat or 
potential fire conditions, the simulated temperature input 
was deliberately raised  beyond  the  predefined  threshold  
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(a) 

 
(b) 

Figure 9. (a) Sensor Sensitivity: Temperature vs voltage, (b) Sys-
tem Response: Temperature vs Time. 
 
of 50 °C to 70.31 °C. As shown in Figure 8, the system ac-
curately detected this thermal anomaly and immediately 
initiated the programmed alert sequence. 

Upon detection, the blue “Temperature Alert” LED 
(D4) was illuminated, the buzzer emitted an audible 
alarm, and a corresponding alert data packet (“G: 0 | T: 
70.31 | V: 0”) was generated and prepared for wireless 
transmission. This coordinated response demonstrates the 
reliability and functional integrity of the temperature 
monitoring and alert subsystem, confirming its effective-
ness in identifying exothermic or fire-related events. 

To evaluate temperature sensor performance, a 
graphical analysis of the thermal response was conducted 
using data extracted from the simulation’s virtual terminal 
(Figure 9a and Figure 9b). The sensor calibration curve 
(Figure 9a exhibits a linear response, where each 0.1 V in-
crease corresponds to a 10 °C rise (R2 = 1.000), enabling the 
firmware to define a stable trigger threshold of 50 °C at 0.5 
V. The response profile (Figure 9b) shows the temperature 
crossing 50 °C at approximately 1.65 s, while the alert is 
generated at about 1.70 s, resulting in a 50 ms detection 
latency. This delay is governed by the firmware sampling 
frequency, which is adjustable to optimize response time 
without introducing signal noise or jitter, thereby support-
ing near-real-time alerting within the simulated environ-
ment. 

3.5. Communication Protocol Validation 
A critical aspect of the system’s validation was its 

ability to communicate reliably with the cloud platform. 
Although Proteus does not support live internet connec-
tivity, a virtual terminal was employed to emulate and 
monitor serial data transmitted from the Arduino to the 
ESP8266 Wi-Fi module, as illustrated in Figure 10. This test 
scenario simulated a condition in which all three sensors—
temperature, vibration, and gas—simultaneously ex-
ceeded their respective thresholds. 

The simulation confirmed that, upon anomaly fields. 
This result verifies that the system’s communication pro-
tocol and data formatting logic are functionally sound and 
ready for physical deployment. 

The system's reliability was evaluated based on its 
functional correctness under controlled simulation condi-
tions. The detection thresholds (e.g., Gas > 350 ADC, Temp 
> 50 °C) were established as heuristic baselines to trigger 
alerts. While these values proved effective in simulation, 
they represent a proof-of-concept and would require field 
calibration to account for environmental variability. 
 
3.6. Discussions 

The simulation results presented in Section 3 confirm 
both the technical feasibility and functional correctness of 
the proposed IoT-based pipeline security system. This sec-
tion evaluates the findings, their implications, and the lim-
itations of the study. 

The achieved 100% functional correctness in the sim-
ulation validates that the core system architecture—com-
prising a multi-modal sensor array integrated with an Ar-
duino-based edge processor—is sound and effective. The 
system successfully demonstrated its ability to (1) differ-
entiate between normal operating conditions and genuine 
anomaly events (such as gas leakage, mechanical vibra-
tion, and abnormal temperature) and (2) trigger a multi-
layered response mechanism that includes immediate on-
site alerts and remote notifications. This dual-alert struc-
ture is strategically important: local alarms can deter van-
dals in real time, while remote alerts ensure that a coordi-
nated security response is activated promptly. 

A key outcome of this work is the validation of the 
edge-processing and alert-driven protocol. By executing 
anomaly detection and thresholding locally on the Ar-
duino and transmitting data only when a confirmed event 
occurs, the design significantly reduces power consump-
tion and data bandwidth usage. These characteristics are 
critical for low-cost, field-deployable solutions in Nigeria’s 
oil and gas regions, where both power supply and cellular 
network reliability are often constrained. 

This study contributes a practical and economically 
scalable solution to the field. While previous research—
such as Bello et al. [16], Odulaja and Rufai [17], and Ag-
bolade et al. [18]—has explored IoT and WSN approaches 
to  pipeline  monitoring, many  of  these  rely  on  high-cost  
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Figure 10. Validation of the HTTP communication protocol format. The virtual terminal monitor displays the serial output, showing 
the firmware correctly constructing the HTTP GET request. This request is properly formatted with the ThingSpeak API key and sensor 
data fields, verifying the data packet structure for remote transmission. 
 
Table 1. Comparative Analysis of Related Works and Position of Current Study. 

Study Focus Area Sensor/Tech-
nology Used 

Limitations Contribution of Current Work 

Bello et al. [16] IoT/WSN for leak 
& vandalism detec-
tion 

Single sensor + 
WSN 

Limited to single-pa-
rameter sensing 

Introduces multi-modal sensing 
(gas, vibration, temperature) for 
improved detection accuracy 

Odulaja & 
Rufai [17] 

Expert system for 
vandalization de-
tection 

Generic sensor 
+ alert module 

Manual threshold 
setup; limited integra-
tion 

Implements automated threshold-
ing and anomaly discrimination 

Agbolade et 
al. [18] 

LoRaWAN leak de-
tection 

Pressure and 
flow sensors 

Leak-only detection; no 
intrusion analysis 

Adds vibration sensing for me-
chanical intrusion detection 

Bukie et al. 
[19] 

IoT-based leak to-
pology monitoring 

Multi-sensor 
setup 

Focused on cloud data 
handling; limited on-
site intelligence 

Incorporates edge-level decision 
logic for real-time-like response 

Effiom et al. 
[20] 

Real-time leak 
monitoring 

GSM-based IoT No multi-sensor inte-
gration 

Expands monitoring scope 
through sensor fusion and local 
processing 

Ojo et al. [21] IoT gas leakage de-
tection 

MQ sensors + 
Wi-Fi 

Limited to gas detec-
tion 

Extends functionality to vibration 
and temperature sensing 

Ezeja & 
Nwobi [22] 

WSN-based pipe-
line monitoring 

Wireless sensor 
nodes 

No automated analyt-
ics 

Adds local automation and intelli-
gent decision-making 

Okorodudu et 
al. [23] 

Conceptual Niger 
Delta monitoring 

Conceptual 
(non-IoT) 

No implementation or 
communication frame-
work 

Provides a validated, IoT-enabled 
prototype 

 
(e.g., DAS-based) or high-bandwidth (e.g., 4G video 
streaming) technologies, which limit their deployment fea-
sibility. In contrast, this work demonstrates how low-cost, 
off-the-shelf components (such as the Arduino Uno, 
ESP8266 Wi-Fi module, MQ-2 gas sensor, and vibra-
tion/temperature sensors) can effectively be combined to 
create a multi-sensor fusion system with intelligent deci-
sion-making at the edge. 

Moreover, the system’s hub-and-spoke Wi-Fi architec-
ture offers a pathway for scalable deployment, allowing 
multiple sensor nodes to communicate with a local access 
point or gateway before relaying critical data to the cloud. 
This hybrid model balances local responsiveness with re-
mote data accessibility, enhancing reliability under field 
conditions.  
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Table 1 presents a comparative analysis of key related 
works, emphasizing how the present study advances cur-
rent knowledge through its multi-modal sensing, edge an-
alytics, and alert-driven communication approach. 
 
4. Conclusion 

This research has successfully designed and vali-
dated, through simulation, a low-cost, multi-modal Inter-
net of Things (IoT)-based system for pipeline security in 
Nigeria. The system integrates gas, vibration, and temper-
ature sensors with a local microcontroller and cloud com-
munication, providing a dual-layer alert mechanism. The 
simulation results demonstrated 100% functional correct-
ness in detecting anomalies and triggering appropriate 
alarms. The design emphasizes low-cost, off-the-shelf 
components, edge processing, and a scalable network ar-
chitecture, making it a technically feasible and economi-

cally viable solution to combat the ongoing challenges of 
pipeline vandalism. While further validation through 
physical prototyping and field testing is required, this 
study serves as a solid proof of concept for enhancing the 
security and integrity of Nigeria’s critical pipeline infra-
structure. 
 
5. Limitations and Future Work  

The current study represents a simulated prototype 
focused on logical validation and communication protocol 
formatting. A critical limitation is the absence of physical 
environmental stressors such as network latency, signal at-
tenuation, or power-consumption profiles typical of re-
mote Nigerian terrain. Future research will focus on tran-
sitioning from software simulation to physical hardware 
deployment to test the system's sensitivity under real-
world noise and varying climatic conditions.
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