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Abstract: The rapid adoption of Internet of Things (IoT) technologies in smart engineering systems has in-
creased the need for reliable anomaly detection mechanisms capable of identifying cyberattacks, operational 
faults, and abnormal system behaviors in complex cyber–physical environments. Existing rule-based and 
conventional machine learning approaches often struggle to effectively model the non-linear, high-dimen-
sional, and highly imbalanced nature of IoT-generated multivariate time-series data, thereby limiting their 
capability to detect subtle and previously unseen anomalies. To address these challenges, this study pro-
poses a deep learning–driven anomaly detection framework based on a hybrid CNN–LSTM autoencoder 
architecture for modeling spatiotemporal system behavior in IoT-enabled engineering environments. The 
proposed framework integrates convolutional neural networks for spatial feature extraction with long short-
term memory networks for temporal dependency learning, while anomaly detection is performed using 
reconstruction error analysis and adaptive thresholding under unsupervised learning conditions. Experi-
mental evaluation was conducted using the BATADAL-A dataset, which represents a realistic cyber–phys-
ical water distribution system. The results demonstrate stable convergence and strong generalization per-
formance, with closely aligned training and validation losses throughout the learning process. The proposed 
framework achieved 90% overall accuracy, anomaly precision of 0.83, anomaly recall of 0.22, and an AUC 
of 0.677, indicating effective modeling of normal operational behavior but limited sensitivity to rare anom-
alous events. These findings demonstrate that the proposed CNN–LSTM autoencoder provides reliable 
low–false alarm monitoring for IoT-enabled smart engineering systems while highlighting the need for fu-
ture improvements to enhance anomaly sensitivity and robustness in safety-critical applications. 

Keywords: Anomaly detection; IoT-enabled engineering systems; CNN–LSTM autoencoder; Cyber–physi-
cal systems; Time-series analysis. 
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1. Introduction 
The rapid proliferation of Internet of Things (IoT) 

technologies has fundamentally reshaped modern engi-
neering systems by enabling pervasive sensing, real-time 
data acquisition, and intelligent automation across critical 
infrastructures such as smart grids, water distribution net-
works, industrial control systems, intelligent transporta-
tion platforms, and smart manufacturing environments 
[1]. These systems increasingly rely on dense networks of 

heterogeneous, resource-constrained devices that continu-
ously generate high-dimensional, multivariate time-series 
data reflecting complex cyber–physical interactions. While 
such connectivity enhances operational efficiency and sit-
uational awareness, it also significantly expands the sys-
tem attack surface and introduces new failure modes aris-
ing from cyber intrusions, equipment degradation, control 
malfunctions, and unexpected environmental disturb-
ances [2]. The tightly coupled nature of cyber and physical 
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components in IoT-enabled engineering systems implies 
that even subtle anomalies can propagate rapidly, leading 
to cascading failures, safety hazards, and substantial eco-
nomic losses. Consequently, reliable and adaptive anom-
aly detection has become a critical requirement for ensur-
ing the security, stability, and resilience of smart engineer-
ing infrastructures [3]. 

IoT systems are widely used but highly vulnerable to 
cyberattacks, and their heterogeneous and noisy data 
characteristics make anomaly detection particularly chal-
lenging. To address these challenges, this study proposes 
a deep learning–based anomaly detection framework us-
ing a hybrid CNN–LSTM autoencoder to learn robust spa-
tiotemporal representations for identifying anomalous IoT 
behaviors [4]. Conventional anomaly detection and intru-
sion detection mechanisms in engineering systems have 
traditionally relied on rule-based logic, statistical thresh-
olds, and signature-driven models derived from expert 
knowledge of system dynamics. 

Although effective in controlled or stationary envi-
ronments, these approaches struggle to cope with the non-
linearity, non-stationarity, and scale of contemporary IoT-
generated data [5], [6]. Their dependence on predefined 
patterns limits their ability to detect previously unseen at-
tacks or evolving fault conditions, while manual rule 
maintenance becomes impractical as system complexity 
grows.  To overcome these limitations, data-driven ma-
chine learning approaches have been increasingly 
adopted, offering improved adaptability and the ability to 
learn system behavior directly from operational data. 
However, classical machine learning techniques typically 
depend on handcrafted features and shallow representa-
tions, which may fail to capture the intricate spatiotem-
poral dependencies inherent in large-scale cyber–physical 
systems.  

Recent advances in deep learning have provided 
powerful tools for modeling complex, high-dimensional 
data streams in IoT-enabled engineering environments [7]. 
Deep architectures such as autoencoders, convolutional 
neural networks, recurrent neural networks, and long 
short-term memory networks have been extensively inves-
tigated for fault diagnosis and anomaly detection in indus-
trial and cyber–physical systems [8]. Autoencoder-based 
methods, in particular, have gained prominence due to 
their suitability for unsupervised learning scenarios, 
where labeled attack or fault data are scarce or incomplete 
[9], [10]. By learning compact latent representations of nor-
mal system behavior and identifying deviations through 
reconstruction error, these models offer inherent robust-
ness against zero-day attacks and unknown anomalies. 

Convolutional neural networks have been shown to 
effectively capture spatial correlations and local depend-
encies among sensor variables [11], [12], while LSTM-
based models excel at learning long-range temporal de-
pendencies and system dynamics in sequential data. Con-

sequently, hybrid CNN–LSTM architectures have 
emerged as a promising paradigm for jointly modeling 
spatial and temporal characteristics of complex engineer-
ing processes [13].  

Despite the growing body of literature, several fun-
damental challenges remain unresolved. First, many exist-
ing deep learning–based anomaly detection studies em-
phasize classification accuracy without sufficiently consid-
ering the operational constraints of real-world engineering 
systems, such as computational complexity, latency, and 
deployment feasibility on edge or embedded platforms. 
Second, severe class imbalance in engineering datasets of-
ten results in models that achieve high overall accuracy 
while exhibiting poor sensitivity to rare but safety-critical 
anomalies, thereby undermining their practical utility [14]. 
Third, a significant portion of prior work treats anomaly 
detection as an isolated data analytics task, with limited 
discussion of how detection outputs integrate into broader 
system monitoring, control, and decision-support work-
flows. Furthermore, the interpretability and stability of 
deep models remain open concerns, particularly in safety-
critical domains where engineers must understand and 
trust automated decisions [15], [16]. 

In response to these limitations, this study proposes a 
deep learning–driven anomaly detection framework spe-
cifically designed for IoT-enabled smart engineering sys-
tems, with a focus on spatiotemporal modeling and prac-
tical deployability. The proposed approach employs a hy-
brid CNN–LSTM autoencoder architecture trained exclu-
sively on normal operational data to learn a high-fidelity 
representation of baseline system dynamics. 

Multivariate sensor and actuator data are modeled as 
structured temporal sequences, enabling the convolu-
tional layers to extract inter-sensor relationships and the 
LSTM layers to encode long-term temporal dependencies 
[17], [18]. Anomalies arising from cyberattacks, system 
faults, or abnormal operational conditions are detected us-
ing reconstruction error–based analysis, enabling adaptive 
detection without relying on predefined signatures or la-
beled attack samples [19], [20]. The methodology is evalu-
ated using a realistic cyber–physical system dataset that 
reflects the complexity and non-stationarity of real engi-
neering environments, and performance is assessed using 
both detection metrics and system-level analysis. 

This study contributes to the field of IoT-enabled 
smart engineering systems through the following key as-
pects: 

• Development of a hybrid CNN–LSTM autoen-
coder for spatiotemporal representation learning 
in cyber–physical anomaly detection tasks. 

• Design of an unsupervised reconstruction-error-
based detection framework suitable for environ-
ments with limited labeled anomaly data. 

• Comprehensive evaluation using the BATADAL-
A dataset under highly imbalanced conditions, 
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highlighting realistic performance limitations. 
• Empirical analysis of the trade-off between false 

alarm reduction and anomaly detection sensitiv-
ity, showing the conservative nature of recon-
struction-based methods. 

• Identification of limitations in anomaly recall and 
separability, providing insights for future im-
provement strategies in IoT-based anomaly detec-
tion systems. 

The remainder of the paper is organized as follows: 
Section 2 presents the materials and methods, including 
the dataset description and proposed model architecture; 
Section 3 discusses the experimental results and perfor-
mance evaluation; Section 4 outlines future research direc-
tions; and Section 5 concludes the study. 
 
2. Methodology 
2.1. System Architecture and CNN–LSTM Autoencoder-
Based Anomaly Detection Framework 

This study proposes a deep learning–driven anomaly 
detection framework for IoT-enabled smart engineering 
systems by integrating data science, artificial intelligence, 
and cybersecurity principles to identify anomalous behav-
iors in complex cyber-physical environments. The frame-
work is designed to be generic yet adaptable across do-
mains such as energy systems, industrial automation, wa-
ter distribution networks, and intelligent infrastructure, 
supporting both simulation-based analysis and practical 
deployment. At its core, the approach employs a CNN–
LSTM autoencoder that captures spatial inter-sensor rela-
tionships through convolutional layers and long-term 
temporal dependencies via LSTM layers, enabling robust 
spatiotemporal representation learning. As illustrated in 
Figure 1, the model compresses normal operational behav-
ior into a latent space and reconstructs input sequences, 
where anomalies are detected based on reconstruction er-
ror; higher deviations indicate faults, cyberattacks, or con-
trol irregularities. While this hybrid architecture improves 
detection performance compared to simpler models, it 
also introduces higher computational complexity and re-
quires careful hyperparameter tuning. 

The system follows a layered IoT architecture in 
which distributed sensors and actuators generate multi-
variate time-series data representing system states, control 
signals, and operational metrics. These data are transmit-
ted to edge or centralized computing nodes, where pre-
processing—such as normalization, missing value han-
dling, noise reduction, and temporal segmentation—is 
performed prior to analysis. Feature extraction and anom-
aly detection are then conducted using the CNN–LSTM 
autoencoder, and detected anomalies are forwarded to a 
system-level evaluation module to assess their impact on 
reliability, stability, and operational efficiency. This mod-
ular design ensures scalability and interpretability in real-
world engineering environments. 

For implementation, the model is trained exclusively 
on normal operational data using a sliding window ap-
proach that converts continuous sensor streams into fixed-
length sequences. The encoder applies one-dimensional 
convolutional layers to capture local spatial patterns and 
inter-sensor correlations, followed by stacked LSTM layers 
to model temporal dependencies, while the decoder mir-
rors this structure to reconstruct inputs. Training is per-
formed via backpropagation through time using an adap-
tive optimizer, with mini-batch optimization, early stop-
ping, and regularization to ensure stable convergence and 
prevent overfitting. A validation subset of normal data is 
used for performance monitoring and hyperparameter 
tuning. The framework leverages GPU acceleration during 
training for efficiency, while inference is evaluated under 
resource-constrained conditions to reflect realistic deploy-
ment scenarios. It is also designed with edge-assisted de-
ployment considerations to align with practical con-
straints such as latency, bandwidth, and energy efficiency, 
although detailed latency and throughput benchmarking 
is reserved for future work. The overall workflow of the 
proposed anomaly detection framework is summarized in 
Algorithm 1. 

 
2.2. Anomaly Scoring and Decision Thresholding 

Anomaly detection is achieved by computing the re-
construction error between each input sequence and its re-
constructed output. A dynamic decision threshold is de-
rived from the statistical distribution of reconstruction er-
rors observed during normal operation. Sequences whose 
reconstruction errors exceed this threshold are classified 
as anomalous. This adaptive thresholding mechanism en-
ables sensitivity to evolving system behavior and avoids 
reliance on fixed thresholds that may be unsuitable for 
non-stationary engineering environments. Detected 
anomalies are time-stamped and correlated with system 
states to support root-cause analysis and informed engi-
neering decision-making. 

The anomaly threshold parameter θ plays a critical 
role in balancing detection sensitivity and false alarm rate. 
Lower threshold values increase anomaly sensitivity but 
may produce excessive false positives, whereas higher 
thresholds reduce false alarms at the expense of missed 
anomalies. In this study, θ was derived from the recon-
struction error distribution of normal operational data to 
maintain stable and conservative detection behavior. 
 
2.3. Dataset Description 

The experimental evaluation of the proposed frame-
work is conducted using the BATADAL-A dataset, a 
widely recognized benchmark for cyberattack and anom-
aly detection in cyber-physical and engineering systems 
[21]. The dataset consists of multivariate time-series data 
collected from a realistic water distribution testbed that 
closely resembles real-world industrial control  and  smart 
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Figure 1. Proposed CNN–LSTM Autoencoder Architecture. 
 
Algorithm 1. CNN–LSTM Autoencoder–Based Anomaly Detec-
tion. 
Multivariate IoT time-series data 𝑋 ∈ ℝ!×#, window length 𝑤, 
trained CNN–LSTM Autoencoder model, anomaly threshold 𝜃 
Anomaly labels 𝐴 ∈ {0,1} for each time window. 
Step 1 : Data Preprocessing. Normalize sensor and actuator 

data to a fixed range. Handle missing values using in-
terpolation or forward filling. Segment the continuous 
data into overlapping windows: 

𝑋(%) = {𝑥% , 𝑥%'(, … , 𝑥%')*(} (1) 

Step 2: Model Training (Normal Data Only) Initialize CNN–
LSTM Autoencoder parameters. Extract spatial fea-
tures using convolutional layers. Capture temporal de-
pendencies using LSTM layers. Reconstruct the input 
window using the decoder. Minimize reconstruction 
loss via backpropagation. Repeat until convergence or 
early stopping criteria are met. 

Step 3: Anomaly Detection (Inference Phase) Compute recon-
structed output 𝑋/(+) Calculate reconstruction error 
𝐸(+) Label window as anomalous (𝐴(+) = 1) Label win-
dow as normal (𝐴(+) = 0). 

Step 4: Post-Processing Aggregate anomaly decisions across 
time. Correlate detected anomalies with engineering 
system states. 

 
infrastructure environments. It includes timestamped 
measurements of physical variables such as tank levels, 
flow rates, pump statuses, valve states, and pressure read-
ings. Each data instance is labeled with an anomaly indi-

cator that distinguishes normal system operation from ab-
normal behavior resulting from cyberattacks or system 
disruptions. Although labeled data are available, only nor-
mal operational data are used for model training to reflect 
a realistic unsupervised learning setting, while labeled 
data are used exclusively for evaluation purposes. 

The dataset contains multivariate sensor and actuator 
measurements collected under both normal and attack sce-
narios. Approximately 70% of normal operational data are 
used for training and validation, while the remaining data, 
consisting of both normal and anomalous samples, are re-
served for testing. The sequence window length is experi-
mentally selected to balance temporal dependency learn-
ing and computational efficiency. 
 
2.4. Data Preprocessing 

Before training, the dataset undergoes several pre-
processing steps to ensure data quality and learning sta-
bility. All numerical features are normalized using min–
max scaling to eliminate bias caused by differing measure-
ment scales. Missing values, where present, are handled 
using interpolation methods to preserve temporal conti-
nuity. The continuous time-series data are segmented into 
overlapping windows of fixed length using a sliding win-
dow strategy. This approach enables the model to capture 
temporal dependencies and evolving system behavior. 
Feature redundancy and noise are further reduced using 
correlation analysis and variance-based filtering, ensuring 
that the deep learning model focuses on informative sys-
tem dynamics while maintaining computational effi-
ciency. 
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2.5. Mathematical Model 
2.5.1. Input Representation 
Let: 
 

𝑋 = {𝑥(, 𝑥,, … , 𝑥!}, 𝑥- ∈ ℝ# (2) 
 

represent multivariate sensor readings collected from an 
IoT-enabled smart engineering system, where 𝑇 denotes 
the total number of time steps and 𝑛 is the number of sen-
sor and actuator variables. The continuous time-series 
data are segmented into overlapping windows of fixed 
length 𝑤 such that: 
 

𝑋(%) ∈ ℝ)×# (3) 
 

2.5.2. Encoder Function 
The encoder learns a compact latent representation 

for each input window: 
 

𝑧(%) = 𝑓enc6𝑋(%); 𝜃enc8 (4) 
 

where 𝑓enc(⋅) denotes the encoder function parameterized 
by 𝜃enc. The encoder consists of convolutional layers for 
spatial feature extraction across sensor dimensions, fol-
lowed by long short-term memory (LSTM) layers for mod-
eling temporal dependencies in the data. 
 
2.5.3. Decoder Function 

The decoder reconstructs the original input window 
from the latent representation: 

 

𝑋/(%) = 𝑓dec6𝑧(%); 𝜃dec8 (5) 
 

where 𝑓dec(⋅) mirrors the encoder architecture and is pa-
rameterized by 𝜃dec. The decoder aims to accurately recon-
struct normal system behavior captured in the latent 
space. 
 
2.5.4. Autoencoder Reconstruction Loss 

The CNN–LSTM Autoencoder is trained by minimiz-
ing the reconstruction loss over normal operational data: 
 

ℒrec =
1
𝑁>∥∥𝑋(%) − 𝑋/(%)∥∥,

,
.

%/(

 (6) 

 
where 𝑁 denotes the number of training windows and ∥⋅
∥, represents the Euclidean norm. Minimizing this loss en-
forces accurate reconstruction of normal system dynamics 
while amplifying reconstruction errors for anomalous pat-
terns. 
 
2.5.5. Anomaly Score Definition 

For each input window, an anomaly score is com-
puted based on the reconstruction error: 

𝑆(%) =
1

𝑤 ⋅ 𝑛>>6𝑥-,1
(%) − 𝑥B-,1

(%)8
,

#

1/(

)

-/(

 (7) 

 
Higher values of 𝑆(%) indicate greater deviation from 

the learned normal behavior of the engineering system. 
2.5.6. Anomaly Decision Rule 

A window is classified as anomalous according to the 
following decision rule: 
 

𝐴(%) = C1, if 𝑆(%) > 𝜃
0, otherwise (8) 

 

where the anomaly threshold 𝜃 is determined statistically 
from the reconstruction error distribution of the training 
data: 
 

𝜃 = 𝜇2 + 𝜆𝜎2 (9) 
 

here, 𝜇2 and 𝜎2 denote the mean and standard deviation of 
reconstruction errors under normal operation, respec-
tively, and 𝜆 is a sensitivity parameter that controls the 
trade-off between detection sensitivity and false alarms. 
 
2.6. Evaluation Metrics 

The proposed framework is evaluated using standard 
anomaly detection metrics, including precision, recall, F1-
score, and the area under the receiver operating character-
istic (ROC) curve (AUC-ROC). In addition to detection 
performance, computational metrics such as inference la-
tency and memory usage are also measured to assess prac-
tical feasibility. Together, these metrics provide a compre-
hensive evaluation of both detection effectiveness and en-
gineering applicability. 

Accuracy is defined in Equation 10, while precision 
and recall are defined in Equation 11 and Equation 12, re-
spectively. The F1-score, which represents the harmonic 
mean of precision and recall, is given in Equation 13. 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 (10) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 (11) 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁 (12) 

 

𝐹1 = 2𝑥
(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛	𝑥	𝑅𝑒𝑐𝑎𝑙𝑙)
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙  (13) 

 
3. Results and Discussion 
3.1. Results 

Table 1 presents a CNN–LSTM hybrid for time-series 
modeling, designed for tasks such as cyber–physical sys-
tem anomaly detection. It uses 1D convolution and max  
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Table 1. CNN–LSTM Autoencoder Model Architecture. 

Layer (type) Output Shape Param # 

conv1d_2 (Conv1D) (None, 24, 32) 4,160 
max_pooling1d_1 (MaxPooling1D) (None, 12, 32) 0 
lstm_4 (LSTM) (None, 12, 64) 24,832 
lstm_5 (LSTM) (None, 32) 12,416 
repeat_vector_1 (RepeatVector) (None, 24, 32) 0 
lstm_6 (LSTM) (None, 24, 32) 8,320 
lstm_7 (LSTM) (None, 24, 64) 24,832 
conv1d_3 (Conv1D) (None, 24, 43) 8,299 

Total params: 82,859 (323.67 KB) 
Trainable params: 82,859 (323.67 KB) 
Non-trainable params: 0 (0.00 B) 

 
Table 2. Classification Report. 

Class Precision Recall F1-Score Support 

0 0.90 0.99 0.95 3661 
1 0.83 0.22 0.35 492 
Accuracy   0.90 4153 
Macro Avg 0.87 0.61 0.65 4153 
Weighted Avg 0.90 0.90 0.88 4153 

 

 
Figure 2. Training and Validation Loss. 
 
 

 
Figure 3. Confusion Matrix for Anomaly Detection. 

 
Figure 4. ROC Curve for CNN-LSTM Autoencoder. 
 
pooling to extract local temporal features, followed by 
stacked LSTMs to capture short- and long-term dependen-
cies. A RepeatVector enables sequence-to-sequence learn-
ing, and a final 1D convolution maps the features to the 
output. The model has 82,859 trainable parameters, pri-
marily from the LSTM layers, making it suitable for com-
plex multivariate temporal data. 

Table 2 displays that the model performs well on the 
majority class (0) but struggles with the minority class (1). 
For class 0, precision is 0.90, recall is 0.99, and F1-score is 
0.95, indicating almost all actual 0s are correctly identified. 
For class 1, precision is 0.83, but recall drops to 0.22, result-
ing in a low F1-score of 0.35, meaning most class 1 in-
stances are missed. Overall accuracy is 90%, but the macro-
average F1-score of 0.65 highlights poor performance on 
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the minority class. The weighted averages appear high 
due to class imbalance, which masks the model’s difficulty 
in detecting class 1. Improving recall for class 1 is neces-
sary to achieve more balanced predictions. 

Figure 2 demonstrates rapid convergence, with both 
training and validation reconstruction losses decreasing 
sharply within the first few epochs and stabilizing there-
after. The close alignment between training and validation 
loss curves indicates strong generalization capability and 
absence of overfitting. This behavior confirms the model’s 
ability to efficiently learn compact latent representations 
of the input sequences while maintaining stable recon-
struction performance across unseen data. 

Figure 3 shows that the CNN–LSTM autoencoder ef-
fectively models normal behavior, achieving a high true 
negative rate and low false alarm rate. However, its anom-
aly detection is limited, with many anomalies misclassi-
fied as normal, reflecting a conservative approach that fa-
vors specificity over sensitivity. Improving anomaly recall 
may require adaptive thresholds, hybrid detection meth-
ods, or enhanced latent-space regularization. 

Figure 4 shows that the CNN–LSTM autoencoder 
achieves an AUC of 0.677, indicating moderate ability to 
distinguish anomalies from normal behavior. The ROC 
curve outperforms random classification, but overlapping 
reconstruction errors limit separability, suggesting that 
stronger discriminative mechanisms are needed to im-
prove anomaly detection sensitivity. The moderate AUC 
value of 0.677 further indicates that reconstruction error 
distributions of normal and anomalous samples partially 
overlap. This overlap is common in cyber–physical sys-
tems where stealthy attacks and gradual faults may closely 
resemble legitimate operational behavior. Consequently, 
certain anomalies remain embedded within the learned 
representation of normal system dynamics, thereby limit-
ing statistical separability. 
 
3.2. Discussion 

The proposed CNN–LSTM autoencoder–based 
anomaly detection framework was evaluated using multi-
variate time-series data obtained from a realistic IoT-ena-
bled cyber–physical engineering system. The observed 
convergence behavior is consistent with findings reported 
by [3]. The close correspondence between training and val-
idation losses indicates that the model successfully learns 
the underlying dynamics of normal system operation 
without overfitting [22], [23]. This behavior confirms the 
suitability of the proposed architecture for modeling com-
plex, non-linear, and temporally dependent processes 
commonly encountered in smart engineering environ-
ments. Although the training and validation losses indi-
cate stable reconstruction learning, low reconstruction loss 
does not necessarily imply strong anomaly separability. 
Certain anomalous behaviors share statistical similarities 
with normal operational patterns, resulting in overlapping 

reconstruction-error distributions and reduced ROC per-
formance. 

The classification results reveal that the framework 
performs strongly in identifying normal operational 
states, achieving high precision, recall, and F1-score for the 
majority class. This indicates that the CNN–LSTM autoen-
coder effectively captures dominant spatiotemporal pat-
terns associated with normal system behavior and main-
tains a low false alarm rate. 

The BATADAL-A dataset exhibits significant class 
imbalance, where normal operational samples substan-
tially outnumber anomalous events. Consequently, over-
all accuracy alone may provide an overly optimistic as-
sessment of detection performance because the model can 
achieve high accuracy by predominantly predicting the 
majority class. For this reason, additional metrics includ-
ing recall, F1-score, and AUC were emphasized in the 
evaluation. The relatively low anomaly recall (0.22) indi-
cates that many anomalous events remain undetected, re-
flecting the conservative behavior of reconstruction-based 
anomaly detection methods trained solely on normal data. 
Although anomaly precision remains high (0.83), the im-
balance between precision and recall suggests that the 
model prioritizes minimizing false alarms over maximiz-
ing anomaly sensitivity. This trade-off is particularly im-
portant in safety-critical engineering systems, where 
missed anomalies may have severe consequences.  

From an engineering perspective, this characteristic is 
highly desirable, as excessive false positives can lead to 
alarm fatigue, unnecessary maintenance actions, and re-
duced operator trust in monitoring systems [24]. The con-
fusion matrix further confirms a high true negative rate, 
demonstrating that the model reliably distinguishes nor-
mal operational regimes from deviations. In contrast, the 
detection performance for anomalous events exhibits 
lower recall, indicating that a substantial portion of anom-
alies are misclassified as normal. Although the precision 
for detected anomalies remains relatively high, the re-
duced sensitivity highlights a known limitation of recon-
struction-based anomaly detection methods trained solely 
on normal data [25]. In such approaches, anomalies that 
exhibit partial similarity to normal operating conditions, 
such as stealthy cyberattacks, gradual faults, or controlled 
disturbances, may not generate sufficiently large recon-
struction errors to exceed the decision threshold. This ef-
fect is amplified by the inherent class imbalance present in 
engineering datasets, where abnormal events are rare but 
often critical. These findings suggest that while the pro-
posed framework is conservative and reliable in avoiding 
false alarms, it may under-detect subtle or evolving anom-
alous behaviors [26]. The receiver operating characteristic 
analysis further supports these observations. 

The obtained area under the curve indicates moder-
ate discrimination capability between normal and anoma-
lous samples. Although the reconstruction error provides 
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meaningful separation, overlapping error distributions 
suggest that certain anomalous patterns remain embed-
ded within the learned normal behavior manifold. In 
cyber–physical systems, this overlap reflects the physical 
constraints and control mechanisms that can mask mali-
cious or faulty behavior within acceptable operational lim-
its. Consequently, anomaly detection in such systems re-
mains a fundamentally challenging task, particularly 
when relying on unsupervised learning paradigms. From 
a system-level standpoint, the observed trade-off between 
specificity and sensitivity reflects a practical design con-
sideration for smart engineering applications. In many 
critical infrastructures, maintaining operational continuity 
and avoiding unnecessary interventions is often priori-
tized over aggressive anomaly detection. 
 
4. Future Work 

The proposed framework demonstrates strong stabil-
ity and low false alarm rates under reconstruction-based 
anomaly detection. Nevertheless, improving anomaly sen-
sitivity, particularly for rare and subtle events, remains an 
important direction for future research. Potential enhance-
ments include adaptive thresholding strategies that can 
adjust to evolving system dynamics, as well as the integra-
tion of prediction-based components or latent-space regu-
larization to improve feature separability. In addition, hy-
brid detection schemes that combine reconstruction error 
with supervised or semi-supervised decision mechanisms 
may further enhance robustness in complex cyber–physi-
cal environments. 

From a deployment perspective, the relatively com-
pact architecture and stable inference behavior indicate 
that the model is suitable for IoT-enabled engineering sys-
tems with constrained resources. Future work may there-
fore explore edge-assisted or hierarchical deployment sce-
narios, where real-time anomaly detection is required un-
der limitations in latency, bandwidth, and computational 

capacity. This balance between detection performance and 
efficiency is critical for large-scale smart infrastructure ap-
plications. 

Furthermore, a more comprehensive evaluation is re-
quired to strengthen the validity of the approach. This in-
cludes benchmarking against alternative methods such as 
LSTM autoencoders, CNN autoencoders, Isolation Forest, 
and statistical anomaly detection techniques. In addition, 
incorporating precision–recall AUC (PR-AUC) is recom-
mended to provide a more informative evaluation under 
highly imbalanced conditions. 
 
5. Conclusion 

This study proposed a hybrid CNN–LSTM autoen-
coder framework for anomaly detection in IoT-enabled 
smart engineering systems using multivariate time-series 
data. The unsupervised approach effectively learned nor-
mal system behavior by capturing both spatial and tem-
poral dependencies, demonstrating stable convergence 
and good generalization on the BATADAL-A cyber–phys-
ical dataset. Experimental results show strong perfor-
mance in identifying normal operational states, achieving 
90% overall accuracy with low false alarm rates. However, 
anomaly detection performance remains limited due to 
low recall and F1-score for anomalous events, reflecting 
the impact of class imbalance and the inherent limitations 
of reconstruction-based methods. The model achieved an 
AUC of 0.677, indicating moderate discriminative capabil-
ity between normal and abnormal behavior. 

Although the framework is suitable for reliable mon-
itoring in IoT-enabled engineering systems, further im-
provements are required to enhance detection sensitivity 
for rare and safety-critical anomalies. Future work will fo-
cus on imbalance-aware learning strategies, adaptive 
thresholding mechanisms, explainable AI integration, fed-
erated learning approaches, and comparisons with trans-
former-based anomaly detection models.
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