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Abstract: Cyber-physical engineering systems (CPES) form the backbone of critical infrastructures such as 
power generation, industrial automation, and water treatment facilities. Because cyber intrusions in these 
environments can directly disrupt physical processes, reliable intrusion detection mechanisms are essential 
for maintaining operational safety and system resilience. However, many existing intrusion detection ap-
proaches rely on supervised learning techniques that require large volumes of labeled attack data, which 
are rarely available in real industrial environments. In addition, advanced detection methods often intro-
duce significant computational overhead, limiting their practicality for deployment in resource-constrained 
cyber-physical systems. To address these challenges, this study proposes a one-class anomaly detection 
framework based on the Isolation Forest algorithm for monitoring cyber-physical engineering systems. The 
proposed approach learns the statistical distribution of normal operational behavior using multivariate sen-
sor, actuator, and control signals, and identifies deviations from this learned pattern as potential cyber in-
trusions. The framework is evaluated using the Hardware-in-the-Loop–based Augmented Industrial Con-
trol System (HAI) Security Dataset, which provides realistic industrial process measurements under both 
normal and attack scenarios. Experimental results show that the model achieves overall accuracy (0.89) and 
strong performance in identifying normal operational states (F1-score = 0.94). However, attack detection 
shows moderate recall (0.48) but low precision (0.04) due to class imbalance and overlapping anomaly score 
distributions. These findings indicate that Isolation Forest serves as a computationally efficient baseline 
anomaly detection mechanism for real-time CPS monitoring, while highlighting the need for hybrid and 
temporally aware detection strategies to improve attack discrimination in industrial cyber-physical envi-
ronments. 
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1. Introduction 
Cyber-physical engineering systems represent a 

transformative paradigm in modern engineering, where 
physical processes are intricately integrated with compu-
tational intelligence and networked communication infra-
structures. These systems form the backbone of critical ap-
plications such as industrial automation, intelligent en-
ergy generation and distribution, advanced manufactur-
ing, and transportation networks [1]. By enabling continu-
ous sensing, autonomous control, and real-time decision-
making, cyber-physical systems (CPS) enhance opera-
tional efficiency, reliability, and safety. The fusion of phys-
ical and cyber components, however, significantly broad-
ens the attack surface, exposing these systems to sophisti-
cated cyber threats that can produce tangible physical con-
sequences [2]. Unlike conventional information technol-
ogy systems, cyberattacks on CPS can directly manipulate 
sensors, actuators, and control logic, disrupting system 
dynamics, compromising operational stability, and poten-
tially causing irreversible physical damage. The dual 
cyber-physical nature of these systems therefore requires 
security solutions that go beyond traditional IT-centric ap-
proaches, addressing not only data integrity but also the 
real-time operational consequences of attacks. [3] Cyberse-
curity is crucial for protecting hosts, networks, and cloud 
infrastructure. 

Developing effective intrusion detection systems 
(IDS) is challenging due to the complexity and volume of 
data, making it hard to identify abnormal behavior. This 
study evaluates anomaly-based IDS using machine learn-
ing and proposes an effective model to improve anomaly 
detection and secure cloud operations. [4] Modern cyber-
security depends on intrusion detection systems (IDS), but 
traditional methods face challenges like high false posi-
tives, scalability issues, and difficulty detecting zero-day 
attacks. Machine learning has improved IDS performance, 
though problems such as imbalanced datasets and pro-
cessing overhead remain [5]. This study proposes an ML-
based IDS using Extra Trees Classifier, Gaussian Naive 
Bayes, and AdaBoost, demonstrating improved detection 
accuracy, real-time performance, and versatility against 
diverse cyber threats compared to existing approaches [6]. 
Historically, intrusion detection in CPS relied on signa-
ture-based and rule-based methods, which, while effective 
against previously observed attack patterns, lack adapta-
bility and are unable to detect novel or evolving attacks 
[7]. These approaches also struggle in highly dynamic sys-
tems characterized by non-linear interactions among mul-
tiple subsystems and continuously varying operational 
conditions. 

Anomaly-based detection methods emerged as a re-
sponse, leveraging statistical models to characterize nor-
mal system behavior and flag deviations [8]. Although 
promising, these methods often exhibit high false-positive 
rates, limited scalability to high-dimensional multivariate 

data, and insufficient modeling of temporal dependencies 
that are inherent to cyber-physical processes. [9] Tradi-
tional IDSs are important for digital security, but often suf-
fer from high false positives and slow responses to new 
threats. This study proposes an IDS combining Particle 
Swarm Optimization (PSO) with machine learning and 
neural networks to improve detection accuracy and effi-
ciency. Using NSL-KDD and CICIDS datasets, feature se-
lection and classifier training with PSO reduced dimen-
sionality without harming performance. The Random For-
est with PSO achieved 99.99% accuracy and F1-score, 
demonstrating the effectiveness of evolutionary optimiza-
tion for real-time intrusion detection in dynamic cyber en-
vironments. [10] Proposes a GAN-LSTM hybrid model for 
anomaly detection in Cyber-Physical Systems, addressing 
class imbalance and temporal dependencies. Tested on 
SWaT and WADI datasets, it outperforms state-of-the-art 
methods with high accuracy, precision, recall, and F1-
scores, effectively detecting rare and complex attacks us-
ing LSTM temporal learning and GAN-based over-
sampling. [11] Proposes an Optimized Isolation Forest-
based IDS (OIFIDS) for the Industrial IoT, capable of effi-
ciently handling heterogeneous and streaming data. Using 
a modified Harris Hawks Optimization, it reduces dimen-
sionality and learning time while improving detection. 
Evaluated on multiple datasets, OIFIDS effectively man-
ages irrelevant features, concept drift, and scenarios with 
no anomalies, outperforming existing IDS approaches. 

Machine learning (ML) approaches have advanced 
intrusion detection research by enabling data-driven mod-
eling of complex CPS behavior [12]. Supervised algo-
rithms can learn discriminative patterns from historical 
operational data, but they require extensive labeled attack 
datasets, which may be scarce or incomplete in realistic 
scenarios [13]. Unsupervised and semi-supervised tech-
niques, including clustering, principal component analy-
sis, one-class classifiers, and tree-based anomaly detection 
methods, address these limitations by learning represen-
tations of normal behavior and identifying deviations in-
dicative of cyberattacks [5]. These approaches are particu-
larly suitable for CPS environments, where unknown or 
rare attacks are common, and labeled datasets are often 
limited. Recent research has also explored deep learning 
architectures, such as autoencoders and recurrent net-
works, to capture the temporal and spatial correlations in 
multivariate sensor and actuator streams [14]. While effec-
tive, these methods introduce substantial computational 
overhead, require large datasets for training, and often 
lack interpretability, which is critical for safety-critical in-
dustrial systems. A critical limitation of prior work is its 
narrow focus on detection accuracy, without sufficient 
consideration of computational efficiency, real-time feasi-
bility, scalability, and system-level operational impact. 
Many existing studies treat intrusion detection as an iso-
lated cyber problem, neglecting how attacks propagate 
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through the physical components and affect system dy-
namics [15]. This fragmentation constrains the practical 
applicability of detection frameworks in real-world engi-
neering systems, where both cyber and physical conse-
quences must be considered [16], [17]. 

To address these gaps, there is a pressing need for 
semi-supervised, anomaly-based frameworks that balance 
detection performance with operational constraints [10], 
[18], effectively capture high-dimensional multivariate 
and temporal CPS data, and provide interpretable results 
for safety-critical environments. The present study pro-
poses a data-driven, semi-supervised intrusion detection 
framework using the Isolation Forest algorithm. This ap-
proach leverages the HIL-based Augmented ICS (HAI) Se-
curity Dataset, which provides a rich set of time-continu-
ous measurements from multiple industrial control pro-
cesses, including boiler, turbine, and water-treatment sys-
tems [19]. The dataset captures both normal and attack sce-
narios, with multiple processes synchronized via a Hard-
ware-in-the-Loop simulator, yielding highly coupled, cor-
related, and realistic data streams [20]. The Isolation Forest 
algorithm is particularly suited for this context, as it effi-
ciently identifies anomalies in high-dimensional data 
without requiring labeled attack samples, making it ideal 
for industrial CPS applications where attack types are di-
verse and evolving [21], [22]. By learning the distribution 
of normal operational behavior, the model can detect de-
viations indicative of cyberattacks, while maintaining 
computational efficiency suitable for real-time deploy-
ment. In response to these challenges, this study examines 
a semi-supervised, anomaly-based intrusion detection 
framework for cyber-physical engineering systems using 
the Isolation Forest algorithm [23]. The proposed ap-
proach models normal operational behavior from high-di-
mensional sensor and actuator data, targeting realistic in-
dustrial scenarios characterized by limited labeled attack 
data and strict real-time requirements. The framework is 
evaluated on the Hardware-in-the-Loop–based Aug-
mented Industrial Control System (HAI) Security Dataset, 
which captures interconnected industrial processes under 
normal and attack conditions. The contributions of this 
work include the development of a computationally effi-
cient intrusion detection framework, an objective evalua-
tion that highlights the effects of class imbalance and false 
alarms, and practical insights into the trade-offs between 
attack detection performance and operational reliability in 
safety-critical systems. 

This study makes three primary contributions to in-
trusion detection research in cyber-physical engineering 
systems. First, it proposes a one-class anomaly detection 
framework based on the Isolation Forest algorithm capa-
ble of modeling high-dimensional multivariate sensor and 
actuator data in complex CPS environments. Second, the 
framework is evaluated not only in terms of detection per-
formance but also with respect to computational efficiency 

and suitability for real-time monitoring, addressing prac-
tical deployment constraints in industrial systems. Third, 
the study provides insights into the practical applicability 
and limitations of machine learning–based anomaly detec-
tion for CPS, highlighting its role as a lightweight baseline 
monitoring mechanism.  

The remainder of this paper is organized as follows. 
Section 2 presents the methodology, including dataset de-
scription, preprocessing, the Isolation Forest model, and 
evaluation metrics. Section 3 reports the experimental re-
sults. Section 4 discusses the implications for cyber-physi-
cal systems. Section 5 concludes the study and outlines fu-
ture research directions. 
 
2. Methodology 

This study adopts a data-driven, semi-supervised 
machine learning framework to detect cyber intrusions in 
cyber-physical engineering systems (CPES). The method-
ology integrates dataset acquisition, preprocessing, fea-
ture standardization, anomaly detection modeling, and 
performance evaluation. The objective is to develop an in-
trusion detection mechanism capable of identifying abnor-
mal system behavior while maintaining computational ef-
ficiency suitable for real-time industrial environments. 
The research workflow of the proposed framework is il-
lustrated in Figure 1, which summarizes the sequential 
stages from dataset acquisition to performance evaluation. 

Figure 1 illustrates the overall workflow of the pro-
posed intrusion detection framework. The process begins 
with the acquisition of the HAI Security Dataset, followed 
by data preprocessing and feature standardization to pre-
pare the data for machine learning analysis. The Isolation 
Forest model is then trained using normal operational data 
to learn the baseline behavior of the cyber-physical system. 
After training, anomaly scores are computed for unseen 
observations, and samples exceeding the anomaly thresh-
old are classified as potential cyberattacks. Finally, the 
model’s performance is evaluated using standard classifi-
cation metrics, including accuracy, precision, recall, and 
F1-score. 
 
2.1. Research Stages 

The research methodology follows a structured pipe-
line consisting of several stages designed to ensure reliable 
anomaly detection in cyber-physical systems. The process 
begins with dataset acquisition, where the Hardware-in-
the-Loop–based Augmented Industrial Control System 
(HAI) Security Dataset is obtained. This dataset provides 
realistic operational measurements from interconnected 
industrial processes under both normal and attack condi-
tions. Next, data preprocessing is conducted to prepare the 
dataset for machine learning analysis. This stage involves 
handling missing values, cleaning inconsistent records, 
and preserving the temporal structure of the data. Follow-
ing  preprocessing,  feature  standardization  is  applied  to  
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Figure 1. Research stages of the proposed intrusion detec-
tion framework. 
 
normalize continuous sensor measurements using  z-score 
normalization. This ensures that variables with different 
measurement scales contribute equally during anomaly 
detection. 

Subsequently, model training is performed using 
only normal operational data to learn the baseline behav-
ior of the cyber-physical system. This approach reflects re-
alistic industrial environments where labeled attack sam-
ples are limited. After training, the Isolation Forest model 
is used to compute anomaly scores for unseen observa-
tions. Samples with high anomaly scores are identified as 
potential cyber intrusions. Finally, the system performs at-
tack classification and performance evaluation, where the 
predicted outcomes are compared with actual labels using 
standard evaluation metrics such as accuracy, precision, 
recall, and F1-score. 
 
2.2. Dataset Description 

The experimental evaluation in this study is con-
ducted using the HAI Security Dataset [24], which serves 
as a benchmark dataset for cybersecurity research in in-
dustrial control systems. The dataset was collected from a 
Hardware-in-the-Loop (HIL) augmented industrial con-
trol system testbed, designed to emulate real industrial 
processes involved in power generation and water-treat-
ment operations. The experimental environment inte-
grates multiple subsystems, including boilers, turbines, 
and water-treatment units, which interact through indus-
trial communication protocols and control architectures. 

Each subsystem is operated using industrial-grade 
control hardware, including Emerson Ovation Distributed 
Control Systems (DCS), GE Mark VIe controllers, and Sie-
mens S7 programmable logic controllers (PLCs). The da-
taset records time-continuous measurements from sen-
sors, actuators, and control signals, capturing the opera-
tional dynamics of the system under both normal and at-
tack scenarios. Multiple versions of the dataset include di-
verse cyberattack scenarios such as manipulation of sensor 
signals, actuator control interference, and command injec-
tion attacks. These characteristics make the dataset suita-
ble for evaluating machine learning models designed for 
anomaly detection in cyber-physical systems. 
 
2.3. Data Preprocessing and Feature Standardization 

Data preprocessing is performed to ensure compati-
bility with machine learning models and to enhance the 
reliability of anomaly detection. First, missing or incon-
sistent values in the dataset are handled using forward-fill 
and interpolation techniques, which preserve the continu-
ity of time-series observations while minimizing bias in-
troduced by missing data. Next, continuous sensor meas-
urements are normalized using z-score standardization, 
defined as: 

 

𝑧 =
𝑥 − 𝜇
𝜎  (1) 

 

where 𝑥 represents the original feature value, 𝜇 denotes 
the mean of the feature, and 𝜎 represents the standard de-
viation. This transformation ensures that all features share 
a common scale, preventing variables with large magni-
tudes from dominating the anomaly detection process. 
Discrete actuator states are retained in their original form 
to preserve their operational meaning. For the semi-super-
vised learning setup adopted in this study, only normal 
operational data is used during model training, while the 
testing dataset contains both normal and attack samples. 
The labels are consolidated into a binary indicator repre-
senting the presence or absence of cyberattacks across the 
system. 
 
2.4. Isolation Forest–Based Intrusion Detection Model 

The intrusion detection problem in this study is for-
mulated as a one-class anomaly detection task, where the 
model learns the distribution of normal system behavior 
and identifies deviations that may correspond to cyber in-
trusions. This formulation reflects realistic industrial envi-
ronments in which labeled attack data are scarce or incom-
plete. Consequently, the model is trained exclusively on 
normal operational data, while both normal and attack ob-
servations are used during testing to evaluate detection 
performance. To implement this approach, the Isolation 
Forest algorithm is employed due to its efficiency in han-
dling high-dimensional data and its effectiveness for 
anomaly detection in large-scale datasets. Unlike distance-
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based or density-based anomaly detection techniques, Iso-
lation Forest identifies anomalies by isolating observations 
through random partitioning of the feature space using 
tree structures. 

Given a dataset 𝑋 = {𝑥!, 𝑥", … , 𝑥#}, the algorithm con-
structs an ensemble of isolation trees. Each tree is built by 
recursively partitioning the data through random selec-
tion of a feature and a split value within the feature’s 
range. Observations that differ significantly from the ma-
jority of the data tend to be isolated earlier in the partition-
ing process, resulting in shorter path lengths within the 
tree structure. For a given observation xxx, the anomaly 
score is computed based on the average path length across 
all trees in the ensemble. Data points with shorter average 
path lengths are assigned higher anomaly scores, indicat-
ing a greater likelihood of being anomalous. A threshold 
is then applied to the anomaly score to classify observa-
tions as either normal behavior or potential cyber intru-
sions. This approach provides a computationally efficient 
and scalable baseline mechanism for detecting anomalous 
behavior in cyber-physical engineering systems. The over-
all procedure of the proposed Isolation Forest–based in-
trusion detection is summarized in Algorithm 1. 
 
2.5. Mathematical Formulation of Isolation Forest 

Let the cyber-physical system dataset be represented 
as a multivariate feature space: 

 

𝑋 = {𝑥!, 𝑥", … , 𝑥#}, 𝑥$ ∈ ℝ% (2) 
 

where 𝑛 denotes the number of observations and 𝑑 repre-
sents the number of features describing the system state 
(e.g., sensor readings, actuator states, and control varia-
bles). 

The Isolation Forest algorithm constructs an ensem-
ble of 𝑡 isolation trees. Each tree is generated by recur-
sively partitioning a randomly selected subset of the da-
taset. At each node of the tree: 

A feature 𝑓 is randomly selected from the feature set. 
A split value 𝑝 is randomly chosen within the range 

of that feature. 
This process continues until either the observation is 

isolated or the maximum tree depth is reached. 
Let ℎ(𝑥) denote the path length of an observation 𝑥, 

defined as the number of edges traversed from the root 
node to the terminating node in a tree. The average path 
length across all trees in the forest is given by: 
 

𝐸[ℎ(𝑥)] (3) 
 

The anomaly score for an observation 𝑥 is computed 
as: 
 

𝑠(𝑥, 𝑛) = 2&
'[)(+)]
.(#)  (4) 

where 𝑐(𝑛) represents the average path length of unsuc-
cessful searches in a Binary Search Tree and is defined as: 
 

𝑐(𝑛) = 2𝐻(𝑛 − 1) −
2(𝑛 − 1)

𝑛  (5) 

 
and 𝐻(𝑖) denotes the harmonic number approximated as: 
 

𝐻(𝑖) ≈ ln(𝑖) + 0.5772156649 (6) 

 
The anomaly score 𝑠(𝑥, 𝑛) lies in the range: 

 

0 < 𝑠(𝑥, 𝑛) < 1 (7) 
 

Observations with scores close to 1 are more likely to 
be anomalies, while values closer to 0 indicate normal be-
havior. 

A classification threshold 𝜏 is then applied to deter-
mine whether a data point is anomalous: 
 

𝑦 = N
1, 𝑠(𝑥, 𝑛) ≥ 𝜏 (anomaly / attack)
0, 𝑠(𝑥, 𝑛) < 𝜏 (normal)  (8) 

 
This formulation allows the Isolation Forest to effi-

ciently detect anomalous observations in high-dimen-
sional cyber-physical datasets while maintaining low com-
putational complexity. 
 
2.6. Model Training and Evaluation Strategy 

Model training is conducted using only normal oper-
ational data to establish a baseline representation of sys-
tem behavior. This approach reflects realistic industrial en-
vironments where labeled attack data is scarce or unavail-
able. During testing, the trained model analyzes datasets 
containing both normal and attack samples to evaluate its 
capability to detect anomalous events. Detection results 
are assessed using both classification metrics and time-se-
ries-aware evaluation techniques. In addition to predictive 
performance, computational efficiency is also evaluated 
by measuring model training time and inference latency. 
These measurements are important for determining 
whether the proposed intrusion detection framework can 
be deployed in real-time cyber-physical monitoring sys-
tems. 
 
2.7. Evaluation Metrics 

The performance of the proposed intrusion detection 
framework is assessed using standard classification met-
rics derived from the confusion matrix. Let: TP = True Pos-
itives, TN = True Negatives, FP = False Positives, FN = 
False Negatives. The performance of the intrusion detec-
tion model is evaluated using standard classification met-
rics. 
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Algorithm 1. Isolation Forest–Based Intrusion Detection. 
Input: 𝐷/01$# – Normal training data 
𝐷/23/ – Testing dataset 
𝑇 – Number of trees 
𝜓 – Subsample size 
𝜃 – Anomaly threshold 
Output: 𝑦402% – Predicted labels 
𝑠(𝑥) – Anomaly scores 
Step 1: Data Preprocessing 

Handle missing values using forward-fill or interpolation 
Standardize continuous features using z-score 
normalization 

Step 2: Model Training 
For i = 1 to T 

Randomly sample ψ instances from 𝐷/01$# 
Build isolation tree by recursively splitting features 

Step 3: Compute Anomaly Score 
For each sample x in 𝐷/01$# 
        Compute path length h(x) 
        Compute anomaly score s(x) 

Step 4: Classification 
 If s(x) ≥ θ 
        Label as Attack 
 Else 

                 Label as Normal 
 
Accuracy: 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 (9) 

 

Accuracy measures the proportion of correctly classi-
fied observations. 
 
Precision: 
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 (10) 

 

Precision evaluates how many predicted attack in-
stances correspond to actual attacks. 
 
Recall: 
 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁 (11) 
 

Recall measures the ability of the model to correctly 
identify actual attack events. 
 
F1-Score: 
 

𝐹1 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙 

(12) 

 
The F1-score provides a balanced measure of detec-

tion performance by combining precision and recall. 

2.8. Implementation Environment 
The proposed intrusion detection framework is im-

plemented using the Python programming language. Data 
preprocessing and analysis are conducted using the pan-
das and NumPy libraries, while the Isolation Forest algo-
rithm is implemented using scikit-learn. The HAI Security 
Dataset is accessed via KaggleHub, and experiments are 
conducted in a reproducible computational environment. 
The modular design of the framework allows it to be ex-
tended to other cyber-physical datasets and anomaly de-
tection algorithms. 
 
3. Results 

The experimental results position the Isolation Forest 
model as a computationally efficient baseline anomaly de-
tection framework for cyber-physical engineering systems 
rather than a high-precision attack classifier. The strong 
performance observed for the normal class (F1 = 0.94) in-
dicates that the model effectively captures the dominant 
operational behavior of the system. However, the low pre-
cision for the attack class reflects the difficulty of distin-
guishing malicious behavior from legitimate operational 
variability in complex industrial environments. Many 
cyber-physical attacks are designed to remain within 
physically plausible operating ranges, which reduces the 
statistical separability between normal and malicious 
states. Consequently, point-wise anomaly detectors such 
as Isolation Forest may identify deviations but still pro-
duce high false-positive rates. These results therefore 
highlight the need for hybrid detection frameworks that 
integrate anomaly detection with temporal modeling, im-
balance-aware learning strategies, or system-level contex-
tual analysis. 

Table 1 depicts that the model achieves high overall 
accuracy (0.89) due to excellent performance on the domi-
nant Normal class (F1 = 0.94). However, detection of the 
minority Attack class is poor, with very low precision 
(0.04) and F1-score (0.08), despite a moderate recall (0.48). 
The gap between macro and weighted averages reflects se-
vere class imbalance, indicating the model is biased to-
ward normal traffic and is unreliable for attack detection 
without imbalance-aware improvements. 

Figure 2 shows that the model correctly classifies 
most Normal instances (76,119 true negatives), but misclas-
sifies a substantial number of normal samples as attacks 
(9,396 false positives). For the Attack class, 427 attacks are 
correctly detected (true positives), while 458 attacks are 
missed and labeled as normal (false negatives). These re-
sults confirm a strong bias toward the majority normal 
class and explain the low attack precision observed in Ta-
ble 1, where many predicted attacks correspond to normal 
traffic despite moderate attack recall. 

Figure 3 shows moderate classification capability, 
with an AUC of 0.71, indicating performance better than 
random guessing but limited class separability. The trade- 
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Table 1. Classification Report. 

Class Precision Recall F1-Score Support 

Normal 0.99 0.89 0.94 85515 
Attack 0.04 0.48 0.08 885 
Accuracy   0.89 86400 
Macro Avg 0.52 0.69 0.51 86400 
Weighted Avg 0.98 0.89 0.93 86400 

 

 
Figure 2. Confusion matrix summary. 
 

 
Figure 3. ROC curve. 
 
off between true positives and false positives remains pro-
nounced, suggesting that improving attack detection in-
creases false alarms and that further optimization is 
needed for reliable intrusion detection. 

Figure 4 shows substantial overlap, with both classes 
concentrated around similar score ranges. Although attack 
samples tend to have slightly lower anomaly scores (indi-
cating higher anomaly), the lack of clear separation limits 
discriminative power. This overlap explains the high false-
positive rate and low attack precision observed in earlier 
results, suggesting that the anomaly scoring function does 

not sufficiently distinguish attacks from normal behavior 
and requires refinement or additional features for im-
proved detection. 

Figure 5 illustrates the temporal variation of anomaly 
scores across the observed time period, with red markers 
indicating the timestamps corresponding to known attack 
events. Several anomaly score peaks occur near attack in-
tervals, suggesting that the model can detect certain devi-
ations associated with malicious activity. However, ele-
vated anomaly scores are also observed during periods of 
normal system operation, indicating the presence of false 
positives. This behavior is consistent with the overlapping 
anomaly score distributions shown in Figure 4 and the low 
precision reported in Table 1. The figure therefore high-
lights that while the model is capable of identifying devi-
ations in system behavior, the absence of clear separation 
between normal and attack patterns limits its discrimina-
tive reliability. These findings suggest that incorporating 
temporal aggregation or sequence-based validation mech-
anisms may improve detection stability in cyber-physical 
monitoring environments. 
 
4. Discussion 

This section provides a deeper interpretation of the 
experimental results by situating the performance of the 
proposed Isolation Forest–based intrusion detection 
framework within the broader landscape of anomaly de-
tection methods commonly applied to cyber-physical en-
gineering systems (CPES), including autoencoder-based 
models, one-class support vector machines (OC-SVM), 
and deep temporal architectures. The achieved overall ac-
curacy of 0.89, driven by strong performance on the Nor-
mal class (F1 = 0.94), demonstrates that Isolation Forest ef-
fectively captures the dominant operational distribution of 
the CPES. Unlike reconstruction-based autoencoders, 
which learn normal behavior by minimizing reconstruc-
tion error, Isolation Forest relies on random feature parti-
tioning and path-length statistics to isolate rare observa-
tions. This distinction is critical in CPES contexts: recon-
struction-based models often struggle when normal data 
exhibit high variability or multimodal behavior, leading to 
inflated reconstruction errors and unstable thresholds. 
The strong normal-class performance observed here sug-
gests that Isolation Forest is comparatively robust to such 
variability, making it suitable for industrial environments 
with frequent operational transients. 
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Figure 4. Anomaly score distribution. 

 

 
Figure 5. Anomaly Scores Over Time with Actual Attacks Highlighted. 
 

However, the low precision (0.04) and F1-score (0.08) 
for the Attack class highlight intrinsic limitations common 
to many unsupervised and semi-supervised methods. Un-
like OC-SVM, which attempts to learn a tight boundary 
around normal data in a high-dimensional kernel space, 
Isolation Forest does not explicitly define a decision 
boundary. This allows it to scale efficiently and avoid ker-
nel sensitivity, but it also limits its ability to separate attack 
samples that remain close to the normal data manifold. 
OC-SVMs, although potentially offering sharper bounda-
ries, are highly sensitive to kernel choice and hyperparam-
eter tuning and scale poorly with the dimensionality and 

size of industrial CPS datasets, which constrains their 
practicality for real-time deployment. Deep autoencoder-
based and recurrent models, such as LSTM autoencoders, 
are theoretically better suited to capturing complex tem-
poral and cross-variable dependencies inherent in CPES 
[9]. By explicitly modeling sequential dynamics, these ap-
proaches can detect attacks that manifest as subtle but per-
sistent deviations over time [25].  

However, these advantages come at the cost of sub-
stantial computational overhead, long training times, and 
reliance on large volumes of representative normal data. 
Moreover, deep models often lack interpretability and are 
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sensitive to noise and concept drift, which can complicate 
validation and operational trust in safety-critical systems. 
In contrast, the Isolation Forest results presented here 
demonstrate competitive baseline performance with min-
imal training complexity and stable inference latency, re-
inforcing its suitability as a first-line monitoring mecha-
nism [26], [27]. The confusion matrix and ROC analysis 
further emphasize that attack detection in CPES is con-
strained less by classifier choice than by the fundamental 
overlap between normal and attack-induced system be-
havior. Many industrial attacks are engineered to remain 
within physically plausible operating bounds, reducing 
the effectiveness of point-wise anomaly detectors, regard-
less of their underlying learning paradigm.  

The overlapping anomaly score distributions ob-
served in Figure 4 illustrate this limitation and explain 
why threshold-based detectors, whether Isolation Forest, 
OC-SVM, or reconstruction-error–based autoencoders, ex-
hibit similar trade-offs between missed detections and 
false alarms. The temporal alignment between anomaly 
score peaks and attack events in Figure 5 suggests that in-
corporating temporal context is essential for improved dis-
crimination. Deep temporal models achieve this implicitly 
through sequence learning, but similar benefits may be ob-
tained more efficiently through hybrid approaches that 
combine Isolation Forest with temporal aggregation, 
change-point detection, or post-hoc sequence validation. 
Such strategies preserve the computational efficiency and 
scalability of tree-based methods while addressing their 
inability to model persistence and causal structure directly 
[9], [28].  

The results position Isolation Forest as a computa-
tionally efficient and operationally robust baseline for 
CPES intrusion detection, particularly when interpretabil-
ity, scalability, and real-time constraints are prioritized. 
However, the findings also confirm that no single anomaly 
detection paradigm is sufficient for reliable attack detec-
tion in complex cyber-physical systems. Future intrusion 
detection frameworks should therefore adopt hybrid and 
hierarchical designs that integrate lightweight anomaly 
detectors with temporal and imbalance-aware mecha-
nisms, bridging the gap between practical deplorability 
and high-fidelity attack discrimination. 
 

5. Conclusion 
This study examined a one-class anomaly detection 

framework for intrusion detection in cyber-physical engi-
neering systems using the Isolation Forest algorithm. The 
proposed approach models normal system behavior from 
high-dimensional sensor, actuator, and control signals and 
is designed for realistic industrial environments where la-
beled attack data are limited and real-time monitoring is 
required. Experimental evaluation using the Hardware-in-
the-Loop–based Augmented Industrial Control System 
(HAI) Security Dataset demonstrates that the model effec-
tively captures normal operational patterns and achieves 
strong performance in identifying legitimate system 
states, resulting in high overall accuracy. These results 
confirm that Isolation Forest provides a computationally 
efficient and scalable solution suitable for continuous 
monitoring in industrial cyber-physical environments. 
However, the results also reveal important limitations in 
attack detection performance. Severe class imbalance and 
significant overlap between normal and attack data distri-
butions result in low attack precision and a high false-pos-
itive rate, despite moderate recall.  

These findings suggest that many cyberattacks in 
cyber-physical engineering systems remain statistically 
similar to legitimate operational behavior, making them 
difficult to distinguish using point-wise anomaly detec-
tion alone. Consequently, a trade-off exists between im-
proving attack detection sensitivity and maintaining ac-
ceptable false alarm levels, which limits the effectiveness 
of standalone anomaly detection models in safety-critical 
environments. This work provides an objective assess-
ment of Isolation Forest as a lightweight baseline anomaly 
detection mechanism for cyber-physical intrusion detec-
tion. While the proposed framework offers strong compu-
tational efficiency and practical deployability, achieving 
reliable attack discrimination will likely require hybrid de-
tection architectures that incorporate temporal modeling, 
imbalance-aware learning strategies, or domain-informed 
detection mechanisms. Future research should therefore 
focus on integrating these complementary techniques to 
improve detection reliability and support the develop-
ment of more resilient cybersecurity solutions for cyber-
physical engineering systems.
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